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o ] | SCTP port 36412 |
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: : : 127.8.1.8/24 1: :

| | L0100 _
| | | T 14| MME | HSS | |
| I L | |
| | | | S1-MME | |
: : I i : | unix://mme_s11 : :
| . | I
| | Application || | | o |

| i | | |

| I i |
| ! | | : | 811 | FW

| | ! | : [
: tun_srsue I : ! I | user_db.csv :
| 172.16.6.2 | | ! | |
' (DHCP) | 108.8.8.8/24 | : |l untsryape st ! !
: | [ I TSR R R _!_ i |_'% SRS : :?gsg 215
I B ] [T-r1- s1-u |_ 8Gi I_l :{Dutgoing IP)
| UE [t OMQ eNB i S-GW | P-GW NAT ||
| J mp |
: _i;nsa .................... e n54: lo ..................... ln L ________________ :
| TCP port 2001 (ZMTP) 16.6.6.2 18.8.8.1] 127.2.1.1  127.0.1.104 EPC |
I I I . I
| | | TCP port 2000 (ZMTP) UDP port 2152 5:§55$2"55$1 I
I | S i

PC2 (UE)

PC1 (EPC+eNB)
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Stepl-1 Ubuntu % % (™ §%p* i)

I https://releases.ubuntu.com/20.04/ Bt:% 64-bit PC (AMD64)
desktop image ™ §* Ubuntu 20.04 Desktop p* 1A%

ubuntu® releases

Ubuntu 20.04 LTS (Focal Fossa)

Select an image

Ubuntu is distributed on two types of images described below.

64-bit PC (AMD64) desktop image

Choose this if you have a computer based on the AMD64
or EM64T architecture (e.g., Athlon64, Opteron, EM64T
Xeon, Core 2). Choose this if you are at all unsure.

Desktop image

The desktop image allows you to try Ubuntu without
changing your computer at all, and at your option to
install it permanently later. This type of image is what
most people will want to use. You will need at least
1024MiB of RAM to install from this image.

64-bit PC (AMD64) server install image

Choose this if you have a computer based on the AMD64
or EM64T architecture (e.g., Athlon64, Opteron, EM64T
Xeon, Core 2). Choose this if you are at all unsure.

Server install image

The server install image allows you to install Ubuntu
permanently on a computer for use as a server. It will
not install a graphical user interface.



https://releases.ubuntu.com/20.04/

PR R P

Stepl-2 Ubuntu = % (3%

& 3% 3 iE H i # “English”

Language

Amharic
Arabic
Asturianu
Benapyckaq
Brvarapckwn
Bengali
Tibhetan
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha

Engllsh

Espafiol
Eesti
Euskara
Slows
suomi

Francais
Gaeilge
Galego
Gujarati
nmi
Hindi
Hrvatski
Magyar

Bahasa Indonesia

Islenska
Italiano
AAE
dOE'_?O'.I"JQO
Kaszak
Khmer
33 3
=20
Kurdi
Lao
Lietuviskal
Latviski

MakeaoHCKK
Malaualam
Marathi
Burmese
Nepali
Nederlands
Norsk bokmal
Norsk nynorsk
Punjabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
Romana
PyCCKWIA
Samegillii

2 e®
Slovencina
Slovenscina
Shoip

Cpnckm
Svenska

Tamil
57K
TOWK

Thai
Tagalog
Turkce
Uyghur
YKpalHCcbKa
Tiéng Viét
th37 (T 44)
7 (%E88)
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Stepl-3 Ubuntu % 2 (F #5:E 8 )

A B ¥4:E H :E 3 “Install Ubuntu”

ubuntu®

Install Ubuntu




Jul8 07:21

Welcome

Enalich

Euskara
Francais
Gaeilge
Galego
Hrvatski
islenska
Italiano
Kurdi
Latviski

Continue

21



Stepl-5 Ubuntu % Z (44 fe &

Adgi e B i H E B “English(US)” 18 gk “Continue”

Jul 8 07:22

Install

Keyboard layout
Choose your keyboard layout:

English (Ghana)
English (Nigeria) "

English (South Africa)

English (US) - English (Colemak) 2

/ English (US) - English (Dvorak)
English (US) - English (Dvorak, alt. intl.)
English (US) - English (Dvorak, intl., with dead keys)

Estonian 1 English (US) - English (Dvorak, left-handed)

Faroese English (US) - English (Dvorak, right-handed)
Filipino Pl I et PSR T B o e W

Type here to test

Detect Keyboard Layout

Backl Continue

3




Stepl-6 Ubuntu % (% 25 %)

&% 25 ¥ iE % “Minimal Installation” % “Download updates
while installing Ubuntu” ¢ 2kiE “Continue”

Jul 8 07:23

Install

Updates and other software

What apps would you like to install to start with?
Normal installation

Web browser, utilities, office software, games, and media players.

© Minimalinstallation

-
Web browser and basic utilities

Download updates while installing Ubuntu

Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software is subject to license terms included with its documentation. Some is proprietary.




Step2-1 Ubuntu 3k T (&7

N
s

“Install Now”

Jul8 07:24

Install
Installation type

you like to do?

© Erase disk and install Ubuntu
. S - ther files in all operating systems.

Advanced features... None selected

Something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Install Now

24



Step2-2 Ubuntu 3k Z_(Fxii4

3 ende v = ¢ 2R:E “Continue”

Jul 8 07:25

Install

Installation type

This computer currently has no detected operating systems. what would you like to do?

Write the changes to disks? x

IF you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make Further changes manually.

The partition tables of the following devices are changed:
SCsI1(0,0,0) (sda)

The Following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as
partition #5 of SCSI1 (0,0,0) (sda) as ext4

Go Bacl Continue I

| Back || Install Now ‘

00 0O0CC0C

-

% )

25



Step2-3 Ubuntu % Z_(FF % &

hPF Tz H ¢ OiE H “Taipei” (s B:iE “Continue”

Where are you?

)

26



Jul8 15:27

% “Continue”

Who are you?

Your name: | user|

Your computer's name: | Lab01 (]

The name it uses when it talks to other computers.

Pick a username:  user (V]
Choose apassword: 900000

Confirm your password: ©0000@ o

© Login automatically
Require my password to login

I

27



Step3-1 Ubuntu 4~ =x i#

FEFx ER L {4 eL:E “Restart Now” & ATF

'ft-i—/\ o R AR S o

Jul8 15:32

Installation Complete

Installation is complete. You need to restart the
computer in order to use the new installation.
Restart Now

(¢

»r/

28



Step3-2 Ubuntu 4~ =x & * (4 w )

/l 2 »
/ ’)7.)’ ,)’
LI I @;g g~ o

!

24 (44
24 W Sk
» g Bhig 1p”
Activities © welcome to Ubuntu ~

t 8 15:35

Online Accounts

Connect Your Online Accounts

Connect your accounts to easily access your online calendar, documents,
photos and more.
Ubuntu Single Sign-On

Google

Nextcloud

llﬂ(ﬂE

Microsoft

29
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Step3-3 Ubuntu #~ =x i# * (iF

g
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Step3-4 Ubuntu 4~ =t & * (% #5#%)

A . L
ﬁa:.] ~ “Terminal” 2_ {& BLiE ¥ 2348 e [g] o7




Stepd-1 fic %8 % 22 (L 77,4 v tg)

ﬁiﬂ » sudo apt-get update && sudo apt-get upgrade r: # » % 4%
FPATLATE X Kl ~ Yy Rk

Activities () Terminal + 8 15:39

user@Labo1: ~ B =

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

» sudo apt-get update && sudo apt-get upgrade
[sudo] passwird for user:
Hit:1 http://tw.archive.ubuntu.com/ubuntu focal InRelease
Hit:2 http://tw.archive.ubuntu.com/ubuntu focal-updates InRelease
Hit:3 http://tw.archive.ubuntu.com/ubuntu focal-backports InRelease
0% [Connecting to security.ubuntu.com]l




Step4-2 fix ¥4 % 2= (% =< & #itf)

ﬁiaa] » sudo apt-get install git build-essential vimj:’»ﬁig?l NIRT-Y 4
FERTIEH ﬁi%l RN A

Activities (=) Terminal ~ 1 10 02:06

Gt

el user@®Lab01: ~

S sudo apt- get install git build-essential vim

[sudo] passvandafan
Reading package lists... Done
Building dependency tree
Reading state information... Done
build-essential is already the newest version (12.8ubuntuil).
git is already the newest version (1:2.25.1-1ubuntu3)
The following additional packages will be installed:

vim-runtime
Suggested packages:

ctags vim-doc vim-scripts
The following NEW packages will be installed:

vim vim-runtime
0 upgraded, 2 newly installed, © to remove and 9 not upgraded.
Need to get 7111 kB of archives.
After this operation, 34.6 MB of additional disk space will be used.
Do you want to continue? [Y/n]
Get:1 http://tw.archive.ubuntu.com/ubuntu focal/main amd64 vim-runtime all 2:8.1
.2269-1ubuntu5 [5873 kB]
Get:2 http://tw.archive.ubuntu.com/ubuntu focal/main amd64 vim amd64 2:8.1.2269-
1ubuntuS [1238 kB]
76% [2 vim @ B/1238 kB 0%l




Step4-3 fic k8 % (= EREIH

#iy ~ sudo apt-get install iperf #5 » % 7% » 3 & 12 3
x ccy”,-a EINN

Activities () Terminal v 1 10 03:32

user@Lab01epc: ~

$ sudo apt-get install iperf

Reading packa_sulists Dass
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:

iperf
0 upgraded, 1 newly installed, © to remove and 9 not upgraded.
Need to get © B/76.5 kB of archives.
After this operation, 213 kB of additional disk space will be used.
Selecting previously unselected package iperf.
(Reading database ... 185963 files and directories currently installed.)
Preparing to unpack .../iperf_2.0.13+dfsgl-1buildl_amdé64.deb ...
Unpacking iperf (2.0.13+dfsgl-1build1l)
Setting up iperf (2.0.13+dfsg1-1build1l)
Processing triggers for man-db (2.9.1-1)




Step5-1 i3k (¥ EPC/ &)

& EPC I $i ~ sudo ip link show ' i ~ % 45 12 & bR o

Al EPC 3 = ®E /o > ensd % i % Internet 2 /i &
ensd 5 ik UE2Z /i G o

:~S sudo ip link show
[sudo] password for user:
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default qlen 1000
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP mode

DEFAULT group default qlen 1000
link/ether 52:54:00:12:34:56 brd ff:ff:ff:ff:ff:ff
3: ens4: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP mode
DEFAULT group default qlen 1000
Llink/ether 52:54:00:12:34:57 brd ff:ff:ff:ff:ff:ff
P9
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Steps-2 & §

% (2% Z.EPC IP i+ 1t)

: ens3: <BROADCAST,MULTICAST,UP,LOHER_UP> mtu 1500 qdisc fq_codel state UP grou

default gqlen 1000

link/ether 52:54:00:12:34:56 brd ff:ff:ff:ff:ff:ff

inet 10.0.2.15/24 brd
valid_1ft 86180sec

inet6 fecO::885f:e4al:

valid_1ft 86182sec

inet6 fecO::21d1:81aa:

valid_1ft 86182sec

inet6 fe80::acea:8az2b:

10.0.2.255 scope global dynamic noprefixroute ens3
preferred _1ft 86186sec

2393:¢c266/64 scope site temporary dynamic
preferred_1ft 14182sec

6b57:7479/64 scope site dynamic mngtmpaddr noprefixrou

preferred_Lft 14182sec
a6a8:7c28/64 scope link noprefixroute

valid_1ft forever preferred 1ft forever
3: ens4: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP grou

p default qgqlen 1000

link/ether 52:54:00:12:34:57 brd ff:ff:ff:ff:ff:ff
inet 10.0.0.1/24 s:ope global ens4
valla_urt torever preferred 1ft forever

36



Step5-3 Ek T (# AaUES &)

a UE ﬂi%l » sudo ip link showj:’»ﬁi;f] BRI R R m
j&%mj UE 7 - i /% ens3 525 EPC2Z g o

S Sudg?ip link show
[sudo] password for user:
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ens3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP mode
DEFAULT group default qlen 1000

link/ether 52:54:00:12:34:56 brd ff:ff:ff:ff:ff:ff
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Step5-4 A %2k 7 (% T UE IP = 4t)

sudo ip addr add 10.0.0.2/24 dev ens3 & ﬂié:] » i

]

f¢¥ & *ipaddrshowts & #73k & = h- & F & /2

:~$ sudo ip addr add 10.0.0.2/24 dev ens3
S sudo ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_L1ft forever
2: ens3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP grou
p default qlen 1000
link/ether §2:54:00:12:34:56 brd ff:ff:ff:ff:ff:ff
inet 10.0.0.2/24 ;cope global ens3
valid_1ft forever preferred_1ft forever
inet6 feB80::acea:8a2b:36a8:7c28/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
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Stage 1 Check List
IETENEY

F'Qi El ﬁ’»%’fr
FEzhiperfy % %

FEL EPC 2 UE 2 %
B0 A

a3 EPC 2 UE 2
IP i1t 3K T 0 FE

p;\.‘» EPC "l:a UE ﬂ—\?v
b a #Bi r—'ﬂ‘

sudo apt-get update
Iperf --version

Ip link show

Ao ) EPC 2 3¢ gt /i G 4L 5 ens3
HREUERESERA S Bl s ensd o
Ade ] UE & EPC s & it /i 6 5 ens3 -
Ip addr show

FER EPC ¥ A & 0 IP -1t % 10.0.0.1 o
FER UE /i o 0 IP =1t 5 10.0.0.2 -

& EPC }:

ping 10.0.0.2 -c 10

A UE }+:

ping 10.0.0.1 -c 10

ER NPT PR L T L A
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o Step3: ¥ srsLTE
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s » sudo apt-get install libczmg-dev ¥ 5 » % 78

{

2

2
<

Stepl-1 % % ik 43

i~ “y”% % libczmg

3 Terminal v + 8 16:17

Activities

Gt

" user@Labo1: ~

Reading package lists... Done

Building dependency tree

Reading state information... Done

E: Unable to locate package czmq

$ sudo apt-get install libczmq-dev

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
comerr-dev krb5-multidev libc-dev-bin libc6-dev libcrypt-dev libczmq4
1libgssrpc4 libkadmSclnt-mit11 libkadmSsrv-mit11 1ibkdb5-9 libkrb5-dev
libnorm-dev libnorm1 libpgm-5.2-0 libpgm-dev libsodium-dev libsystemd-dev
1ibzmgq3-dev 1ibzmq5 linux-libc-dev manpages-dev uuid-dev

Suggested packages:
doc-base krb5-doc glibc-doc krb5-user libnorm-doc

The following NEW packages will be installed:
comerr-dev krb5-multidev libc-dev-bin libc6-dev libcrypt-dev libczmq-dev
libczmq4 libgssrpc4 libkadmSclnt-mit11 libkadm5srv-miti1 libkdb5-9
1ibkrb5-dev libnorm-dev libnorm1 libpgm-5.2-0 libpgm-dev libsodium-dev
libsystemd-dev libzmq3-dev libzmq5 linux-libc-dev manpages-dev uuid-dev

0 upgraded, 23 newly installed, 0 to remove and 9 not upgraded.

Need to get 9201 kB of archives.

After this operation, 44.1 MB of additional disk space will be used.

Do you want to continue? [Y/n]

I

i* (ZeroMQ)

EF3

=

s
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Stepl-2 % 2 ik #g & i+ (SISLTE)

ﬁ%l » sudo apt-get install cmake libfftw3-dev libmbedtls-dev
libboost-program-options-dev libconfig++-dev libsctp-dev ¥
%%%%’E%ﬁﬁé%%W”

P

st-graph-parallell.71-dev libboost-iostreams1.71-dev
libboost-localel.71-dev libboost-logl.71-dev libboost-math1.71-dev
libboost-mpil.71-dev libboost-mpi-python1.71-dev libboost-numpyl.71-dev
libboost-python1.71-dev libboost-randomi.71-dev libboost-regex1.71-dev
libboost-serialization1.71-dev libboost-stacktracel.71-dev
libboost-system1.71-dev libboost-test1.71-dev libboost-thread1.71-dev
libboost-timer1.71-dev libboost-type-erasurel.71-dev libboost-wavel.71-dev
1libboost1.71-tools-dev libmpfrc++-dev libntl-dev libfftw3-doc libmbedtls-doc
lksctp-tools libstdc++-7-doc make-doc

The following NEW packages will be installed:
binutils binutils-common binutils-x86-64-1linux-gnu cmake cmake-data gcc
gcc-7-base gcc-8-base gcc-9 libasand4 libasan5 libatomic1l libbinutils
libboost-program-options-dev libboost-program-optionsi.71-dev
libboost-program-options1.71.0 libboost1.71-dev libcilkrts5 libconfig++-dev
libconfig++9v5 libconfig-dev libconfig-doc libconfig9 libctf-nobfde libctfe
libcurl4 1ibfftw3-bin libfftw3-dev libfftw3-double3 libfftw3-long3
libfftw3-quad3 libgcc-7-dev libgcc-9-dev libitm1l libjsoncppl liblsan®
libmbedcrypto3 libmbedtls-dev libmbedtls12 libmbedx509-0 1libmpx2
libquadmath® librhash® libsctp-dev libsctpl libstdc++-7-dev libtsan®
libubsan® libubsani make

©® upgraded, 50 newly installed, © to remove and 9 not upgraded.

Need to get 39.1 MB/39.4 MB of archives.

After this operation, 295 MB of additional disk space will be used.

Do you want to continue? [Y/n] I
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Step2-1 = 4% SrSLTE J 4248 (7 1)

ﬁ%l » git clone https://github.com/srsLTE/srsLTE.git = 3
SISLTE 7 4275

Get:3 http://tw.archive.ubuntu.com/ubuntu focal/main amd64 git amd64 1:2.25.1-1u
buntu3 [4554 kB]
Fetched 5464 kB in 1s (5312 kB/s)
Selecting previously unselected package liberror-perl.
(Reading database ... 183192 files and directories currently installed.)
i to unpack .../liberror-perl_0.17029-1_all.deb ...
liberror-perl (0.17629-1)
Selecting previously unselected package git-man.
Preparing to unpack .../git-man_1%3a2.25.1-1ubuntu3_all.deb ...
Unpacking git-man (1:2.25.1-1ubuntu3)
Selecting previously unselected package git.
to unpack .../git_1%3a2.25.1-1ubuntu3_amd64.deb ...
git (1:2.25.1-1ubuntu3)
Setting up liberror-perl (0.17029-1)
Setting up git-man (1:2.25.1-1ubuntu3)
Setting up git (1:2.25.1-1ubuntu3)
Draraccinn trinnarc far man_dh (2 o 1_141\
:~$ git clone https://github.com/srsLTE/srsLTE.git
Cloning into 'srsLTE'...
remote: Enumerating objects: 76402, done.
remote: Total 76402 (delta 0), reused 0 (delta 0), pack-reused 76402
Receiving objects: 100% (76402/76402), 34.05 MiB | 256.00 KiB/s, done.
Resolving deltas: 100% (57370/57370), done.
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Step2-2 7 §% SISLTE J 4p 48 (F2ix )
fiag ~ ©LTF qp £ PAR-SISLTE Bk & o 5 20.04.1
C(i Sr

SLTE; glt fetch --all --tags;
git checkout tags/release 20 04 1

$ git fetch --all --tags

Fetching origin

- $ git checkout tags/release_20_04_1
Note: switching to 'tags/release_20 04_1'.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by switching back to a branch.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -c with the switch command. Example:

git switch -c <new-branch-name>
Or undo this operation with:
git switch -
Turn off this advice by setting config variable advice.detachedHead to false

HEAD is now at c892aei6b rrc_cell_cfg: fix potential div by zero
: $




Step3-1 ¥ srsLTE (cmake)

ﬂi%l » mkdir build; cd build; cmake ../ ¥ & & 18427 . F IR
found 1bZEROMQ: ...

T pusnu Yy~

libbladeRF not found.
FINDING SOAPY.
Checking for module 'SoapySDR'
No package 'SoapySDR' found
1ibSOAPYSDR not found.
FINDING ZEROMQ.
Checking for module 'ZeroMQ'
No packaae 'ZeroMn' found
Found 1ibZEROMQ: /usr/include, /usr/1lib/x86_64-1inux-gnu/libzmq.so
rounag pboosSL: JUST/LLD/XBO_04-LLNUX-gnu/CMdKke/pbooSL-1./71.0/p0005L00NnI Lg.Cmake (

found suitable version "1.71.0", minimum required is "1.35") found components: p
rogram_options

SRSGUI LIBRARIES SRSGUI_LIBRARIES-NOTFOUND

SRSGUI INCLUDE DIRS SRSGUI_INCLUDE_DIRS-NOTFOUND

Could NOT find SRSGUI (missing: SRSGUI_LIBRARIES SRSGUI_INCLUDE_DIRS)
Performing Test HAVE_WNO_UNUSED BUT_SET_VARIABLE
Performing Test HAVE_WNO_UNUSED BUT_SET_VARIABLE - Success
Performing Test HAVE_SSE

Performing Test HAVE_SSE - Success

SSE4.1 is enabled - target CPU must support it

Performing Test HAVE_AVX

Performing Test HAVE_AVX - Failed

Performing Test HAVE_AVX
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Step3-2 ¥ srsLTE (make)

ﬁ%l »~make -|8 T X F ¥t =

Built target srslte_agc

[
[
[
[
[
[
[
[
[
[
[
[
[
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Step4d % %% SISLTE 34 7 4%
#L?J »~ sudo make install;‘t’»ﬂi;f] PN 4

Installing: Jusr/local/include/srslte/phy/channel/ch_awgn.h
Installing: /Jusr/local/include/srslte/phy/channel/channel.h
Installing: Jusr/local/include/srslte/phy/channel/fading.h
Installing: Jusr/local/include/srslte/phy/mimo
Installing: Jusr/local/include/srslte/phy/mimo/layermap.h
Installing: /fusr/local/include/srslte/phy/mimo/precoding.h
Installing: fusr/local/lib/libsrslte_rf.so
Installing: Jusr/local/include/srslte/version.h
Installing: Jusr/local/share/srslte/ue.conf.example
Installing: /Jusr/local/bin/srsue
Set runtime path of "/usr/local/bin/srsue” to ""
Installing: /Jusr/local/share/srslte/enb.conf.example
Installing: fusr/local/share/srslte/drb.conf.example
Installing: Jusr/local/share/srslte/rr.conf.example
Installing: fusr/local/share/srslte/sib.conf.example
Installing: Jfusr/local/bin/srsenb
Set runtime path of "/usr/local/bin/srsenb” to ""
Installing: Jusr/local/share/srslte/epc.conf.example
Installing: fusr/local/share/srslte/mbms.conf.example
Installing: Jusr/local/share/srslte/user_db.csv.example
Installing: Jusr/local/bin/srsepc_if_masq.sh
Installing: /usr/local/bin/srsepc
Installing: /usr/local/bin/srsmbms

: $




fb;i

Steps

Installing:
Installing:
Set runtime
Installing:
Installing:
Installing:
Installing:
Installing:

Tnstallinn:

SISLTE 38 2% 2k 4%,

» sudo srslte_install _configs.sh service --force - ﬁ;;] LY 8

Jusr/local/share/srslte/sib.conf.example
Jusr/local/bin/srsenb

path of "/usr/local/bin/srsenb" to "
Jusr/local/share/srslte/epc.conf.example
Jusr/local/share/srslte/mbms.conf.example
Jusr/local/share/srslte/user_db.csv.example
Jusr/local/bin/srsepc_if_masq.sh

Jusr /local/bin/srsepc

iucrl1nrn1fh1n1crthmq

$ sudo srslte_install_configs.sh service --force

Force overwrite called. Overwritting any existing configuration files.
Is this 0K? [y/n]:

Installing srsLTE configuration files:
- Creating srsLTE config folder /etc/srslte

Installing ue.conf.example in fetc/srslte/ue.conf
Installing enb.conf.example in fetc/srslte/enb.conf
Installing sib.conf.example in /etc/srslte/sib.conf
Installing rr.conf.example in fetc/srslte/rr.conf
Installing drb.conf.example in /etc/srslte/drb.conf
Installing epc.conf.example in J/etc/srslte/epc.conf
Installing mbms.conf.example in /etc/srslte/mbms.conf
Installing user_db.csv.example in /etc/srsltefuser_db.csv

Done.

. 3
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Step6-1 { 7 Id B i (1 223k TAE)

ﬁ%] »~ sudo vim /etc/ld.so.conf.d/locallib.conf J:ﬂi;f] ~ RBpE s )
v F il F 12 g~ 15 gy~ Jusr/local/lib {2 4% EsC ~ :wa kg
AL o

Jusr/local/libj}

-- INSERT --
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Step6-2 g #7 ld 845 (34 7 L #7)

#iy » sudo Idconfig & 4y » % 4% 1 { A7 Id & 8.5 -

41 %* Id --verbose | grep SEARCH_DIR 53 Jusr/local/llbn\@
AdEE P &P o

:~$ sudo vim /etc/ld.so.conf.d/locallib.conf
[sudo] password for user:

:~$ sudo ldconfig
:~S 1d --verbose | grep SEARCH_DIR
("=/usr/local/lib/x86_64-1inux-gnu"); ("=/11b/x86_64-1inux-g
nu"); ("=/usr/1lib/x86_64-1inux-gnu"); ("=/usr/1ib/x86_64- 11n

ux-gnu64"); ("=/usr/local/lib64"); ("=/11b64");
=fusr/1ib64"); ("=/usr/local/lib"); ("=/1Lib"):
Jusr/1ib"); ("=/usr/x86_64-1inux-gnu/1ib64"); ("=/usr/x86_64
-linux-gnu/1ib");

:~S l
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Stage 2 Check List
HET Y

FEIRT R F 412 * cmake A& # SISLTE 7 makefile pF
ZeroMQ 5 FE
found ibZEROMQ): ....
FE3R srsepce ~ srenb%  sudo Is /usr/local/bin | grep srs
srsue¥ &K = ¥ FE7G SIsepe ~ srsenb % srsue § ) IR 3% P
A o

FEIRR THHE K =7 sudo s -alh /etc/srslte
Fa 3% ue.conf ~ enb.conf ~ sib.conf ~ rr.conf ~
drb.conf ~ epc.conf ~ mbms.conf %
user_db.csv #% % 3 &t /ete/srslte p 4T o

Fra ld B s o Fe Id --verbose | grep SEARCH_DIR
Fain Jusr/local/lib 2 ld sdEz g2 @ o
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Outline

e Stage 3: SISLTE 34 {7 % jp| &
oStepl: kx# 7 % T 4
oStep2: m N w LR
oStep3: i P
oStepd: *F:d % T
oStep5: BliE se F i T] Internet
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Stepl-1 fz# ¢ =% T 5 (EPC)

5 ~ sudo srsepc - fiy » T #% fx B2 srsepc

:~§ sudo srsepc
sudo assword for user:
P

Built in Release mode using commit c892ae56b on branch HEAD.

Software Radio Systems EPC ---

Reading configuration file Jetc/srslte/epc.conf...
HSS Initialized.

MME 511 Initialized

MME GTP-C Initialized

MME Initialized. MCC: exfe@1, MNC: exffo1l

SPGH GTP-U Initialized.

SPGW 511 Initialized.

SP-GW Initialized.




Stepl-2 kx#- g % T 5 (eNB)

B ECATS AR E T ﬁ%] »

sudo srsenb \ # 12 root £ & Ex#ssrsenb
--rf.device_name=zmq \ #itg * ZeroMQ T 2 RF% B
--rf.device args="\ #ik T ZeroMQ#p i %\ﬁz
fail on disconnect=true,\  # ¢ @ridanpE A 4 4R
tx_port=tcp://*:2000, \ ##-tx port&s z_% tep://*:2000
rx_port=tcp://10.0.0.2:2001, \ #: <rx port: = & UE
id=enb, \ #¥-1dZR 25 “enb”
base srate=23.04e6” \ K T AH P F 5 23.04MHz
--expert.nof _phy_threads=1 #E - BT HETPHY £

T rEzueNBE_F i F EPC

54



eNB kz# 5 %

S sudo srsepc
[sudo] password for user:

B Files in Release mode using commit c892ae56b on bra
nch HEAD.

Software Radio Systems EPC

Reading configuration file /etc/srslte/epc.conf...
HSS Initialized.

MME S11 Initialized

MME GTP-C Initialized

MME Initialized. MCC: Oxf001, MNC:
SPGW GTP-U Initialized.

SPGW S11 Initialized

SP-GW Initialized.

Received S1 Setup Request.
S1 Setup Request eNB Name:

Oxffol

srsenb01, eNB i1d: 06x19

Setup Request MCC:001, MNC:01, PLMN: 61712
Setup Request TAC 0, B-PLMN ©
Setup Request Paging DRX vi28

Sending S1 Setup Response

eNBgc#: {4 Jis € f #5id + EPC » EPCen# =518+ ¢ B 7
e e

S sudo srsenb --rf.device_name=zmq
-rf.device_args="fail_on_disconnect=true,tx_port=tc
p://*:2000,rx_port=tcp://16.0.0.2:2001,1d=enb,base_
staye=23.04e6" --expert.nof_phy_threads=1
[sudo] password for user:

--- Software Radio Systems LTE eNodeB ---

Reading configuration file /etc/srslte/enb.conf...

Built in Release mode using commit c892ae56b on bra
nch HEAD.

Opening 1 channels in RF device=zmq with args=fail_

on_disconnect=true,tx_port=tcp://*:2000,rx_port=tcp
//10 0.0.2:2001,1d=enb,base_staye=23.04e6

CHx id=enb

Current sample rate is 1.92 MHz with a base rate of
23.04 MHz (x12 decimation)

CHO rx_port=tcp://10.06.06.2:2001

CHO tx_port=tcp://*:2000

CHO fail_on_disconnect=true

Current sample rate is 11.52 MHz with a base rate o
f 23.04 MHz (x2 decimation)

Current sample rate is 11.52 MHz with a base rate o
f 23.04 MHz (x2 decimation)
Setting frequency: DL=2685.0 Mhz,
cc_1idx=0

UL=2565.0 MHz for

==== eNodeB started ===
Type <t> to view trace
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Stepl-3 kx#- 7 &% T 5 (UE)

B ECATS AR E T ﬁ%] »

sudo srsue \ #12root £ & Exdssrsue
--rf.device_name=zmq \ #itg * ZeroMQ T 2 RF% B
--rf.device args="\ #ik T ZeroMQ#p i %ﬁz
fail on disconnect=true,\  # ¢ @ridanpE A 4 4R
tx_port=tcp://*:2001, \ ##-tx port&s z_3% tep://*:2001
rx_port=tcp://10.0.0.1:2000, \ #: rx port: = 7 eNB
id=ue, \ #HE-Ad3K 5 “ue”
base srate=23.04e6” K T AH P F 5 23.04MHz

T rraeUEHE_Z 2 F eNB% EPC
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UEgcd 5 s ¢ p #i8 + eNB > & & 7 EMM 2 §

Software Radio System LTE -

Built in Release mode using commit c892ae56b on branch HEAD.

Opening 1 channels in RF device=zmgq with args=tx port=tcp:/f/*:2001,rx_ port=tcp:/

/10.0.0.1:2000,1d=ue,base_srate=23.04e6

CHx base_srate=23.04e6

CHx id=ue

Current sample rate is 1.92 MHz with a base rate of 23.84 MHz
CH® rx port=tcp:/f106.0.06.1:2000

CHO tx port=tcp:/f*:2001

Waiting PHY to initialize ... done!

Attaching UE...

Current sample rate is 1.92 MHz with a base rate of 23.84 MHz
Current sample rate is 1.92 MHz with a base rate of 23.84 MHz

Found Cell: Mode=FDD, PCI=1, PRB=50, Ports=1, CF0=-0.2 KHz
Current sample rate is 11.52 MHz with a base rate of 23.684 MHz

(%12
(x12

(x2

decimation)

decimation)
decimation)

decimation)

Current sample rate is 11.52 MHz with a base rate of 23.84 MHz (x2 decimation)

Found PLMN: Id=08161, TAC=7

Random Access Transmission: seq=08, ra-rnti=0x2
Random Access Complete. c-rnti=0x46, ta=0 _
RRC Connected '

57



, . 4L

T B s UE= # i ps > eNBZ

Authentication Response -- IMSI 001010123456789

UE Authentication Accepted.

Generating KeNB with UL NAS COUNT: ©

Downlink NAS: Sending NAS Security Mode Command.

UL NAS: Received Security Mode Complete

Security Mode Command Complete -- IMSI: 00101012345
6789

Getting subscription information -- QCI 7

Sending Create Session Request.

Creating S ion Response -- ISI: 1010123456789
Creating Session Response -- MME control TEID: 1
Received GTP-C PDU. Message type: GTPC_MSG_TYPE_CRE
ATE_SESSION_REQUEST

SPGW: Allocated Ctrl TEID 1

SPGW: Allocated User TEID 1

SPGW: Allocate UE IP 172.16.0.2

Received Create Session Response

Create Session Response -- SPGW control TEID 1
Create Session Response -- SPGW S1-U Address: 127.0
.1.100

SPGW Allocated IP 172.16.0.2 to IMSI 00101012345678
9

Adding attach accept to Initial Context Setup Reque
st

Sent Initial Context Setup Request. E-RAB id 5
Received Initial Context Setup Response

E-RAB Context Setup. E-RAB id 5

E-RAB Context -- eNB TEID 0x460003; eNB GTP-U Addre
ss 127.0.1.1

UL NAS: Received Attach Complete

Unpacked Atlached Complete Message. IMSI 1010123456
789

Unpacked Activate Default EPS Bearer message.

earer id 5

Received GTP-C PDU. Message type: GTPC_MSG_TY
IFY_BEARER_REQUEST

Sending EMM Information

3 (EPC)

EPCHE w

$ sudo srsenb --rf.device_name=zmq
-rf.device_args="faill_on_disconnect=true,tx_port=tc
p://*:2000,rx_port=tcp://10.0.0.2:2001,1d=enb,base_
staye=23.04e6" --expert.nof_phy_threads=1
[sudo] password for user:
-- Software Radio Systems LTE eNodeB ---

Reading configuration file /etc/srslte/enb.conf...

Built in Release mode using commit c892ae56b on bra
nch HEAD.

Opening 1 channels in RF device=zmq with args=fail_
on_disconnect=true,tx_port=tcp://*:2000,rx_port=tcp
://16.0.06.2:2001,1d=enb,base_staye=23.04e6

CHx id=enb

Current sample rate is 1.92 MHz with a base rate of
23.04 MHz (x12 decimation)

CHO rx_port=tcp://10.0.0.2:2001

CHO tx_port=tcp://*:2000

CHO® fail_on_disconnect=true

Current sample rate is 11.52 MHz with a base rate o
f 23.04 MHz (x2 decimation)

Current sample rate is 11.52 MHz with a base rate o
f 23.04 MHz (x2 decimation)

Setting frequency: DL=2685.0 Mhz, UL=2565.0 MHz for
cc_idx=0

eNodeB started ===
et~ tn viow trars

tti=181, preamble=0, offset=0, temp_crnti=0x

0x46 connected
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Step2-1 & #% /i = L& (EPC)

3FEPCZ eNBF kxadk it T B e % = B R :E8 T 65 ~

:~% sudo ip link

[sudo] password for user:
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc nogueue state UNKNOWN mode DEFAULT
group default gqlen 1880

link/loopback 00:00:00:00:00:00 brd 0P:00:00:00:00:00
2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1580 gdisc fg_codel state UP mode
DEFAULT group default qlen 1868

link/ether 52:54:080:12:34:56 brd ff:ff:ff:ff:ff:ff
3: ens4: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP mode
DEFAULT group default glen 1800

link/ether 52:54:AA:12:34:57 hrd ff:-ff:-ff:-fFf-ff:ff

5: srs_spgw_sgi: <POINTOPOINT ,MULTICAST,NOARP,UP,LOWER_UP> mtu 1508 qdisc fq_cod
el state UNKNOWN mode DEFAULT group default glen 588
link/none

S B
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Step2-2 m #t 11 o BL%E(UE)

FHFUEF ok e ™ S - B s T ﬁaa] ~ sudo ip link
show & ¢ 5 Fl- & & tun_srsuesTUN %

S sudo ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noque
ue state UNKNOWN mode DEFAULT group default qlen 10
00

Llink/loopback 00:00:00:00:00:00 brd 00:00:00:00
:00:00
2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500
qdisc fq_codel state UP mode DEFAULT group default

qlen 1000
link/ether 52:54:00:12:34:56 brd ff:ff:ff:ff:ff
: ff
3: tun_srsue: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER
_UP> mtu 1500 qdisc fq codel state UNKNOWN mode DEF
AULT group default glen 500
Link/none
:~9
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Step3-1 ig s P& (Downlink ICMP)

& EPC % W mx o t&ﬁ;l ~ ping 172.16.0.2 -c 10 |
Downlink ICMP & o+ FEE

S ping 172.16.6.2 -c 10
PING 172.16.0.2 (172.16. 0 2) 56(84) bytes of data.

bytes from 172.16. icmp _seq=1 ttl=64 time=73.9 ms
bytes from 172.16. icmp_seq=2 ttl=64 time=101 ms
bytes from 172.16. lcmp_seq=3 ttl=64 time=64.3 ms
bytes from 172.16. icmp_seq=4 ttl=64 time=53.5 ms
bytes from 172.16. icmp_seq=5 ttl=64 time=68.4 ms
bytes from 172.16. icmp_seq=6 ttl=64 time=85.6 ms
bytes from 172.16. icmp_seq=7 ttl=64 time=102 ms
bytes from 172.16. icmp _seq=8 ttl=64 time=86.1 ms
bytes from 172.16. icmp_seq=9 ttl=64 time=32.9 ms
bytes from 172.16. icmp_seq=10 ttl=64 time=66.8 ms

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.

NNNNNNNNNN

172.16.0.2 ping statistics
10 packets transmitted, 10 received, 0% packet loss, time 9013ms
ret min/avg/max/miev = 32.937/73.438/102.432/26.196 ms
=9




Step3-2 :i & | zE(Downlink TCP)

= UE ﬁ%] » sudo iperf -s ¥ & EPCZ F mﬂ:%ﬁ&ﬁé:] ~ iperf
-c 172.16.0.2 -w 100M -t 10 -1 10 -r ;B]z# Downlink TCP 5 #
L 3

:~$ iperf -c 172.16.0.2 -w 160M -t 10 -1 10 -r

Server listening on TCP port 5001
TCP window size: 416 KByte (WARNING: requested 100 MByte)

Client connecting to 172.16.0.2, TCP port 5001
TCP window size: 416 KByte (WARNING: requested 100 MByte)

local 172.16.0.1 port 37060 connected with 172.16.0.2 port 5001
Interval Transfer Bandwidth

0.6-10.0 sec 10.6 MBytes 8.91 Mbits/sec

0.0-10.0 sec 10.6 MBytes 8.90 Mbits/sec

local 172.16.0.1 port 5001 connected with 172.16.0.2 port 39364
0.0-10.0 sec 3.96 MBytes 3.33 Mbits/sec

0.0-13.0 sec 5.12 MBytes 3.30 Mbits/sec

0.0-13.0 sec 9.09 MBytes 5.85 Mbits/sec

N
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h—x F.*

Step3-3 i &Rz (Uplink ICMP)

U
¥

Egz » ping 172.16.0.1 -c¢ 10 pJ3& Uplink ICMP sc 7 s¢

&

27

I

-

: 172.16.0.1 -c 16

PING 172.16.0. .16.0.1) 56(84) bytes of data.
64 bytes from .16.0.1: icmp_seq=1 ttl=64 time=55
.6 ms

64 bytes from .16.0.1: icmp_seq=2 ttl=64 time=35
.1 ms

64 bytes from .16.0.1: icmp_seq=3 ttl=64 time=83
.0 ms

64 bytes from .16.0.1: icmp_seq=4 ttl=64 time=47
.0 ms

64 bytes from .16.0.1: icmp_seq=5 ttl=64 time=60
.0 ms

64 bytes from .16.0.1: icmp_seq=6 ttl=64 time=75
.0 ms

64 bytes from .16.0.1: icmp_seq=7 ttl=64 time=950
.3 ms

64 bytes from .16.0.1: icmp_seq=8 ttl=64 time=36
.6 ms

64 bytes from .16.0.1: icmp_seq=9 ttl=64 time=86
.0 ms

64 bytes from .16.0.1: icmp_seq=10 ttl=64 time=6
3.9 ms

172.16.0.1 ping statistics
10 packets transmitted, 10 received, 0% packet loss
, time 9010ms
rtt min/avg/max/mdev = 35.128/63.268/90.326/19.6008
ms

$
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Step3-4 3 s p| = (Uplink TCP)

2 EPC 7% P et =3 ﬁﬁﬁ%] ~ sudo iperf -s ¥ % UE #5 ~ iperf
-c 172.16.0.1 -w 100M -t 10 -1 10 -r ;#]3& Uplink TCIJ>
¥ iE T

lr,

S iperf -c 172.16.0.1 -w 106M -t 10

Server listening on TCP port 50801
TCP window size: 416 KByte (WARNING: requested
® MByte)

Client connecting to 172.16.8.1, TCP port 58081
TCP window size: 416 KByte (WARNING: requested

® MByte)

3] local 172.16.8.4 port 58326 connected with 17
.16.0.1 port 5001
ID] Interwval Transfer Bandwidth
- 6.9-10.8 sec 4.12 MBytes 3.46 Mbits/sec
0.0-10.1 sec 4.12 MBytes 3.44 Mbits/sec
local 172.16.08.4 port 5801 connected with 172
.1 port 57180
6.8-18.8 sec 10.2 MBytes 8.58 Mbits/sec
0.0-11.1 sec 11.4 MBytes 8&.58 Mbits/sec
6.9-11.1 sec 21.6 MBytes 16.3 Mbits/[sec




a EPC7% mf:#ﬁ;ﬁ%] »
echo 1 | sudo tee /proc/sys/net/ipv4/ip_forward 14 B £x Linux
Fiou it @ 38 1E 7

:~S sudo echo 1 | sudo tee /proc/sys/net/ipv4/ip_forward
[sudo] password for user:
1

:~$ echo 1 | sudo tee /proc/sys/net/ipv4/ip_forward

1

:~9
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Step4-2 ¢t 2k T (NATHR)

& EPC% B en# :%%Mi;f] ~ sudo iptables -A POSTROUTING
-t nat -0 ens3 -s 172.16.0.0/24 -} MASQUERADE r::& {7
NAT Pk z_» ¥ # * sudo iptables - POSTROUTING
-tnat X% &
:~S sudo iptables -L POSTROUTING -t nat
Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

:~S sudo iptables -A POSTROUTING -t nat -o ens3 -s 172.16.0.0/24 -j
MASQUERADE

:~$S sudo iptables -L POSTROUTING -t nat
Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
MASQUERADE all i- 172.16.0.0/24 anywhere
:~9
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Step4-3 “F i 2k T(UEEJ )

é;UEﬁvfé?i%ﬁﬁﬂi%J »~ sudo ip route add default via 172.16.0.1
dev tun_srsue 123k Z_default gateway » # i¢ * sudo Ip route
show * & %

:~S sudo ip route add default via 172.1
6.0.1 dev tun_srsue

:~S sudo ip route show
default via 172.16.0.1 dev tun_srsue
default via 10.0.0.1 dev ens3 proto static metric 2
0100

10.0.0.0/24 dev ens3 proto kernel scope link src 10
.0.0.2 metric 100

169.254.0.0/16 dev ens3 scope link metric 1000
172.16.0.0/24 dev tun_srsue proto kernel scope link
src 172.16.0.3

s ~S I
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Step5 BliFse F 2 I Internet

4 UE % =2 1&,&@:‘] ~ ping 8.8.8.8 -C 10 1 pl:E & F s 1t Feid
il Internet

:~$ ping 8.8.8.8 -c 10

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=254 time=262
22 bytes from 8.8.8.8: icmp_seq=2 ttl=254 time=115
23 bytes from 8.8.8.8: icmp_seq=3 ttl=254 time=241
23 bytes from 8.8.8.8: icmp_seq=4 ttl=254 time=189
23 bytes from 8.8.8.8: icmp_seq=5 ttl=254 time=172
22 bytes from 8.8.8.8: icmp_seq=6 ttl=254 time=276
2: bytes from 8.8.8.8: icmp_seq=7 ttl=254 time=117
22 bytes from 8.8.8.8: icmp_seq=8 ttl=254 time=218
23 bytes from 8.8.8.8: icmp_seq=9 ttl=254 time=345
2: bytes from 8.8.8.8: icmp_seq=10 ttl=254 time=97.
8 ms

8.8.8.8 ping statistics
10 packets transmitted, 10 received, 0% packet loss
, time 9011ms
rtt min/avg/max/mdev = 97.784/203.261/345.141/76.16
3 ms




Stage 3 Check List
HETY

srsepc FEZWSISEPC 2- A F i F 1E P 45 383 4
© SPGWE 4+ % IP i 47id » 2 UE o

srsenb FEZLSIsenb 2. AR F L F P aE g A
PoEdlg UE 2 2 3 3 o

srsue FEZLSISUE 2 AR T L F E P 4E s L o

2o F eNB o
Uplink if 5 2 _F & ¥ UE it "2 14+ EPC #4 {7 ping % iperf
Downlink i - % & %  EPC & g 4% UE 4 {7 ping % iperf

UE st & &+ Internet UE E_% it "8 1] ping Internet + 02 4% >
4r 8.8.8.8

69



Outline

» Stage 4: SISLTE & pLip|
oStepl: = % Wireshark 2 4 & 4 %
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Stepl-1 = - Wireshark

# EPCe#t :%%}ﬁii%] »~ sudo add-apt-repository ppa:wireshark-
dev/stable && sudo apt update && sudo apt-get -y install
wireshark 12 % 2 Wireshark » & 11310 T 3§ & 33 $ yes

Package configuration

{ Configuring wireshark-common |

Dumpcap can be installed in a way that allows members of the "wireshark"
system group to capture packets. This is recommended over the
alternative of running Wireshark/Tshark directly as root, because less
of the code will run with elevated privileges.

For more detailed information please see
Jusr/share/doc/wireshark-common/README.Debian.gz once the package is
installed. I

Enabling this feature may be a security risk, so it is disabled by
default. If in doubt, it is suggested to leave it disabled.

Should non-superusers be able to capture packets?




Stepl-2 Wireshark /i & i 5

ud

tEPCe =4 444 » sudo wireshark 2 gads Wireshark » #
i wm A 84 B PTom

The Wireshark Network Analyzer

File Edit Go Capture Analyze Statistics Telephony Wireless Tools Help

®© = X & = =

Il
2
Jo)
ﬂ)

Welcome to Wireshark :\‘F' —T —@ /ﬁﬂ ==
Capture

...using this filter: ([ [Enter a capture filter - | Al interfaces shown - I

srs_spgw_sgi

o — P B

Loopback: lo | P
any | I .
bluetooth-monitor

nflog

nfqueue

Cisco remote capture: ciscodump

DisplayPort AUX channel monitor capture: dpauxmon

Random packet generator: randpkt

systemd Journal Export: sdjournal P
SSH remote capture: sshdurmp
UDP Listener remote capture: udpdump

@peee®




Step2 /i & % BLP|E g B K T

B Ex EPC ¢ %A Wireshark 4% @ Shift
SIS _SPOW_SQi /i & I -3 E~ 1 R Bk T
oricmp ts 4% Enterr ¥ B 4548 B~

t:x #% lo ~ ens3 %
= host 127.0.1.100

Capture

...using this filter host 127.0.1.100 or icmp v ] All interfaces shown ~
Srs_spgw_sgi - -
ens3 A

Loopback: lo

“

bluetooth-monitor
nflog

nfaueue

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.2.4 (Git v3.2.4 packaged as 3.2.4-1~ubuntu20.04.0+wiresharkdevstablel).
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Step3-1 ELip|leNBEc# /it 4%

gLig Timety o P ¥ 8 17 ¢ 5 {5 1 4% BB Stage3 <4 Fx fr b
eNB #& ,\? F]Wireshark + 21354 T 8B 4+& o H ¢ S1AP
i 2 ¥ 7_fS1SetupRequest 2 S1SetupResponse & & =t L%
EE -

U) *.rm\\

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

— - . =2 = A = =
4d = M RG QEeEem2EF ¥ - = @  § I
|.|L}| y display filter <Ctrl-/> ‘J'_+
No. I[[j_ Source Destination  Protocol Lengtt Info
d 127.8.1.1 127.0.1.100 SCTP 82 INIT

2 0. @@BGSG@Sdk 127.0.1.100 127.0.1.1  SCTP 306 INIT_ACK

3 0.000041259 127.0.1.1 127.0.1.100 SCTP 278 COOKIE_ECHO

4 0.000053765 127.0.1.100 127.0.1.1 SCTP 50 COOKIE_ACK

5 0.000118041 127.0.1.1 127.0.1.100 S1AP 114 S1SetupRequest

6 0.000128683 127.0.1.100 127.0.1.1 SCTP 62 SACK

7 0.000377145 127.0.1.100 127.0.1.1 S1AP 106 SiSetupResponse

8 0.000488797 127.0.1.1 127.0.1.100 SCTP 62 SACK
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Step3-2 S1SeutpRequest

gk i% SlSetupRequest #f & ™ AR H Fwmp F > W %
macroENB-ID%&g ierk kB4 = z’ﬂpaddlng i« & % &2eNB
Z_#% (fetc/srslte/enb.conf)tp =+ & -

1 0.000000000 127.0.1.1 127.0.1.100 SCTP 82 INIT
2 0.000030054 127.0.1.100 127.0.1.1  SCTP 306 INIT_ACK
3 0.000041259 127.0.1.1 127.0.1.100 SCTP 278 COOKIE_ECHO
4 0.000053765 127.0.1.100 127.0.1.1  SCTP 560 COOKIE_ACK
5 0.000118041 127.0.1.1 127.0.1.100 S1AP 114 SiSetupRequest
+ 6 0.000128683 127.0.1.100 127.0.1.1  SCTP 62 SACK -
7 A ANAA7TAAE 427 0 4 400 477 .0 4 4 ___caan 40E _£ACAtLnNAnnAnnn
» Transmission sequence number: 1721475745 -
Stream identifier: ©x0000 §
Stream sequence number: @ [enb |
Payload protocol identifier: S1 Application Protocol (S1AP) (18) . :d . Eed OO
Chunk padding: 00000 E‘ﬁ[l_ld = Bx19B
~ S1 Application Protocol - S
~ S1AP-PDU: initiatingMessage (0) mcc = 001
~ initiatingMessage N -
procedur(_eCode: id-S1Setup (17) mnc 61
criticallty: reject (0) mme ﬂddr = 127.0.1.108
- value — . " .
~ SiSetupRequest < - 7
~ protocollEs: 4 items g L“_b lﬂd_ﬂddl 21 "' 1.1
~ Item ©: id-Global-ENB-ID - ¥ M - :
- ProtocolIE-Field slc_bind_addr 127.0.1.1
id: id-Global-ENB-ID (59) wrh = @
criticality: reject (8) n_prb D
~ value #tm =

~ Global-ENB-ID
pLMNidentity: 001110
Mobile Country Code (MCC): Unknown (1)
Mobile Network Code (MNC): Unknown (01)

- el:;::;----iﬂi-ii-qiq-l
macroENB-ID: 0019b0 [bjt length 20, 4 LSB pad bits, 0000 0000 0001 1001 1011 .... decimal va..
~ Item 1: id-e

~ ProtocolIE-Field
id: id-eNBname (6@)
criticality: ignore (1)
~ value
[\ ENBname: srsenb@1
» Item 2: id-SupportedTAs
» Item 3: id-DefaultPagingDRX

#nof ports




Step3-3 S1SeutpResponse

2LiE S1SetupResponsedt & g AR H X mp F o bt %LMME-

Codeff i3 &2 EPC3X w}té,(/etc/srslte/epc conf):}g o

4 0.000053765 127.8.1.100 127.8.1.1 SCTP 58 COOKIE_ACK
5 0.000118041 127.0.1.1 127.0.1.100 S1AP 114 SiSetupRequest
r 6 0.000128683 127.8.1.100 127.8.1.1 SCTP 62 SACK
l 0.000 .0.1.100 .0.1. g
8 0.000488797 127.0.1.1 127.8.1.100 SCTP 62 SACK
9 8,758144213 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 150 I
= S1SetupResponse
~ protocollEs: 3 items mme_code = O0x1la
~ Item O: id-MMEname
~ ProtocolIE-Field mme_group = 0x0001
id: id-MMEname (61) tac Ox0007
criticality: ignore (1)
~ value mcc = 001
MMEname: srsmme@1
~ Item 1: id-ServedGUMMEIs mnc = 01
» ProtocolIE-Field : -
id: id-ServedGUMMEIs (105) mme_bind_addr = 127.0.1.
criticality: reject (@) apn = srsapn
- value
~ ServedGUMMEIs: 1 item dns addr = 8.8.8.8
-~ Item @ = .
~ ServedGUMMEIsItem encryption_algo = EEA®

-« servedPLMNs: 1 item
~ Item @
PLMNidentity: @8f110
Mobile Country Code (MCC): Unknown
Mobile Network Code (MNC): Unknown
~ servedGroupIDs: 1 item
~ Item @
MME-Group-ID: 256 (©x©100)
-~ servedMMECs: 1 item
v Ity
k‘ MME-Code: 26 (@xla
-~ Item 2: id-RelativeMM
~ ProtocolIE-Field
id: id-RelativeMMECapacity (87)
criticality: ignore (1)
«~ value
RelativeMMECapacity: 255

integrity algo = EIA1
paging_timer = 2
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Step3-4 HEARTBEAT

% eNBi I EPC{2 &7 14 Wireshark 7 2IMME{reNB+

5 1£304) % @SCTPra» = #i%¥ - X HEARTBEAT s773n 55 1Y
E.p.\.s@ ﬁ pn T#‘ £

No. \octinatinon  E z
71 40.487776978 127.9.1.1 127.0.1.100 98 HEARTBEAT
72 40.487781200 127.0.1.100 127.0.1.1 SCTP 98 HEARTBEAT
AD AD O - 1= A9 [~ 4 4@ A9 [N 4 4 g\rn A K
74 40.487829818 127.0.1.1 127.0.1.100 SCTP 98 HEARTBEAT _ACK

Frame 71: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface lo, id 2
Ethernet II, Src: 60:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.0.1.1, Dst: 127.0.1.100
Stream Control Transmission Protocol, Src Port: 56763 (56763), Dst Port: 36412 (36412)
Source port: 56763
Destination port: 36412
Verification tag: Oxa70a7d59
[Association index: 65535]
Checksum: ©x00000000 [unverified]
[Checksum Status: Unverified]
v HEARTBEAT chunk (Information: 48 bytes)
~ Chunk type HEARTBEAT (4)
0. ... = Bit: Stop processing of the packet
9 .... = Bit: Do not report
Chunk flags exee
Chunk length: 52

» Heartbeat info parameter (Information: 44 bytes)

{ = v w

77



#s::- & Stage3 e

% Akt UETS & v

iﬁ%ﬁﬂﬁvaE%r@BITm

127.0.1.1 ¢ i€ 3% 25 SIAP/NAS-EPSih4t @

# | UE{-MME R #2415 & “Fi¢ »
ERE

OB

e UE:g 4% e

i 2 ¢

R~ FERs T

. 758144213
. 758462515
.821400180
.822030712
.888152139
.888777001
.962884415
.963699314
.107242720
.301305514
.310699739
.310809283
.311462607
.514689233

S g Sy
NEFOOE~NOUNEWN SO
WO D W W WO W 0O 0 0O 0O 0O 0O (O o

127.
127.
127,
127.
127.
127.
127.
127.

feBB

12?.9.
127.0.
127.0.
127.0.

G@@@@@G@E

O N S

2

PRPRSR R R R

@
=

D O
o o

@
[}

@ -

[}
[}

E"--I

—:&5,5,{?5

127.
127.
127,
127.
127.
127.
127.
127.

ffBZ

12?.0.
127.0.
127.0.
127.0.

GO@G@GGBE

.100
.100
.10@
.100

.100

.100

100

e

S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP

GTP <ICMPvE>
SCTP

S1AP/NAS-EPS
S1AP/NAS-EPS
SCTP

~
S

150

Step4-1 gELp|UE:g £ /8 4%

ereshark LR

|4 ndte o ok

4a,ﬂw%%&ﬁé
L % p UEe=n 4

3 & 5 NAS

=7 2R =
1#25é§1. N .i: *Er.}\

ZERCEC 1537 T
B FEE

InitialUEMessage, Attach request,
DownlinkNASTransport, Identity request
UplinkNASTransport, Identity response
DownlinkNASTransport, Authentication request
UplinkNASTransport, Authentication response
DownlinkNASTransport, Security mode command

UplinkNASTransport, Security mode complete
InitialContextSetupRequest, Attach accept, Activ..
InitialContextSetupResponse

Router Solicitation

SACK

UplinkNASTransport, Attach complete, Activate de..

DownlinkNASTransport, EMM information
SACK

PDN connectivi..
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= > 4 t}
N ==
£ T X H
No. Time
7 0.000377145
8 0.000488797
l 8.758144213
10 8.758462515
11 8.821400180
12 B8.822030712
AN 0O _O00AESA SN

~ value

Stepd-2 i #&3 ¥

~ Source
127.
127.

127.
127.

497

~ 51 Application Protocol

~ S1AP-PDU: initiatingMessage (0)

~ initiatingMessage

procedureCode: id-initialUEMessage (12)
criticality: ignore (1)

id:

[¢]
0
]
127.0.
]
]
n

alUEMessage, Attach requestit# ™ 4L H 3
ENB-UE-S1AP-ID 12 1f 16 %)@ s p

\

Destination  Protocol Lengtt Info
.1.100 127.0.1.1  S1AP 186 S1SetupResponse
.1.1 127.0.1.100 SCTP 62 SACK
.1, 0.1 S1AP/NAS-EPS InitialUEMessage, Attach request, PDN connectivi..
1.100 127.0.1.1  S1AP/NAS-EPS 106 DownlinkNASTransport, Identity request
1.1 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Identity response
.1.100 127.0.1.1  S1AP/NAS-EPS 138 DownlinkNASTransport Authentication request
4 A4 AAT N A _ANN_CAADIIAS CNhc A0 _1indinlkMACTeananoe Atk hantinntian eanoonoo

~ InitialUEMessage
~ protocollEs: 6 items
~ Item ©: id-eNB-UE-S1AP-ID
= ProtocollE-Field

id-eNB-UE-S1AP-ID (8)

criticality: reject (@)

-

ENB-UE-S1AP-ID: 1

~ Item 17
- ProtocnlIE Fleld

id:

id-NAS-PDU (26)

criticality: reject (0)
~ value
NAS-PDU: 1746262ec7030741018bT608711000011a2d408bak@2re70..
~ Non-Access-Stratum (NAS)PDU

8081 .... = Security header type: Integrity protected (1)
. 9111 = Protocoel discriminator: EPS mobility management messages (Ox7)
Message authentication code: 0x46262ec7
Sequence number: 3
0EO0 .... = Security header type: Plain NAS message, not security protected (0)
. 9111 = Protocol discriminator: EPS mobility management messages (@x7)
NAS EPS Mobility Management Message Type: Attach request (0x41)
B... .... = Type of security context flag (TSC): Native security context (for KSIasme)
NAS key set identifier: (0)
. Spare bit(s): Oxe@
.- 801 = EPS attach type: EPS attach (1)
~ EPS mobile identitw

- @
nwonn

Fmp

¥
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Step4-3 £ & Fxzi(ldentity request)

Ei‘bsé" DownlinkNASTransport, Identity requestit s 2 & 4L H
Fwp F oo wékdE ¢ HMME-UE-SIAP-ID 12 1] {4 4 3w
iéiz fgél»,ﬁ\ EZ; o

No. Time ~ Source Destination  Protocol Lengtt Info

7 0.000377145 127.0.1.100 127.0.1.1 S1AP 106 SiSetupResponse

8 0.000488797 127.0.1.1 127.0.1.100 SCTP 62 SACK

9 B.758144213 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 150 InitialUEMessage, Attach request, PDN connectivi..
| 10 8.758462515 .8.1.1 0.1, S1AP/NAS-EPS DownlinkNASTransport, Identity request

11 8.821400180 127.0.1.1 127.0.1.100 SIAP/NAS-EPS 138 UplinkNASTransport, Identity response

12 8.822030712 127.0.1.160 127.0.1.1  S1AP/NAS-EPS 138 DownlinkNASTransport Authentication request

49 0 _ONN4AEA4 90 40T N 4 4 AT N 4 AnN _CAARAIAS CRAC A0 1 inkMACTranamae Authantiantinan ranmannn

~ §1 Application Protocol
~ S1AP-PDU: initiatingMessage (0)
~ initiatingMessage
procedureCode: id-downlinkNASTransport (11)
criticality: ignore (1)
- value
~ DownlinkNASTransport
~ protocollEs: 3 items
« Item ©: id-MME-UE-S1AP-ID
~ ProtocollE-Field
id: id-MME-UE-S1AP-ID (0)
criticality: reject (0)

Al -ID: 1

« Item 1%
~ ProtocollE-Field
id: id-eNB-UE-S1AP-ID (8)
criticality: reject (@)
~ value
ENB-UE-S1AP-ID: 1
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Step4-3 £ & rrzi(ldentity response)

2L:% UplinkNASTransport, Identity response#f & 14 # 4L H 35
wmp F o mIRE P o IMSI W =2 UE R T4
(/etc/srslte/ue.conf)ip =+ £ -

Time ~ Source Destmatlon Protocol Lengtt Info
7 0.000377145 127.0.1.100 127.0.1.1  S1AP 186 S1SetupResponse
8 0.000488797 127.0.1.1 127.0.1.100 SCTP 62 SACK
9 8.758144213 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 150 InitialUEMessage, Attach request, PDN connectivi..
g 10 8.758462515 127.0.1.100 127.0.1.1 S1AP/NAS-EPS 106 DownlinkNASTransport, Identity request
[] 11 8.821400180 0.1, 0.1. S1AP/NAS-EPS 138 UplinkNASTransport,
f 12 8.822030712 127.0.1.100 127.0.1.1 S1AP/NAS-EPS 138 DownllnkNASTransport Authentlcatlon request
A% _0O_OO0DAENAAN ANT _N_A_A ANT _N_A_AN/ND_CAADIMAS _CRs A Nl N S e e MLA ST e i e P R o N X

-~ 51 Application Protocol
~ S1AP-PDU: initiatingMessage (0)

~ initiatingMessage
procedureCode: id-uplinkNASTransport (13) [L}Silﬂ]
criticality: ignore (1)
~ value mode = soft
~ UplinkNASTransport
~ protocollEs: 5 items algo = xor
v Ttem 0: 10-MHE-UE-S1AP-1D #opc = 63BFASOEE6523365FF14C1F45F88737D
= ProtocollE-Field
id: id-MME-UE-S1AP-ID (0) k 00112233445566778899%9aabbccddeeff
aeartty: Teject O) imsi = 001010123456789
* tten MIE_UE_S1AP_TD: 1 imei = 353490069873319
- ProtocollE-Field #reader =
d: id-eNB-UE-S1AP-ID (8 2
ériticaiity: reject (9§ ) #pin = 1234
ENB-UE-S1AP-ID: 1
~ Item

- ProtocolIE F1e1d
id: id-NAS-PDU (26)
criticality: reject (0)
~ value
NAS-PDU: 8756080910101032547698
~ Non-Access-Stratum (NAS)PDU
0000 .... = Security header type: Plain NAS message, not security protected (@)
. .111 Protucol discriminator: EPS mobility management messages (0x7)

Identity response (0x56)
Hobile identity - IMSI (001010123456789)

~ Item 3
- ProtocollE-Field 81



Step4-4 5.z (Request)

2t :% DownlinkNASTransoprt, Authentication request 2 & 41
HFwmp % - ¥ NEZIMMEYUE @ :i% 7 EPS challenge

- P AN
No. Time Source Destination  Protocol Lengtt Info
10 8.758462515 127.0.1.100 127.0.1.1  S1AP/NAS-EPS 106 DownlinkNASTransport, Identity request
. 11 8.821400180  127. B 1.1 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Identity response
1 12 8.822030712 0.1.1 127.0.1.1  S1AP/NAS-EPS 138 DownlinkNASTransport, Authentication request
13 8.888152139 127. B 1.1 127.9.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Authentication response
T 14 8,888777001 127.0.1.100 127.0.1.1  S1AP/NAS-EPS 118 DownlinkNASTransport, Security mode command

-~ protocollEs: 3 items
~ Item ©: id-MME-UE-S1AP-ID
~ ProtocollE-Field
id: id-MME-UE-S1AP-ID (@)
criticality: reject (@)
- value
MME-UE-S1AP-ID: 1
~ Item 1: id-eNB-UE-S1AP-ID
~ ProtocolIE-Field
id: id-eNB-UE-S1AP-ID (8)
criticality: reject (@)
» value
ENB-UE-S1AP-ID: 1
~ Item 2: id-NAS-PDU
~ ProtocollE-Field
id: id-NAS-PDU (26)
criticality: reject (@)
- value
NAS-PDU: ©7520013395c38b260f055cd01feea3dd5216b100bT63596...
~ Non-Access-Stratum (NAS)PDU
000@ .... = Security header type: Plain NAS message, not security protected (@)
... 0111 = Protocol discriminator: EPS mobility management messages (0x7)
NAS EPS Mobility Management Message Type: Authentication request (@x52)
0000 .... = Spare half octet: @
... B... = Type of security context flag (TSC): Native security context (for KSIasme)

Authentication Parameter RAND - EPS challenge
RAND value: f3395c38b260T055cd01feea3dd5216h
Authentication Parameter AUTN (UMTS and EPS authentication challenge) - EPS challenge
Length: 16
- AUTN value: Obf6359631c59001F3287e0be5b50623
SQN xor AK: Obf6359631c5
AMF: 9001
MAC: f3287e0be5b50623
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Step4-4 3372 (Response)

E&é" UplinkNASTransoprt, Authentication response ' # ik

framph g o 7 R F|UES BEPS challengesin 4 %
mUSIM & dichallengesnd % ¥ v & A MME » & 21
FEMMEA § 38— # Al gk -

TN TN

-
¢

Time Source Destination  Protocol Lengtt Info
10 8.758462515 127.0.1.100 127.0.1.1 S1AP/NAS-EPS 106 DownlinkNASTransport, Identity request
11 8.821400180 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Identity response
12 8.822030712 127.0.1.100 127.0.1.1  S1AP/NAS-EPS 138 DownlinkNASTransport, Authentication request
[ | 13 8.888152139 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Authentication response
[} 14 8.888777001  127.0.1.100 127.0.1.1  S1AP/NAS-EPS 118 DownlinkNASTransport, Security mode command

~ UplinkNASTransport
~ protocollEs: 5 items
~ Item ©: id-MME-UE-S1AP-ID
~ ProtocollE-Field
id: id-MME-UE-S1AP-ID (@)
criticality: reject (0)
« value
MME-UE-S1AP-ID: 1
~ Item 1: id-eNB-UE-S1AP-ID
~ ProtocollE-Field
id: id-eNB-UE-S1AP-ID (8)
criticality: reject (@)
~ value
ENB-UE-S1AP-ID: 1
~ Item 2: id-NAS-PDU
= ProtocolIE-Field
id: id-NAS-PDU (26)
criticality: reject (0)
~ value
NAS-PDU: 075308f3287e0hf6359622
~ Non-Access-Stratum (NAS)PDU
0000 .... = Security header type: Plain NAS message, not security protected (0)
. 8111 = Protocol discriminator: EPS mobility management messages (0x7)
NAS EPS Mobility Management Message Type: Authentication response (@x53)
~ Authentication response parameter

: £3287e8bf6359622
- Item 3: 1

~ ProtocollE-Field
id: id-EUTRAN-CGI (100)
criticality: ignore (1)
~ value
~ EUTRAN-CGI
pLMNidentitv: 001110

N

=
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Stepd-5 % > #-;" =7 (Command)

2h % DownlinkNASTransport, Security mode commandit &

WA EF mp oV UBRRIIMMEA AP EH
EEAQ i* % %cﬁ’é%i‘ﬁﬁ o P REs EHE T 128-EIALTF &

AL B E R 2 o o H % ¥ I MMESTRE TAGK e

No. Time Source Destination  Protocol Lengtt Info
\ 13 8.888152139  127.0. 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, AutijERGISH|

1.1
| 14 8.888777001 127.0.1.100 212705301 118 DownlinkNASTransport, S(mme code = 0x1a
15 8.962884415  127.0.1.1 127.0.1.100 SIAP/NAS-EPS 134 UpLinkNASTransport, Sec(ayepARYse
16 8.963699314 127.0.1.100 127.0.1.1 S1AP/NAS-EPS 258 InltlalContextSetupRequ:tac 0x0007
17 9.107242720 127.8.1.1 127.0.1.100 S1AP 118 InitialContextSetupRespd

mcc 001
mnc 01
mme_bind_addr = 127.0.1.100

~ value
NAS-PDU: 3701d5717500075d0100021070
~ Non-Access-Stratum (NAS)PDU

0011 .... = Security header type: Integrity protected with new EPS skl sl

.... 0111 = Protocol discriminator: EPS mobility management messageSiSSNCIs[IuNESE:T: 10 1
Message authentication code: 0x01d57175 encryption_algo = EEA®
Sequence number: @ intearitv alao = EIA1

000® .... = Security header type: Plain NAS message, not security p
.... 0111 = Protocol discriminator: EPS mobility management messages
NAS EPS Mobility Management Message Type: Security mode command (0x5d)

*_NAS security algorithls = Selected NAS security algorithms

paging_timer = 2

.000 e Type of c1pher1ng algorithm: EPS encryption algorithm EEA® {null ciphering algorithm
e )
... .00 pe of integrity protection algorithm: EPS integrity algorithm 128-EIA1 (1) I
0000 .... = re nd octel. ©
aaiies Baea = Type of security context flag (TSC): Native security context (for KSIasme)
.000 = NAS key set identifier: (@) ASME

~ UE security capabilitv - Replaved UE security capabilities
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Stepd-5 % > ;" =7 (Complete)

2t:% UplinkNASTransport, Security mode completeidt & 1445
BN UEF A MME* T E 22 2 7 v @
Securlty mode compete o

Time Source Destination  Protocol Lengtt Info —
13 9.491063500 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Authentication response
14 9.492305195 127.0.1.100 127.0.1.1  S1AP/NAS-EPS 118 DownlinkNASTransport, Security mode command

[ | 15 9.573489495 .1 127.0.1.100 S1IAP/NAS-EPS 134 UplinkNASTransport, Security mode complete
f 16 9.574934563 127. B 1.100 127.0.1.1 S1AP/NAS-EPS 258 InitialContextSetupRequest, Attach accept, Activ..
47 0 _TO2T7R0ROR 4927 0O 1 1 497 0O 4 100 _C4AD 4410 TnitialCantavtECatunDacnancn

» initiatingMessage
procedureCode: id-uplinkNASTransport (13)
criticality: ignore (1)
- value
= UplinkNASTransport
« protocollEs: 5 items
~ Item @: id-MME-UE-S1AP-ID
- ProtocollE-Field
id: id-MME-UE-S1AP-ID (0)
criticality: reject (@)
~ value
MME-UE-S1AP-ID: 1
~ Item 1: id-eNB-UE-S1AP-ID
= PriftocollE-Field
id: id-eNB-UE-S1AP-ID (8)
criticality: reject (8)
- value
ENB-UE-S1AP-ID: 1
~ Item 2: id-NAS-PDU
~ ProtocollE-Field
id: id-NAS-PDU (26)
criticality: reject (8)
- value
NAS-PDU: 475eb9d83300075e
« Non-Access-Stratum (NAS)PDU
8100 .... = Security header type: Integrity protected and ciphered with new EPS security context (4
. 0111 = Protocol discriminator: EPS mobility management messages (B@x7)
Message authentication code: @x5eb9d833
Sequence number 0
8008 .... = Security header type: Plain NAS message, nut securlty protected (@)

NAS EPS Moblllty Management Message Tvpe Security mode complete (GxSe)'
~ Item 3!

- PFOtOCOlIE Fleld



Step4-6 i £ = = (Attach Accept)

@‘,Ls%" Initial ContextSetupRequest, Attach acceptif= 2
Famp %® o FEinE ¢ 9 MME-UE-S1AP-ID ¥ ENB-UE-
SlAP ID 4p 3 & » & It 4 &7 MME& % UEsid &

=1 4 o
B -
No. Time ~ Source Destination Protocol Lengtt Info
13 8.888152139 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 138 UplinkNASTransport, Authentication response
14 8.888777001  127.0.1.100 127.0.1.1  S1AP/NAS-EPS 118 DownlinkNASTransport, Security mode command
15 8.962884415 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 134 UplinkNASTransport, Security mode complete
- 0.1, .0.1. InitialContextSetupRequest, Attach accept, Activ..
17 9.107242720 127.0.1.1 127.9.1.100 SI1AP 118 InitialContextSetupResponse
T 18 9.301305514 fe80::12f:7da2:1412. fre2::2 GTP <ICMPv6> 98 Router Solicitation

= S1 Application Protocol
~ S1AP-PDU: initiatingMessage (0)
~ initiatingMessage
procedureCode: id-InitialContextSetup (9)
criticality: reject (0)
- value
» InitialContextSetupRequest
~ protocollEs: 6 items
~ Item ©: id-MME-UE-S1AP-ID
~ ProtocollE-Field
id: id-MME-UE-S1AP-ID (@)
criticality: reject (@)
*

B
- - - :

~ Item 1°
- ProtocollE-Field
id: id-eNB-UE-S1AP-ID (8)
criticality: reject (@)

ENB-UE-S1AP-ID: 1
~ Item 2 i smBitrate
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Step4-6 i £ % = (Attach Complete)

2:% UplinkNASTransport, Attach completei e ™ 4R H 3%
xR E ¢ v MME-UE-S1AP-ID 2 ENB-UE-
SIAP-ID #p 2 & > et 4 & 5n UE® " ad 4 o

No. Time ¥ Source Destination  Protocol Lengtt Info
16 8.963699314 127.0.1.100 127.0.1.1  S1AP/NAS-EPS 258 InitialContextSetupRequest, Attach accept, Activ..
17 9.107242720 127.0.1.1 127.0.1.100 S1AP 118 InitialContextSetupResponse
18 9.301305514 fe80::12f:7da2:1412.. ff02::2 GTP <ICMPv6> 98 Router Solicitation
19 9.310699739 127.0.1.100 127.0.1.1  SCTP 62 SACK
| | 9.310809283 .0.1.100 SIAP/NAS-EPS 122 UplinkNASTransport, Attach complete, Activate de..
* 21 9.311462607 127.0.1.100 127.0.1.1  S1AP/NAS-EPS 146 DownlinkNASTransport, EMM information
2. N _ 4400090 407 0 4 4 ANT O A _ADN_COTN

£ _CACV
» Stream Control Transmission Protocol, Src Port: 58987 (58987), Dst Port: 36412 (36412)
~ S1 Application Protocol
~ S1AP-PDU: initiatingMessage (0)
~ initiatingMessage
procedureCode: id-uplinkNASTransport (13)
criticality: ignore (1)
~ value
~ UplinkNASTransport
~ protocollEs: 5 items
~ Item ©: id-MME-UE-S1AP-ID
~ ProtocolIE-Field
id: id-MME-UE-S1AP-ID (©)
criticality: reject (0)

~ ProtocollE-Field

id: id-eNB-UE-S1AP-ID (8)
criticality: reject (0)

v Vi

ENB-UE-S1AP-ID: 1
~ Item 2: = =
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Step4-6 :& £ % = (EMM Information

# & = = & MME ¢ » UE & ix EMM 3t & > B iE
DownlinkNASTransport, EI\/II\/I Informationzt & AL H p
? ’ ﬂ'bg aés @ » PS'P - r%&—

No Time ~ Source Destination  Protocol Lengtt Info
19 9.310699739 127.60.1.100 127.0.1.1 SCTP 62 SACK ]
20 9.310809283 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 122 UplinkNASTransport, Attach complete, Activate de..

[| 9.311462607 .0.1.1 .0.1.1 SI1AP/NAS-EPS 146 DownlinkNASTransport, EMM information
22 9.514689233 127.0.1.1 127.0.1.100 SCTP 62 SACK

T 24 25.928462486 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo (ping) request 1id=0x0006, seq=1/256, ttl=6..

| 23 25.928603312 172.16.0.2 8.8.8.8 ICMP 84 Echo (ping) request 1d=0x0006, seq=1/256, ttl=6..

! ne_AE_NANETANNNAN 0 0O 0 470 42 0.0 TOMD DA Foaba foinm) eonli S A NONE  mom—d LOAEL  +#1-n

n
ENB-UE-S1AP-ID: 1
~ Item 2: id-NAS-PDU

~ ProtocollE-Field
id: id-NAS-PDU (26)
criticality: reject (0)
~ value
NAS-PDU: 27d95f27f6020761431882d3b7997e0fchcb2069989c7e83..
~ Non-Access-Stratum (NAS)PDU
0010 .... = Security header type: Integrity protected and ciphered (2)
.... 0111 = Protocol discriminator: EPS mobility management messages (0x7)
Message authentication code: @xd95f27f6
Sequence number: 2
0000 .... = Security header type: Plain NAS message, not security protected (0)
. 0111 = Protocol discriminator: EPS mobility management messages (0x7)
NAS EPS Mobility Management Message Type: EMM information (0x61)
~ Network Name - Full name for network
Element ID: ©x43

Length: 24

Tawe e = Extension: No Extension

.000 .... = Coding Scheme: Cell Broadcast data coding scheme, GSM default alphabet, language uns|
... ©... = Add CI: The MS should not add the letters for the Country's Initials to the text str

t: bits 7 and 8 are spare and set to '@' in octet n

Element ID: 0x45

Length: 7

Loz vonains = Extension: No Extension

.000 .... = Coding Scheme: Cell Broadcast data coding scheme, GSM default alphabet, language uns|
... ... = Add CI: The MS should not add the letters for the Country's Initials to the text str
.... .110 = Number of spare bits in last octet: bits 3 to 8(inclusive) are spare and set to '@’

Text String: srsLTE
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':T'PX@? p_L_EPCJ mwlreshark—g iljz % 4o B #17 AGTP-U
2 ICMPendf & > F R B R G eniE ™ £ 2 F Timel§ =1
7

No. Time ¥ Source Destination  Protocol Lengtt Info
]k‘ 25 32 828883368 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo (ping) request id=0x0008, seq=1/256, ttl=6..
2.828905660 172.16.0.2 8.8.8.8 IcMP 4 Echo (ping) request 1d=0x0008, seq=1/256, ttl=6..
23 32.828928150 10.0.2.15 8.8.8.8 IcMp 98 Echo (ping) request 1id=0x0008, seq=1/256, ttl=6..
24 32.836061129 8.8.8.8 10.0.2.15 ICMP 98 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..
28 32.836079463 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..
-— 26 32.836148729 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..
33 33.796304765 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo (ping) request 1id=0x0008, seq=2/512, ttl=6..
29 33.796327581 172.16.0.2 8.8.8.8 IcMp 84 Echo (ping) request 1id=0x0008, seq=2/512, ttl=6..
31 33.796337838 10.0.2.15 8.8.8.8 Icmp 98 Echo (ping) request 1id=0x0008, seq=2/512, ttl=6..
32 33.803376499 8.8.8.8 10.0.2.15 ICMP 98 Echo (ping) reply id=0x0008, seq=2/512, ttl=2..
30 33.803388423 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply id=0x0008, seq=2/512, ttl=2..
34 33.803461911 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply id=0x0008, seq=2/512, ttl=2..
35 34.788515149 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo (ping) request 1id=0x0008, seq=3/768, ttl=6..
39 34.788537390 172.16.0.2 8.8.8.8 ICMP 84 Echo (ping) request 1id=0x0008, seq=3/768, ttl=6..
37 34.788547286 10.0.2.15 8.8.8.8 ICcMP 98 Echo (ping) request 1d=0x0008, seq=3/768, ttl=6..
38 34.795496362 8.8.8.8 10.0.2.15 ICMP 98 Echo (ping) reply id=0x0008, seq=3/768, ttl=2..
40 34.795509095 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply id=0x0008, seq=3/768, ttl=2..
36 34.795895537 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply id=0x0008, seq=3/768, ttl=2..
45 35.816815338 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo (ping) request 1id=0x0008, seq=4/1024, ttl=.
41 35.816839114 172.16.0.2 8.8.8.8 Icmp 84 Echo (ping) request 1id=0x0008, seq=4/1024, ttl=.
43 35.816848910 10.0.2.15 8.8.8.8 cmp 98 Echo (ping) request 1id=0x0008, seq=4/1024, ttl=.
44 35.823862906 8.8.8.8 10.0.2.15 ICMP 98 Echo (ping) reply id=0x0008, seq=4/1024, ttl=.
42 35.823874495 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply id=0x0008, seq=4/1024, ttl=.
46 35.823988971 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply id=0x0008, seq=4/1024, ttl=..



Step5-2 gLip| & * —’ﬁ T m (GTP-U)

2 P T L - B GTP-Ust % «hICMP requestsf & 2 & 4k,

MF T LR GTP-US & & K IP kR G
127.0.1.1F p «0UDP port 5 2152 » % 7+ 3 41 & £ #EGTP*%
P eNBi#ix 3 S-GW » gt i 7 0 M TEIDZER Y] ©

No. Time ¥ Source Destination  Protocol Lengtt Info
.828883368 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo i request 1d=0x0008, seq=1/256, R
27 32.828905660 172.16.0.2 8.8.8.8 ICMP 84 Echo (ping) request 1d=0x0008, seq=1/256, ttl=6..
23 32.828928150 10.0.2.15 8.8.8.8 IcMp 98 Echo (ping) request 1id=0x0068, seq=1/256, ttl=6..
24 32.836061129 8.8.8.8 10.0.2.15 ICMP 98 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..
28 32.836079463 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply 1d=0x0008, seq=1/256, ttl=2..
- 26 32.836148729 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply 1d=0x0008, seq=1/256, ttl=2..

» Frame 25: 134 bytes on wire (1972 b1ts), 134 bytes captured (1072 bits) on interface lo, id 2
i i a0 : 00_00:00:00 (00:00:00:00:00:00)

Internet Protocol Version 4, Src: 127.0.1.1, Dst:

001. .... = Version: GTP release 99 version (1)
. Protocol type: GTP (1)

Reserved: 0

Is Next Extension Header present?: No
Is Sequence Number present?: No

Is N-PDU number present?: No

Message Type: T-PDU (Oxff)

TEID: 0x00000001 (1)

» — #h 4, Src: 172.16.0.2, Dst: 8.8.8.8
» Internet Control Message Protocol

(=]
o nun




Step5-3 ELip| & * —’ﬁ T @ (SGI

LA ST ,,9;; ik 2. GTP-U ]L;w T - BEFE T OB
GTP-U Tunnel st 4 & ﬁté’»T ’_E'f,E!}ﬁ%mmf %
SIS _SPgW_sgi o I M ¥ WF 3o BP-GWgE ] 4B GTP%

i ¥ 15 18SGi 4 & HEEPC -

No. Time ¥ Source Destination  Protocol Lengtt Info
25 32.828883368 172.16.0.2 GTP <ICMP> 134 Echo (ping) request 1d=0x0008, seq=1/256, ttl=6..

. 828965660 84 Echo (ping) request 1d=0x0008, seq=1/256, o

23 32.828928150 10.0.2.15 .8. ICMP 98 Echo (ping) request 1d=0x0008, seq=1/256, ttl=6..

24 32.836061129 8.8.8.8 10.0.2.15 ICMP 98 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..

o4 28 32.836079463 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..

26 32.836148729 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) repl 1d=0x0008, seq=1/256, ttl=2.
» Frame 27: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) orj interface srs_spgw_sgi, id @
Raw packet data
Bl Internet Protocol Version 4] Src: 172.16.0.2, Dst: 8.8.8.8 !
h |

~ Raternet Control Message Pr
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x65c3 [correct]
[Checksum Status: Good]
Identifier (BE): 8 (0x0008)
Identifier (LE): 2048 (0x0800)
Sequence number (BE): 1 (0x0001)
Sequence number (LE): 256 (0x08100)
[Response frame: 28]
Timestamp from icmp data: Jul 16, 2020 18:58:24.000000000 CST
[Timestamp from icmp data (relative): 138.325938180 seconds]
~ Data (48 bytes)
Data: e6cefc0000000000101112131415161718191alblcidlelf..
[Length: 48]
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Step5-4 ELip zg“? il

‘g%?—@ﬂ},% il 2. SGlFt & en
¢ d SISLTE e1172.16.0.2 p 3
10.0.2.15% d ens3 4 & 1% i¥ 1

hIReig AL KAL

P 5
3,

| Internet Protocol Version 4] Src: 10.0.2.15, Dst: 8.8.8.8
~ Internet Control Message Pr
Type: 8 (Echo (ping) request)
Code: 0
Checksum: ©x65c3 [correct]
[Checksum Status: Good]
Identifier (BE): 8 (0x0008)
Identifier (LE): 2048 (0x0800)
Sequence number (BE): 1 (©x0001)
Sequence number (LE): 256 (0x0100)
[Response frame: 24]
Timestamp from icmp data: Jul 16, 2020 18:58:24.000000000 CST
[Timestamp from icmp data (relative): 138.325960670 seconds]
~ Data (48 bytes)
Data: e6ceB@c0RO0EEEO00101112131415161718191alblcidlelf..
[Length: 48]

L

1)

T - Bae o H i’c:‘lﬁwlPt‘:%'_

18 NAT 2 3 = ¥t 7b b

YL L B E

T EPC ';5'?

|

No. Time ¥ Source Destination  Protocol Lengtt Info
1 25 32.828883368 172.16.0.2 8.8.8.8 GTP <ICMP> 134 Echo (ping) request 1d=0x0008, seq=1/256, ttl=6..
! 27 32.828905660 172.16.0.2 8.8.8.8 ICMP 84 Echo (ping) request 1id=0x0008, seq=1/256, ttl=6..
23 32.828928150 LEE 8.8.8.8 ] request 1d=0x0008, =
1

tti=2..

*f 24 32.836061129 8.8.8.8 0.0.2.15  ICMP 98 Echo (ping) reply 1d=0x0008, seq=1/256,

i 28 32.836079463 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply id=0x0008, seq=1/256, ttl=2..
! 26 32.836148729 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (pi 1 id=0x0008, seq=1/256, ttl=2..
» Frame 23: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on

» Ethernet II, Src: RealtekU_ : 52:55:0a°00 02 DU 02:02)
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Step6-1 ELp|UE 3 42 - 42 (Request)

A FUEe =848 ¢ 3% Ctrl-C

\

FARUER BV

Fl4e™ B P g 4

L
Bl UplinkNASTransport, Detach request%éé ﬁé&MME-UE-SlAP-ID{;’n

B Step5- RIUKBEEE B h
Eﬂ\?} "’i'tg " Bf-\zo\.x o

No. Time ~ Source Destination  Protocol

68 55.647115580 8.8.8.8 172.16.0.2 ICMP

70 55.647195283 8.8.8.8 172.16.0.2 GTP <ICMP>
[ | 60 . 3 127.0.1. 127.0.1.16
- 72 60.557500894 127.0.1.100 127.0.1.1 SiAP

73 60.557649108 127.0.1.1 127.0.1.100 S1AP

74 60.758713471 127.0.1.100 127.0.1.1 SCTP

75 70.105195417 127.0.1.1 127.0.1.100 SCTP

v
]

Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst:

Stream Control Transmission Protocol, Src Port: 58987 (58987), Dst

»
»
» Internet Protocol Version 4, Src: 127.0.1.1, Dst:
»

S1 Application Protocol
~ S1AP-PDU: initiatingMessage (0)
- initiatingMessage
procedureCode: id-uplinkNASTransport (13)
criticality: ignore (1)
-~ value
~ UplinkNASTransport
~ protocollEs: 5 items
~ Item ©: id-MME-UE-S1AP-ID
~ ProtocolIE-Field
id: id-MME-UE-S1AP-ID (0)

c 3
ue
MME-UE-S1AP-ID: 1

~ Item 1:ha - il

- V.
~ ProtocollE-Field
id: id-eNB-UE-S1AP-ID (8)
criticality: reject (0)
~ value
ENB-UE-S1AP-ID: 1

127.0.1.100

EE *’LT-)?ﬁ’ \\r %JL

EEHEE] Create Session Response --

[MELCLYEU UL wUIlLCAL N LCOIC wuliplocc .

» 7T 3 37 EPC

Lengtt Info

84 Echo (ping) reply
134 Echo (plng) reply
n

1d=0x0007, seq=1/256, ttl=2.
id=0x0007, seq=1/256, ttl=2.
Detac

98 UEContextReleaseCommand [NAS-cause=normal-releas.
98 UEContextReleaseComplete

62 SACK

54 SHUTDOWN

Frame 71: 130 bytes on wire (1040 bits), 130 bytes captured (1040 bits) on interface lo, id 1

SPGW control TEID 1

Create S ion Response -- SPGW S1-U Address: 127.0.1.100

1 SPGW Allocated IP 172.16.0.2 to IMSI 001010123456789

Adding attach accept to Initial Context Setup Request
Sent Initial Context Setup Request. E-RAB id 5
Received Initial Context Setup Response

|E-RAB Context Setup. E-RAB id 5
E-RAB Context -- eNB TEID 0x460003; eNB GTP-U Address 127.0.1.1
(UL NAS:

Received Attach Complete

Unpacked Attached Complete Message. IMSI 1010123456789

Unpacked Activate Default EPS Bearer message. EPS Bearer id 5
Recclved GTP-C PDU. Message type: GTPC_MSG_TYPE_MODIFY_BEARER_REQUEST

P STV Y R g

UL NAS: Detach Request

Detach request -- IMSI 001010123456789

Received GTP-C PDU. Message type: GTPC_MSG_TYPE_DELETE_ 5ION_REQUEST
There are active E-RABs, send release access bearers request

UE Context Release Completed.

SCTP Association Shutdown. Association: 6

Deleting eNB context. eNB Id: ©x19ba

Releasing UEs context

No UEs to be released
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Step6-2 ELP|UEZE 4 /i #7.(Release)

215 UEContextReleaseCommand 2 gLip| B ¥ mp % > 3 4 8 &2 MME
& $eNBf# 3 B ZUEG 3 Fil» ¥ NBEERIHe 3¢ § A5

2T ¢p 4 R F) “normal-release” o

No. Time ~ Source Destination  Protocol Lengtt Info
68 55.647115580 8.8.8.8 172.16.0.2 ICMP 84 Echo (ping) reply 1d=0xe007, seq=1/256, ttl=2..
70 55.647195283 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply id=0x0007, seq=1/256, ttl=2..
71 60.556730332 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 130 UplinkNASTransport, Detach request (EPS detach /..
.557580894 .8.1.1 0.1.1 98 UEContextReleaseCommand [NAS-cause=normal-releas..
.0.1.1 127.9.1.100 S1AP 98 UEContextReleaseComplete
74 60.758713471 127.0.1.100 127.8.1.1 SCTP 62 SACK
75 70.105195417 127.0.1.1 127.8.1.100 SCTP 54 SHUTDOWN

Frame 72: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface lo, id 1
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (60:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.0.1.100, Dst: 127.8.1.1
Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 58987 (58987)
S1 Application Protocol
~ S1AP-PDU: initiatingMessage (O)
- initiatingMessage
procedureCode: id-UEContextRelease (23)
criticality: reject (@)
~ value
~ UEContextReleaseCommand
- protocollEs: 2 items
~ Item ©: id-UE-S1AP-IDs
~ ProtocollE-Field
id: id-UE-S1AP-IDs (99)
criticality: reject (0)
- value
v~ UE-S1AP-IDs: uE-S1AP-ID-pair (0)
~ UE-S1AP-ID-pair

__irm- -ID: 1
eNB-UE-51AP-1D: 1

~ Item 1: id-Cause
~ ProtocolIE-Field
id: id-Cause (2)
criticality: ignore (1)

Cause: nas (2)
nas: normal-release (0)

|
w 73 60.557649108 127
L3
L3
13
»
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Step6-3 ELPIUERE 5 ik 42 (Complete)

2h:% UEContextReleaseCompleters gLipl H ¥ mp % > L3 4 8 2 eNBe
¥ BMMEE @3 B ZUEH T3 TR

¥ $#MME-UE-S1AP-ID 14
FERG I };’E_{%%iUE » e FFEPC et =8 4% R A R 8

Destination  Protocol
68 55.647115580 8.8.8.8 172.16.0.2 ICMP

Lengtt Info
84 Echo (ping) reply 1d=0x0007, seq=1/256, ttl=2.

70 55.647195283 8.8.8.8 172.16.0.2 GTP <ICMP> 134 Echo (ping) reply id=0x0007, seq=1/256, ttl=2.
\ 71 60.556730332 127.0.1.1 127.0.1.100 S1AP/NAS-EPS 130 UplinkNASTransport, Detach request (EPS detach /..
f 72 60.557500894 127.0.1.100 127.0.1.1  S1AP 98 UEContextReleaseCommand [NAS-cause=normal-releas..
| 73 60.557649108 127.0.1.1 127.0.1.100 S1AP 98 UEContextReleaseComplete

74 60.758713471 127.0.1.100 127.0.1.1  SCTP 62 SACK

75 70.105195417 127.0.1.1 127.0.1.100 SCTP 54 SHUTDOWN

Frame 73: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface lo, id 1

Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_ 00 00:00 (00:00:00:00:00:00)

Internet Protocol Version 4, Src: 127.0.1.1, Dst: 127.0.1.100 Create ion Response -- SPGW control TEID 1

Stream Control Transmission Protocol, Src Port: 58987 (58987), Didg¥ias ion Response -- SPGW S1-U Address: 127.0.1.1680

d v v w w —%

S1 Application Protocol
~ S1AP-PDU: successfulOutcome (1)
~ successfulOutcome
procedureCode: id-UEContextRelease (23)
criticality: reject (0)
- value
~ UEContextReleaseComplete
~ protocollEs: 2 items
~ Item ©: id-MME-UE-S1AP-ID
~ ProtocollE-Field
id: id-MME-UE-S1AP-ID (©)
criticality: ignore (1)

MME-UE-S1AP-ID: 1

v ProtocolIE Fleld
id: id-eNB-UE-S1AP-ID (8)
criticality: ignore (1)
- value
ENB-UE-S1AP-ID: 1

1SPGW Allocated IP 172.16.0.2 to IMSI 001010123456789

ding attach accept to Initial Context Setup Request
Sent Initial Context Setup Request. E-RAB id 5
Received Initial Context Setup Response

|E-RAB Context Setup. E-RAB id 5
E-RAB Context -- eNB TEID 0x460003; eNB GTP-U Address 127.0.1.1
UL N Received Attach Complete

Unpacked Attached Complete Message. IMSI 1010123456789

Unpacked Activate Default EPS Bearer message. EPS Bearer id 5
Received GTP-C PDU. Message type: GTPC_MSG_TYPE_MODIFY BEARER_REQUEST
Sending EMM Information

UL NAS: Detach Request
\Detach request -- IMSI ©001010123456789

AT T O T DU IS S ag O Ly O T OISO T L D LLL T L D55 TON REQUEST

Received UE Context Release Complete. MME-UE S1AP Id 1
There are actlve E RABs end release access bearers request

Deletlng eNB c¢
Releasing UEs context
No UEs to be released
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Step7-1 ELiRIeNBRE F i 42 (55 5)

e FeNBes 4™ Ctrl-Cre % d.eNB > |+ pFWireshark ® & ¢ !

4‘-
e

L =1
F

EH),_ =

No.

{ vvw

Frame 75: 54 bytes on wire (432 bits), 54 bytes capture
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00 )R T T EE - Rt I AR e L F L L CITAr
Internet Protocol Version 4 Src: 127.0.1.1, Dst: 127.CENEINIEETSET WY 0 LR ) R =) BT =D Y 1T - e [T
Stream Control Transmission Protocol, Src Port: 58987 (iR gt sl

NB & B EF‘-?"Lr @i e 4 > BESHUTDOWN Y LB H 22 m e 5

4 % eNBi% #B8SCTP4 erME?w%rﬁé B id R 0 PFEPCH % 24 4%
m e AT AR R L

Time ¥ Source Destination Protocol Lengtt Info
73 60.557649108 127.0.1.1 127.0.1.100 S1AP 98 UEContextReleaseComplete
74 60.758713471 127.0.1.100 127.0.1.1 SCTP 62 SACK
75 70.105195417 127.0.1.1 127.0.1.100 SCTP 54 SHUTDOWN
*76 70.105211538 127.0.1.100 127.0.1.1 SCTP 50 SHUTDOWN_ACK
77 70.105217106 127.0.1.1 127.0.1.100 SCTP 50 SHUTDOWN_COMPLETE

sion Response -- SPGW control TEID 1

Create on Response -- SPGW S1-U Address: 127.0.1.160

Received Initial Context Setup Response

Sour(_:e pqrt: 58987 E- Context Setup. E-RAB id 5

Destination port: 36412 |E-RAB Context -- eNB TEID 0x460083; eNB GTP-U Address 127.8.1.1

Verification tag: 0x7694b862 N ceived Attach Complete

[Association index: 65535] ked Attached Complete Message. IMSI 1010123456789

Check - 0 000000(;)0 i fied Unpacked Activate Default EPS Bearer message. EPS Bearer id 5
ecksum: ©x [ur_wgrl ied] Received GTP-C PDU. Message type: GTPC_MSG_TYPE_MODIFY_BEARER_REQUEST

[Checksum Status: Unverified] g EMM Information

~ SHUTDOWN chunk (Cumulative TSN ack: 996260459) : h Detach Request
. De request -- IMSI 001010123456789

> Chunk type' SHUTDOWN (7) e ed GTP-C PDU. Message type: GTPC_MSG_TYPE_DELETE_SESS
Chunk flags. 0x00 Received UE Context Release Complete. MME-UE S1AP Id 1
Chunk length: 8 There are active E-RABs, send release access bearers request
Cumulative TSN Ack: 996260459 IIF fontext Release Comnleted

SCTP Association Shutdown. Association: 6
Deleting eNB context. eNB Id: ©x19ba
Releasing UEs context

No UEs to be released
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Step/-2 ELip|eNBRE B /x4 (= =)

gL:i%Z SHUTDOWN COMPLETE m gLip| B 2Fmp % > pL2 4 2 eNBiF
#HSCTP2 svrMME e % X S B B ch1 18 o Bz d M2 4 7 4 7 eNB
i FEAR B P

No. Time ¥ Source Destination  Protocol Lengtt Info
73 60.557649108 127.0.1.1 127.0.1.100 S1AP 98 UEContextReleaseComplete
74 60.758713471 127.0.1.100 127.9.1.1  SCTP 62 SACK
75 70.105195417 127.0.1.1 127.0.1.100 SCTP 54 SHUTDOWN
76 79 165211538 127.0.1.100 127.0.1.1 SCTP 50 SHUTDOWN_ACK
g.1. 27.0.1.100 SCTP

Frame 77: 50 bytes on wire (400 bits), 50 bytes captured (400 bits) on interface lo, id 1
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 127.0.1.1, Dst: 127.0.1.100
Stream Control Transmission Protocol, Src Port: 58987 (58987), Dst Port: 36412 (36412)
Source port: 58987
Destination port: 36412
Verification tag: 0Ox7694b862
[Association index: 65535]
Checksum: 0x00000000 [unverified]
[Checksum Status: Unverified]
~ SHUTDOWN_COMPLETE chunk
E ... .... = Bit: Stop processing of the packet
8. ... = Bit: Do not report
~ Chunk flags Ox00
. .0 = T-Bit: Tag not reflected
Chunk length 4

4 v v w
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Stage 4 Check List
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< % 2 Wireshark  wireshark --version

B Rl SI-MME & J& & ¢ 3| S1SetupRequest ¥~ S1SetupResponse =
eNBic# pFreni=m 5 B %,‘l
B Rl SI-MME & R & BL% 1) p R R A R R

UE 2P 5 % 2GS AR R T < B

BLIRI R * 5 T 6 S1-U¥ 1 3 1 GTP-Ut %% ehUE3t ¢ ¥ &
SGi ' UE#T 8% e 43t @

B Bl SI-MME & & & gLz 3| Detach request ~ UEContextRelease

UEZrs pFenfs 5 FApRE L4

#. 8 SI-MME % &% g2 5|SHUTDOWN £ 48 B 21 5,
eNBR B FFeniT
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