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router switch

Internet - G
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switc;

UE EPC

LAN IP :192.168.1.203
WAN IP :163.18.104.132

LAN IP :192.168.1.202
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(1/2)

3 A
CPU: |7—8559L.J RAM: 32 GB 1y EPC i
EPC SSD:1TB
Ethernet Network PCIE Card 1 WAN (for Internet)
RJA5 Kk (USB) 14 LAN (for eNB)
CPU 17-8559URAM: 32 GB o
SSD: 1 TB ly eNodeB 'y
Ethernet Network PCIE Card
(embedded) 1 EPCMLAN
eNB | eNB2sH N
USRP B210 1y LTE |
VERT2450 Antenna oK | LTEBand 7 (2600 MHz
USB 3.0cable 1 eNB USRPB210




(2/2)

3 A
CPU: i56200U RAM: 4 GB 1 eNB
HDD: 500 GB Y
UE
4G Dongle 1M W VP
LTE SIMK 1 WUEvmY bEPC
Switch 4-portswitch (legacy) 1y LAN® T
RJ45 RJAS A CAT 5e 5 Edge2 y eNB*1

Cloud*1 y Web Server*l




OSh Ubuntu

16.04LTS

Xw  :2017/3/31

EPC openaren https://gitlab.eurecom.fr/oai/openain.git
Xw  :2015/9/30
xtablesaddonsoali https://gitlab.eurecom.fr/oai/xtables
addonsoai.git
OStb Ubuntu 16.04 LTS
eNB Kw  :2015/8/8

openairinterfacebg

https://gitlab.eurecom.fr/oai/openairintert
ebg/tree/17b9a9e917ce2a3a8c7004c7b!
1c350ddfel?

10



Outline
A 5 AL B A

i | OAIAEPC
i | OAIAeNB
I OAl P
I UE b
A WebServer
'|'
i | webServer
i UE m




EPC -

T Y 3 Internet
H o P Edit Connections

Ubuntu Desktop B 3 @) 1e15 &

Auto Ethernet

DIRECT-7c-HP M281 LaserJet
Eduroam

F437

nkfust-secure

NKUST-802.1X

More networks

B
E‘!
-
=
=]
%‘

Connect to Hidden Wi-Fi Network...

Create New Wi-Fi Network...
VPN Connections

+ Enable Networking
« Enable Wi-Fi
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EPC ( 1 -2)

Add T

Name Last Used & Add

Delete

Close
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Choose a Connection Type

Select the type of connection you wish to create.

If you are creating a VPN, and the VPN connection you wish to
create does not appear in the list, you may not have the correct VPN
plugin installed.

Ethernet

Cancel Create...
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EPC 4

Ethernet> device K

Connection name: WAN

General Ethernet 802.1x Security DCB |IPv4 Settings IPv6 Settings

Device: enol (1C:69:7A:65:A7:D0) 4

Cloned MAC address:

MTU: automatic — <4 | bytes
Default Phy Unicast Multicast
Wake on LAN:
Ignore Broadcast Arp Magic

Wake on LAN password:

Cancel Save

15



EPC

IPv4 Settings-> Method

Addresseg

Connection name:

SAAIP

Editing WAN

WAN

7

w

Manual

)

General Ethernet 802.1x Security DCB IPv4 Settings

Method: Manual

Addresses
Address Netmask Gateway
163.18.104.145 24 163.18.104.254
DNS servers: 163.18.1.7

Search domains:

DHCP client ID:

Require IPv4 addressing for this connection to complete

Cancel

IPv6 Settings

Add

Delete

Routes...

Save
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EPC -

B Y S eNB
o P Edit Connections

Ubuntu Desktop r/) 4 B 3 o) 1717 &%

WAN

Disconnect

DIRECT-7c-HP M281 LaserJet
Eduroam
F437

& F457-5GHz-guest

-a nkfust-secure

More networks

Connect to Hidden Wi-Fi Network...
Create New Wi-Fi Network...

VPN Connections

+ Enable Networking
+ Enable Wi-Fi




Add

EPC

B

(

B

-2)

: Network Connections

Name

+ Ethernet
WAN

Last Used a

now

Add

elete

Close
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Choose a Connection Type

Select the type of connection you wish to create.

If you are creating a VPN, and the VPN connection you wish to
create does not appear in the list, you may not have the correct VPN
plugin installed.

Ethernet

Cancel Create...
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EPC B -4

Ethernet> device K

Connection name: LAN

General = Ethernet | 802.1x Security DCB IPv4 Settings IPv6 Settings

Device: enx00e04c6803b7 (00:E0:4C:68:03:B7) v

Cloned MAC address:

MTU: automatic — = | bytes
Default Phy Unicast Multicast
Wake on LAN:
Ignore Broadcast Arp Magic

Wake on LAN password:

Cancel Save
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EPC

IPv4 Settings-> Method
Addresses B IP)

B

Manual

-5

% Editing LAN

Connection name: | LAN|

Method: Manual

Gateway

192.168.1.254

Search domains:

DHCP client ID

Addresses
Address Netmask
192.168.1.203 24
DNS servers:

Require IPv4 addressing for this connection to complete

Cancel

General Ethernet 802.1x Security DCB IPv4 Settings = IPv6 Settings

Add

Delete

Routes...

Save
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EPC (BB -1)

g
A $route-n
A A>T A Gateway

DO f437epc@fa37epc: ~

f437epc@fd437epc:~$ route -n
Kernel IP routing table

Nactinatian Catowau .anmacl E1 Matric Rof

0.0.0.0 163.18.104.254 8.0, 100 0]
163.18.104.0 0.0.0.0 £35:2955:.455.9 100 0
169.254.0.0 0.0.0.0 255.255.0.0 1000 0
f437epc@fd437epc:~$

22



EPC (BB -2)

g
A $ sudoroute addnet defaulgw 163.18.104.254 dev enol
ABBou A

D OO Fa37epc@Ffa37epc: ~

f437epc@fd437epc:~S route -n
Kernel IP routing table

Nact+inatrinn Catauia Canm

-—— - 7
.

0.0.0.0 163.18

ET1ane Matrirr Daf TFara

R e " ——

acl
104.254 0.0.0.0 UG 100 enol

=

0
105.18.10U4.,0 v.0.0.09 £33.4£55.4£455.V U 100 v J enol
0

169.254.0.0 0.0.0.0 255.255.0.0 U 1000 enol
f437epc@fd437epc:~$

f437epc@fd437epc:~$
f437epc@fd437epc:~S sudo route add -net default gw 163.18.104.254 dev enol
[sudo] password for f437epc:

f437epc@fda37epc:~$

23



EPC BB -3

q

A $ sudogedit/etdrc.local
A B B "" Y 93 s Wi

rc.local

#1/bin/sh -e

rc.local

This script is executed at the end of each multiuser runlevel.
Make sure that the script will "exit 0" on success or any other

value on error.

In order to enable or disable this script just change the execution
bits.

RIS

By default this script does nothing.

route add -net default gw 163.18.104.254 dev enol

exit 0

sh » Te}b WiQ{h; 8'

il



g
A $ sudoaptget update &&sudoaptget upgrade

f437epc@fa3Tepc: ~

f43T7epc@fd437epc:~5 sudo apt-get update && sudo apt-get upgrade
[sudo] password for f437epc:
Hit:1 http://tw.archive.ubuntu.com/ubuntu xenial InRelease
i http://tw.archive.ubuntu.comfubuntu xenial-updates InRelease
http://tw.archive.ubuntu.comfubuntu xenial-backports InRelease

http://security.ubuntu.com/ubuntu xenial-security InRelease [109 kB]
http://ppa.launchpad.net/obsproject/obs-studio/ubuntu xenial InRelease
6 http://security.ubuntu.comfubuntu xenial-security/main amd&4 DEP-11 Metada

ta [86.9 kB]
Get:7 http://security.ubuntu.comfubuntu xenial-security/universe amdéd4 DEP-11 Me
tadata [124 kB]
Get:B http://security.ubuntu.comfubuntu xenial-security/multiverse amdtd DEP-11
Metadata [2464 B]
Fetched 322 kB in 3s (183 kE/s)
Reading package lists... Done
Reading package lists... Done

25



EPC (A hostname)

o

q

A $ hostname
A A o

s

F437epc@Ffd43Tepc: ~
fd4iTenci@f437epc:~5 hostname

f437epc
T43irepcgr43Tepc:~5%

26



EPC ( & FQDN)

q

A $ sudogedit/etdhosts
A & Fully Qualified Domain Nameé tNZp

127.68.0.1 localhost
127.0.1.1 f437epc SopenairdG.eur f437epc
127.6.1.1 hss.openairdG.eur hss

# The following lines are desirable for IPv6 capable hosts
| ip6-localhost ip6-loopback

feﬂﬂ::ﬂ ip6-localnet
|ffO@::0 ip6-mcastprefix
ff@2::1 ip6-allnodes
(ffo2::2 ip6-allrouters|

27



EPC (  qit1 JU)

g
A $ sudoaptget install subversiogit

@S0 f437epc@fa37epc: ~

f437epc@fd437epc:~S sudo apt-get install subversion git
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following package was automatically installed and is no longer required:
snapd-login-service
Use 'sudo apt autoremove' to remove it.
The following additional packages will be installed:
git-man libaprl libaprutill liberror-perl libserf-1-1 1libsvnl
Suggested packages:
git-daemon-run | git-daemon-sysvinit git-doc git-el git-email git-gui gitk
gitweb git-arch git-cvs git-mediawiki git-svn db5.3-util subversion-tools
The following NEW packages will be installed:
git git-man libaprl1l libaprutill liberror-perl libserf-1-1 libsvnl subversion

28



EPC (t 40 )

q

A sudogit clone https://gitlab.eurecom.fr/oai/openair.git
A t openaircn O
A 9 gitlab-eurecom

DO © f437epc@Ff437epc: ~

f437epc@fd437epc:~S sudo git clone https://gitlab.eurecom.fr/oai/openair-cn.git
Cloning into 'openair-cn'...

Username for 'https://gitlab.eurecom.fr': jpray

Password for 'https://jpray@gitlab.eurecom.fr':

remote: Enumerating objects: 722, done.

remote: Counting objects: 100% (722/722), done.

remote: Compressing objects: 100% (133/133), done.

remote: Total 13513 (delta 660), reused 589 (delta 589), pack-reused 12791
Receiving objects: 100% (13513/13513), 15.68 MiB | 2.79 MiB/s, done.
Resolving deltas: 100% (10822/10822), done.

Checking connectivity... done.

f437epc@fd437epc:~$S
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EPC (t 40 )

q

A sudogit clone https://gitlab.eurecom.fr/oai/xtabladdonsoai.git
A t openaircn O
A 9 gitlab-eurecom

OS5 f437epc@f437epc: ~

f437epc@fd437epc:~$ sudo git clone https://gitlab.eurecom.fr/oai/xtables-addons-o
ai.git

Cloning into 'xtables-addons-oai'...

remote: Enumerating objects: 254, done.

remote: Counting objects: 100% (254/254), done.

remote: Compressing objects: 100% (238/238), done.

remote: Total 254 (delta 71), reused 152 (delta 9), pack-reused 0
Receiving objects: 100% (254/254), 460.29 KiB | 208.00 KiB/s, done.
Resolving deltas: 100% (71/71), done.

Checking connectivity... done.

f437epc@fd437epc:~$
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EPC (B 40 )

q

A $ cdopenaitcn

A $ sudogit checkout develop

A $ sudogit pull ( 9 gitlab-eurecom )
A $ cd scripts

F437epc@Ff437epc: ~fopenair-cn/scripts

f437epc@fd437epc:~S cd openair-cn

f437epc@fa37epc:~/openair-cn$ sudo git checkout develop

Branch develop set up to track remote branch develop from origin.
Switched to a new branch 'develop'

f437epc@fd437epc:~/openair-cn$ sudo git pull
Username for 'https://gitlab.eurecom.fr': jpray
Password for 'https://jpray@gitlab.eurecom.fr':
Already up-to-date.
f437epc@fd437epc:~/openair-cn$ cd scripts
If437epc@fd437epc:~/openair-cn/scripts$
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EPC (@ HSS)

q

A $sudo./build_hss
A Mp b YCV (GrrootY MU @
apache2

f437epc@f437epc ~fopenair-cn/scripts

f437epc@fd437epc:~/ air-cn/scripts$ sudo ./build_hss -1i
Check installed software packages necessary to build and run HSS (support Ubuntu
.04/16.04, Cent0S 7, RHEL 7):
http://tw.archive.ubuntu.com/ubuntu xenial InRelease
http://tw.archive.ubuntu.com/ubuntu xenial-updates InRelease

http://tw.archive.ubuntu.com/ubuntu xenial-backports InRelease
http://security.ubuntu.com/ubuntu xenial-security InRelease [109 kB]
http://ppa.launchpad.net/obsproject/obs-studio/ubuntu xenial InRelease

Fetched 109 kB in 1s (60.1 kB/s)

Reading package lists... Done

Reading package lists... Done

32



EPC  (phpmyadmin &)

q

A $ sudoln -s etdphpmyadmirapache.confetdapache2/conf
availablephpmyadmin.conf

A $ sudoa2enconphpmyadmin
A $ sudo/etdinit.d/apache2 reload

i)

f437epc@f437epc ~/openair- cn/scripts

f437epc@fd37epc:- yenair-cn/sc s$S sudo ln -s Jetc/phpmyadmin/apache.conf /et
c/apache2/conf- avallable/phpmyadmln conf
f437epc@fd437epc:~/openair-cn/scripts$ sudo a2enconf phpmyadmin

Conf phpmyadmin already enabled

f437epc@fd437epc:~/openair-cn/scripts$ sudo /etc/init.d/apache2 reload

[ ] Reloading apachez configuration (via systemctl): apache2.service.
f437epc@fd437epc:~/openair-cn/scripts$
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EPC (@ MME)

g
A $ sudo./build_mme-i

- ™ .

fa37epc@f437epc: ~fopenair-cn/scripts

f437epc@fd437epc:~/openair-cn/scripts$ sudo ./build_mme -i

Check installed software packages necessary to build and run EPC (support Ubuntu
14.04/16.04, Cent0OS 7, RHEL 7):

Reading package lists... Done

Building dependency tree

Reading state information... Done

autoconf is already the newest version (2.69-9).

automake is already the newest version (1:1.15-4ubuntul).
bison is already the newest version (2:3.0.4.dfsg-1).
build-essential is already the newest version (12.1lubuntu2).
flex is already the newest version (2.6.0-11).

pkg-config is already the newest version (0.29.1-0Oubuntul).
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EPC (0 SPGW)

g
A $ sudo./build_spgw-i

f437epc@f437epc: ~/openair-cn/scripts

f437epc@fd437epc:~/openair-cn/scripts$ sudo ./build_spgw -1
Check installed software packages necessary to build and run S/P-GW (support Ubun
tu 14.04/16.04, Cent0OS 7, RHEL 7):

Reading package lists... Done

Building dependency tree

Reading state information... Done

autoconf is already the newest version (2.69-9).

automake is already the newest version (1:1.15-4ubuntul).
bison is already the newest version (2:3.0.4.dfsg-1).
build-essential is already the newest version (12.1ubuntu2).
flex is already the newest version (2.6.0-11).

pkg-config is already the newest version (0.29.1-0Oubuntul).
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EPC (@ UYEPC & )

d

A $ sudomkdir -p /usrlocalletdoaifreeDiameter

A $ sudocp ~/openaircrvetdmme.conflusrlocalletdoai

A $ sudocp ~/openaircr/etdhss.confusrlocalletdoai

A $ sudocp ~/openaircr/etdspgw.conflusrlocalletdoal

A $ sudocp ~/openaircr/etdacl.conf/usrlocalletdoaifreeDiameter

A $ sudocp ~/openaircr/etdmme_fd.confustrlocalletdoaifreeDiameter
A $ sudocp ~/openaircr/etdhss_fd.confusrlocalletdoaifreeDiameter

o
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EPC (1 BHSS ¢ )

q

A $ sudogedit/usrlocalletdoaihss.conf
A Y B MYSQL usej MYSQL_pasy OPERATOR_key

HSS :

{

## MySQL mandatory options

MYSQL_server = _"127.0.0.1"; # HSS S6a bind address
MYSQL_user =|"root";| # Database server login
MYSQL_pass =l"root":] # Database server password
MYSQL_db = "oai_db"; # Your database name

## HSS option

#OPERATOR _key| = "1006020f0a478bf6b699f15c062e42b3"; # OP key matching your database
OPERATOR_key F "11111111111111111111111111111111"; # OP key matching your database

37



EPC (I BMME & -1)

q

A $ sudogedit/usrlocalletdoaimme.conf
A MCCy MNCy TAC  SIMk A

GUMMEI LIST = (
{MCC="208" ; MNC="93"; MME_GID="4" ; MME_CODE="1"; }
) §-

I MME served TAIs
# TA (mcc.mnc:tracking area code) DEFAULT = 208.34:1
# max values = 999.999:65535
# maximum of 16 TAIs, comma separated
# !'!! Actually use only one PLMN
TAI_LIST = (
{MCC="208" ; MNC="93"; TAC = "1"; }
);
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EPC (I BMME & -2)
AY BMME B K. IP

NETWORK_INTERFACES :

{
# MME binded interface for S1-C or S1-MME communication (S1AP), c
jon't advise wireless interfaces
MME_INTERFACE_NAME_FOR_S1_MME
MME_IPV4_ADDRESS_FOR_S1_MME

"enx00e0®4c6803b7";
"192.168.1.203/24";

EPC IP
# MME binded interface for S11 communication (GTPV2-C)

MME_INTERFACE_NAME_FOR_S11_MME = "lo";
MME_IPV4_ADDRESS_FOR_S11_MME = "127.0.11.1/8";
MME_PORT_FOR_S11_MME = 2123;
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EPC (1 B SPGW

g
A $ sudogedit/usrlocalletdoai'spgw.conf

y 4

U

-1)

# STRING

AYBSGW B K. IP
S-GW :
{
NETWORK_INTERFACES :
{
# S-GW binded interface for S11 communication (GTPV2-C), if none selected the IT
SGW_INTERFACE_NAME_FOR_S11 = "lov:
HERE
SGW_IPV4_ADDRESS_FOR_S11 = "127.0.11.2/8";

# STRING

# S-GW binded interface for S1-U communication (GTPV1-U) can be ethernet interfa

advise wireless interfaces

NETWORK CONFIG HERE, USE "1lo0" if S-GW run on eNB host

SGW_INTERFACE_NAME_FOR_S1U_S12_S4_UP F= Tenx00e04c6803b7 " ;

SGW_IPV4_ADDRESS_FOR_S1U_S12_S4_UP = "192.168.1.203/24"; # STRING
SGW_IPV4_PORT_FOR_S1U_S12_S4_UP = 2152; # INTEGE
YOU KNOW WHAT YOU ARE DOING
: EPC IP

40



EPC (1 B SPGW

AY BP-GW T K.
A NETF

P-GW =

NETWORK_INTERFACES :
{

r -2

# P-GW binded interface for S5 or S8 communication, not implemented, so leave it to none

PGW_INTERFACE_NAME_FOR_S5_S8 = "none";
IMPLEMENTED YET)

# P-GW binded interface for SGI (egress/ingress internet traffic)

PGW_INTERFACE_NAME_FOR_SGI =_"enol": EPC
PGW_MASQUERADE_SGI =""ves";

HERE, will do NAT for you if you put "yes". NET
UE_TCP_MSS_CLAMPING = "no";

};

41

# STRING, interface name

# STRING, YOUR NETWORK Ci
# STRING, {"yes", "no"}

# STRING, {"yes", "no"}.



EPC (I BSPGW & -3)
A & DNSIP MTU

IP_ADDRESS_POOL
{

IPV4_LIST = (

) B

"172.16.0.0/12"

};

# DNS address communicated to UEs
DEFAULT_DNS_IPV4_ADDRESS "2163:19. 37" DNS |P
DEFAULT_DNS_SEC_IPV4_ADDRESS = "8.8.8.8";

# Non standard feature, normally should be set to "no", G

a PDN address through NAS signalling
FORCE_PUSH_PROTOCOL_CONFIGURATION_OPTIONS
UE_MTU

"no" ;| UE yes
1280

};

42



EPC (I Bmme fd @

q

A $ sudogedit/usrlocalletdoaifreeDiameteimme_fd.conf
A 1 B Identity

EPC
# Uncomment_i£_1h24££nméﬁﬁzz:;;nnnl.resolv 4%

Identity = |"f437epc.openairdG.eur";
Realm = "openaird4G.eur";

# TLS configuration (see previous section)

TLS _Cred = "/Jusr/local/etc/oai/freeDiameter/mme.cert.pem”,
"Jusr/local/etc/oai/freeDiameter/mme.key.pemn";
TLS_CA = "Jusr/local/etc/oai/freeDiameter/mme.cacert.pem”;

# Disable use of TCP protocol (only listen and connect in SCTP)

# Default : TCP enabled
Na SCTD-
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EPC  (OAI  -1)

q

A $ cd ~bpenaircr/scripts

A $sudo./check hss s6a_certificatestlocalletdoaifreeDiametefr
hss.openairdG.eur

fa37epc@Ffa37epc: ~/openair-cn/scripts

f437epc@fd437epc:~/openair-cn/scripts$ cd ~/openair-cn/scripts
f437epc@fd37epc:~/openair-cn/scripts$ sudo ./check_hss_s6a_certificate /usr/local/etc/oai/fr
eeDiameter/ hss.openair4G.eur

-_—

Creating HSS certificate for user 'hss.bpenair46.eur'
Generating a 1024 bit RSA private key

+4+++++

Generating RSA private key, 1024 bit long modulus
+++++4+
++++++




EPC  (OAl -2

q

A $ cd ~bpenaircr/scripts

A $sudo./check_mme_s6a_certificatastlocalletdoaifreeDiametelr

f437epg.openairdG.eur
EPC

- -

f437epc@pf437epc ~/openair-cn/scripts

437epc@fd437epc:- nair-cn/scripts$ cd ~/openair-cn/scripts
437epc@f437epc:- enair-cn/scripts$ sudo ./check_mme_s6a_certificate /usr/local/etc/oai/fr
eeDiameter/ f437epc openairdG.eur

1t : generating new certirticat ] Jsr/ Local t 0al/
reating MME certificate for user 'f437epc.openaird4G.eur'
enerating a 1024 bit RSA private key

R 2

enerating RSA private key, 1024 bit long modulus
++++++

++++++
e is 65537 (0x10001)
sing configuration from /usr/lib/ssl/openssl.cnf
heck that the request matches the signature
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EPC HSS

q

A $ cd ~bpenaircr/scripts
A sudo./build_hss-c

Qe f437epc@pf437epc ~/openah=cn/scnpts
437epc@fd37epc:~/c iptsS cd ~/openair-cn/scripts
437epc@f437epc:-

- QCJ‘D*“S sudo ./build_hss -c

lean the build generated files (build from scratch)
kdir: created directory 'build'

git fqund: /usr/bin/gitr

46



EPC  (  MME)

q

A $ cd ~bpenaircr/scripts
A sudo./build_mme-c

Oe f437epc@Ff4a37epc: ~fopenair-cn/scripts
f437epc@f437epc:~/openair-cn/scripts$ cd ~/openair-cn/scripts
f437epc@fd437epc:~/openair-cn/scripts$ sudo ./build_mme -c
Clean the build generated files (build from scratch)
mkdir: created directory 'build'

Build type is Debug

Architecture is x86_64

git found: /usr/bin/git

NETTLE VERSION_INSTALLED

NETTLE_VERSION_MAIJOR 3

NETTLE_VERSION_MINOR 2

'/home/f437epc/openair-cn/build/mme/build/mme’' -> 'Jusr/local/bin/mme’

' /home/f437epc/openair-cn/build/mme/build/auth_request' -> 'Jusr/local/bin/auth_request’

f437epc@fd437epc:~/openair-cn/scripts$
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EPC  (  SPGW)

q

A $ cd ~bpenaircr/scripts
A sudo./build_spgw-c

™

fF437epc@Ff4a37epc: ~/openair-cn/scripts

f437epc@fd437epc:~/openair-cn/scripts$ cd ~/openair-cn/scripts
f437epc@fd437epc:~/openair-cn/scripts$ sudo ./build_spgw -c
Clean the build generated files (build from scratch)

mkdir: created directory 'build'

Build type is Debug

Architecture is x86_64

git found: /usr/bin/git

NETTLE VERSION_INSTALLED =

NETTLE_VERSION_MAJOR 3

NETTLE_VERSION_MINOR 2

'/home/f437epc/openair-cn/build/spgw/build/spgw' -> 'Jusr/local/bin/spgw'

f437epc@fd437epc:~/openair-cn/scripts$

48



EPC (caidb 9 N4)

q

A $sudo./run_hssi ~/openaitcr/srdoai_hsgdb/oai_db.sql
( 9uyd LY ctrl+c)

Fa37epc@Ffa37epc: ~/openair-cn/scripts

f437epc@fd437epc:~/openair-cn/scripts$ sudo ./run_hss -i ~/openair-cn/src/oai_hss/db/oai_db.sql
setting import DB flag to: 1

mysqladmin: [Warning] Using a password on the command line interface can be insecure.
mysqladmin: DROP DATABASE oai_db failed;

error: 'Can't drop database 'oai_db'; database doesn't exist'

mysql: [Warning] Using a password on the command line interface can be insecure.

mysql: [Warning] Using a password on the command line interface can be insecure.

==== EURECOM OPENAIR-HSS vBranch: develop Abrev. Hash: 724542d Date: Thu Jun 22 16:17:12 2017
+0200 ====
Please report any bug to: openaircn-user@lists.eureconm.fr

Parsing configuration file: /Jusr/local/etc/oai/hss.conf
Configuration
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EPC (9 N41)

94 & d127.0.0.1phpmyadmin
doroot
doroot

phpMyAdmin - Mozilla Firefox 1y m 3 4 16:50 %

N RBZERIK - Google BT X WMLV

& (& Q © awo127.040.1/phpmyadm'\n/'mdex.php?db:&table:&lang:el E 90% coe D g IN B @' =

php
Ein{ER phpMyAdmin

#% - Language

FX - Chinese traditional :I
ZAQ

ERERE: root

Hhs:

D EPPD 36

BT

L1
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EPC

( mmeidemtity N)

9 oai_db>mmeidentity>SQLY d N
A INSERT INTOmmeidentity(‘idmmeidentity, ‘mmehost ‘mmerealm, UE-
reachability”) VALUES(7, 'f437epc.openairdG.eur','openairdG.eur','0")

phpMuyAdmin

2ot &¢
=IEERE RNSE
[
4+ information_schema
.[|.- | mysql
.L- oai_db
g e
%) apn
_l'__ j» mmeidentity
4~} pdn
%1 pEw
.l.., J» terminal-info

4’.-;- users

EPC

b 7 5AR2R: localhost » @ ZEE: cai_db » J FER: mmeidentity

JOBE & L sQL 4 @8 Fc g o EH O C EA s HRR S MME O © BH x MRS

#E R 0ai_db.mmeidentity /7 SQL B ©

i
1 INSERT INTO mmeidentity (' idmmeidentity’, ‘mmehost’, ‘mmerealm’,  UE- idmmeidentity
reachability”) VALUES mmehost
2 (7, 'f437epc.openairdG.eur', 'openairdG.eur','0"') mmerealm
UE-Reachability
<<
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EPC (I Bpgw N®)

4 oai_db>pgwi B N
A Y B id 3A ipvaY T IP

phpMyAdmin bl 7 {E18E32: localhost » @ HHE: oai_db » | B8 K: pgw

~2 DI X ) MW &M L[ SQL L B8 3¢ MM o BEE o EA - ®m S
BEER ENED -
S puge= | HEFIR: 25 -] WBEMEGL | wEEH

5 Wil
4 information_schema fkEEF. | = ll
... . mysql
~- , oai_db + 918

o WS —T— ¥ id ipv4 ipv6

Bt 3P0 - SR FEN @B 1 127001 0:0:0:0:0:0:0:1

4+ p» mmeidentity

8 i pdn — JEH FEW @M 2 192.168.56.101

+- i PEW

#-A terminal-info ~— SR FiEN @M 3 |163.18.104.145|0

+ users
- 4 performance_schema —_
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EPC (1 B users =

4 oai_db> users>
AN B keyy rand/ OPA =1+ 40

phpMyAdmin
HEled g e [F 2% 3~ W [ SQL L oE8 3 oEE = EH O C EA | - @R B © BE x2S
BITER HNBE i o A i o . )
= = 11 mmeidentity_idmmeidentity . > int(11) E SN QR SR gE—|
i W
|I._ . information_schema = 12 key varbinary(40) HF 0 SN QR SR gl—
[#H3 mysql
[=H 4 oai_db ~ 13 RFSP-Index smallint(s) et g 1 JSHEN QR S8 3 H— |
Fig
i)
(-3t apn . - -
) ) = 14 urrp_mme tinyint(1) F O o Bl @ MR @ g —,
[+ mmeidentity | | | Tt
&-—}1 pdn
@35 pew = 15 sqn bigint(20) UNSIGNED ZEROFILL 5 ggF SEN @ik S T8 me— |
[+ terminal-info
[+ ¥t users ~=. 16 rand varbinary(40) 5 =& o B QR @ yE—,
¥ . performance_schema
[# . phpmyadmin = 17 OPc varbinary(40) 2 NULL SN QR SR GgE—|
|#H ¢ 5ys

53



EPC ( users N)

4 oai_db> users>SQL
A SIMk Y 9 &

A INSERT INTO users {insi’, ‘msisdn, ‘imei’, ‘imei_sv, ‘'ms_ps_status rau_tau_timer,
‘ue_ambr_ul 'ue_ambr_d| "access_restriction mme_cap, mmeidentity idmmeidentity
‘key’, 'RFSPIndex’, urrp_mme, 'sgn, rand’, OPc) VALUES ('208930000000002',
'33638060010', NULL, NULL, 'PURGED', '120', '50000000', '200000000', '47*, '0000000000',
7','0x1111111121221112222111222311122127°, '1°, '0', '00O0000000001 ",
'‘0x00000000000000000000000000000000', '0x11121211121211221122121212121122112121"

M O GlEEES: localhost - ) S5E: oai_db -~ [ S5 users
BN ¥ BW L sQL s 3 oW o Bl J EA ) EROSBE O © BR = W28

php
fElel &6
BITER HNBE
T HEE oai_db.users 817 SQL &#: o

= G

——
|+ information. schems 1 INSERT INTO users ( imsi’, ‘msisdn’, "imei’, "imei sv', ‘'ms ps status’, “rau tau timer”, “ue ambr ul’, "ue ambr dl’,
[ - ‘access restriction’, "mme cap’, ‘mmeidentity idmmeidentity’, “key ', 'RFSP-Index , “urrp mme , ‘sgn’, ‘rand’, "OPc’) VALUES
H I'I'Ijqu' ('288938000000002 ", '33638060018° , NULL, NULL, °"PURGED", 'l1208°', 'SOo0G6686°, 'lo0bfeoeee’, 47", "o0ee6eeesn’, 7',
| oai db "Bx1111117172313717171737193711971139733138911°, 1Y, ‘@Y, ‘GoceBdessesl’, 'Gxbeec6ocecBce80B8BBEBRG0GRGBRGEAG",
T | - "@x111111111111111111311111132131211" )
| o Wi
+-¥t apn
L b+ mmeidentity
|
+-3 pdn
|
+- 1 PBW
+-4 terminal-info
+- 4 users
SELECT * SELECT INSERT UPDATE DELETE b Bt HEanEFEnNESY
s performance_schema
T
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eNB  ( 1T )

Y 3 Internel £ 1

Name Last Used = Add
“Ethernet [
LAN 12 minutes ago
~ Wi-Fi Delete
F437 now
Close
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q

A $ sudoaptget update &&sudoaptget upgrade
AB N

M S @ Ff437enb@f437enb: ~

f437enb@f437enb:~$ sudo apt-get update && sudo apt-get upgrade

[sudo] password for f437enb:

Hit:1 http://tw.archive.ubuntu.comfubuntu xenial InRelease

Hit:2 http://tw.archive.ubuntu.com/ubuntu xenial-updates InRelease

Hit:3 http://tw.archive.ubuntu.com/ubuntu xenial-backports InRelease

Hit:4 http://security.ubuntu.comfubuntu xenial-security InRelease

Reading package lists... Done

Reading package lists... Done

Building dependency tree

Reading state information... Done

Calculating upgrade... Done

The following packages have been kept back:
linux-generic-hwe-16.04 linux-headers-generic-hwe-16.04
linux-image-generic-hwe-16.04

The following packages will be upgraded:
base-files bind9-host dnsutils firefox firefox-locale-en ghostscript
ghostscript-x grub-common grub-efi-amdé4 grub-efi-amdé4-bin
grub-efi-amdé4-signed grub2-common 1ibbind9-146 libcurl3 libcurl3-gnutls
libdns-export162 libdns162 1ibgs9 libgs9-common libisc-export160 libisc160
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eNB ~ kernel)

q

A $ sudoaptget install linuximage4.4.05%lowlatency linux
headerst.4.059%lowlatency

A kernel4.4.05%lowlatency

f437enb@Ff437enb: ~

f437enb@f437enb:~5 sudo apt-get install linux-image-4.4.0-59-lowlatency linux-he
aders-4.4.0-59-lowlatency
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
linux-headers-4.4.0-59
Suggested packages:
fdutils linux-doc-4.4.8 | linux-source-4.4.0 linux-tools
The following NEW packages will be installed:
linux-headers-4.4.0-59 linux-headers-4.4.0-59-lowlatency
linux-image-4.4.0-59-lowlatency
® upgraded, 3 newly installed, @ to remove and 3 not upgraded.
Need to get 68.7 MB of archives.
After this operation, 296 MB of additional disk space will be used.
Do you want to continue? [¥/n] vy
Get:1 http://tw.archive.ubuntu.com/ubuntu xenial-updates/main amd64 linux-header
5-4.4.0-59 all 4.4.0-59.80 [9971 kB]
Get:2 http://tw.archive.ubuntu.com/ubuntu xenial-updates/main amd64 linux-header
5-4.4.0-59-lowlatency amdé64 4.4.0-59.80 [774 kB]
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eNB (  cpufrequtils)

g
A $ sudoaptget installcpufrequitils

M S % f437enb@Ff437enb: ~

f437enb@f437enb:~5 sudo apt-get install cpufrequtils
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
libcpufreqg®
The following MNEW packages will be installed:
cpufrequtils libcpufreqg®
@ upgraded, 2 newly installed, @ to remove and 3 not upgraded.
Need to get 52.9 kB of archives.
fter this operation, 300 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://tw.archive.ubuntu.com/ubuntu xenial/universe amdé64 libcpufreq® amdé
4 008-1 [13.7 kB]
Get:2 http://tw.archive.ubuntu.com/ubuntu xenial/universe amdé64 cpufrequtils amd
64 008-1 [39.2 kB]
Fetched 52.9 kB in 0s (752 kB/s)
Preconfiguring packages
Selecting previously unselected package libcpufreq@.
(Reading database ... 209357 files and directories currently installed.)
Preparing to unpack .../libcpufreq® 008-1 amd64.deb ...
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eNE  ( i72)

g
A $ sudoaptget install i7z

M S @ Ff437enb@f437enb: ~

f437enb@f437enb:~$ sudo apt-get install i7z

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
fonts-lato javascript-common libjs-jquery libruby2.3 msr-tools rake ruby
ruby-did-you-mean ruby-minitest ruby-net-telnet ruby-power-assert
ruby-test-unit ruby2.3 rubygems-integration

suggested packages:
apachez | lighttpd | httpd ri ruby-dev bundler

The following NEW packages will be installed:
fonts-lato 17z javascript-common libjs-jquery libruby2.3 msr-tools rake ruby
ruby-did-you-mean ruby-minitest ruby-net-telnet ruby-power-assert
ruby-test-unit ruby2.3 rubygems-integration

® upgraded, 15 newly installed, ©® to remove and 3 not upgraded.

Need to get 6082 kB of archives.

After this operation, 27.6 MB of additional disk space will be used.

Do you want to continue? [Y/n] y

Get:1 http://tw.archive.ubuntu.com/ubuntu xenial/main amd64 fonts-lato all 2.0-1
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eNB (1 B )

g
A $ sudogedit/etddefault/grub
A ° GRUB HIDDEN TIMEOUT=0  F o #

A  GRUB_CMDLINE_LINUX_ DEFAULT="quietsolasiY B2
GRUB_CMDLINE_LINUX_ DEFAULT="quietintel pstatedistable
processor.max_cstate intel _idle.max_cstateD idle=poll"

# If you change this file, run 'update-grub' afterwards to update
# [boot/grub/grub.cfg.
# For full documentation of the options imn this file, see:

# info -f grub -n "Simple configuration’

#GRUB_HIDDEN_ TIMEOUT=0
LIHUD_TTILJLJFI_I_I ].r'iruul_'lilulr]—Ll L8 | =

GRUB_TIMEOUT=18

L=m e g

intel idle.max_cstate=8 idle=poll]
GRUR. CMDLINE | INUX=""
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eNB (1 BCPU n -1)

q

A $ sudogedit/etddefaulttpufrequitils
A F 9 GOVERNOR="performance"

o

cpufrequtils

GOVERNOR="performance”
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eNB (1 BCPU n -2)

q

A $ sudo gedit /etc/modprobe.d/blacklist.conf
A AT F 9 blacklistintel_powerclamp

blacklist.conf

# low-quality, just noise when being used for sound playback, causes
# hangs at desktop session start (Ubuntu: #246969)
blacklist snd pcsp

# ugly and loud noise, getting on everyone's nerves; this should be done by a
# nice pulseaudio bing (Ubuntu: #77010)
blacklist pcspkr

# EDAC driver for amd76x clashes with the agp driver preventing the aperture
# from being initialised (Ubuntu: #2977508). Blacklist so that the driver

# continues to build and is installable for the few cases where its

# really needed.

blacklist amd76x_edac

blacklist intel powerclamp

saving file 'fetc/modprobe.d/blacklist.c... PlainText * Tabwidth:8 = Ln 56, Col 22 - INS
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q

A $ sudoupdategrub?2
A $ sudoupdaterc.d ondemandlisable

M S 5 f437enb@f437enb: ~

f437enb@f437enb:~$ sudo update-grub2

Generating grub configuration file ...

Found linux image: /boot/vmlinuz-4.15.0-112-generic

Found initrd image: /boot/initrd.img-4.15.0-112-generic

Found linux image: /boot/vmlinuz-4.4.0-59-lowlatency

Found initrd image: /boot/initrd.img-4.4.0-59-lowlatency

dding boot menu entry for EFI firmware configuration

done

f437enb@f437enb:~$ sudo update-rc.d ondemand disable

insserv: warning: current start runlevel(s) (empty) of script “ondemand' overrid
es LSB defaults (2 3 4 5).

insserv: warning: current stop runlevel(s) (2 3 4 5) of script “ondemand' overri
des LSB defaults (empty).

f437enb@f437enb:~5%
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eNB kernel

U

kerneld4.4.05%lowlatency

Hbuntu, with Linux <
Ubuntu, with Lir
Dbuntu, with Lir .
wlbuntu, with Linux 4.
Ubuntuy, with Linu 2
Ubuntu, with Linu

a] f. or
MenL .
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eNB

q

A $sudoi7z
A CPU

Y CPU

G

™ S Ff437enb@Ff437enb: ~

Cpu speed from cpuinfo 2712.0860Mhz
cpuinfo might be wrong if cpufreq is enabled. To guess correctly try estimating
Linux's inbuilt cpu_khz code emulated now
True Frequency (without accounting Turbo) 2712 MHz

CPU Multiplier 27x || Bus clock frequency (BCLK) 100.44 MHz

A CPUI

o/l

-1

U 1~2Hz

Socket [@] - [physical cores=4, logical cores=8, max online cores ever=4]

TURBO ENABLED on 4 Cores, Hyper Threading ON

Max Frequency without considering Turbo 2812.44 MHz (100.44 x [28])
45xf45xf42x f41x
Real Current Frequency 409A 17 MUz 166 44 x 40.72] (Max of below)

Max TURBO Multiplier (if Enabled) with 1/2/3/4 Cores 1is

Core
Core
Core
Core
Core

[core-id]

1

2

3
4

CO = Processor

[e]: 4090.
[1]: 4090.
[2]: 4090.
[3]: 4090.

running without

:Actual Freq (Mult.)

17 (40.72x)
17 (40.72x)
17 (40.72x)
16 (40.72x)

halting
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Co%

100
100
100
100

Halt(C1)%

i}

i)
0]
0]

C3 % C
3]

i)
0]
0]



eNB ( ACPU -2

q

A $ sudocpufreginfo
A CPW. Performance n

M S fFa37enb@F437enb: ~

f437enb@f437enb:~S$ sudo cpufreq-info
cpufrequtils 008: cpufreg-info (C) Dominik Brodowski 2004-2009
Report errors and bugs to cpufreq@vger.kernel.org, please.
analyzing CPU 0:
driver: acpi-cpufreqg
CPUs which run at the same hardware frequency: ©
CPUs which need to have their frequency coordinated by software: ©
maximum transition latency: 18.0 us.
hardware limits: 400 MHz - 60 GHz

2.
available frequency steps: 2.60 GHz, 2.60 GHz, 2.50 GHz, 2.40 GHz, 2.20 GHz, 1
1

.90 GHz, 1.80 GHz, 1.70 GHz, 1.50 GHz, 1.40 GHz, 1.20 GHz, 1.10 GHz, 900 MHz, 70O
& MHz, 600 MHz, 400 MHz
available cpufreqg governors: conservative, ondemand, userspace, powersave, per
formance
current policy: frequency should he within 480 MHz and 2.60 GHz.
The governor "performance" may decide which speed to use
within this range.
current CPU frequency is 2.60 GHz (asserted by call to hardware).
cpufreq stats: 2.60 GHz:99.69%, 2.60 GHz:0.31%, 2.50 GHz:0.00%, 2.40 GHz:0.00%
, 2.20 GHz:0.00%, 1.90 GHz:0.00%, 1.80 GHz:0.00%, 1.70 GHzZ:0.00%, 1.50 GHz:0.00%
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eNB (  Kernel)

q

A $sudouname-a
A KernelQA t 4.4.059lowlatency

f437enb@Ff437enb: ~
f437enb@f437enb:~5 sudo uname -a

Linux T437enb 4.4.0-59-lowlatency #80-Ubuntu SMP PREEMPT Fri Jan 6 21:04:85 UTC
2017 x86 64 Xso0 04 X80 04 UNUJLLNUX
f437enb@f437enb:~$
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eNB (t 40 )

t  Openairinterface5& O
s d

https://gitlab.eurecom.fr/oai/openairinterface5g/tree/17b9a9e917ce2a3a8c7004c7b9¢
1¢350ddfel7

© | & https://c eurecom.fr/oaifopenairir ace5g/-/tree/17b%9a%e917ce2a3aBc7004c7b9a221c350ddfe17/

od openairinterface5G » Repository

17b9a%e917ce2a... openairinterfacesg History Q, Find file L

Download source code
s hotfix: protobuf-c compilation failure ...

2e9 (¢
CEnRIC : o
Roux  Cedric Roux jored 3 years age m targz  tarbz2z  tar

Name Last commit Last update
& cmake_targets hotfix: protobuf-c compilation Failure protobuf-c does not compile anym... 3 years ago
&= commonjutils T: minor makefile Fix 3 years ago
& openair1 remove compilation warninas

3 vears ago
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https://gitlab.eurecom.fr/oai/openairinterface5g/tree/17b9a9e917ce2a3a8c7004c7b9a221c350ddfe17

eNB  ( )

Openairinterface5( Homed T

® Recent _ — =
o5 —
Desktop Documents Downloads

[ Desktop

[ Documents = —= - T
_ : - : e
v Downloads openairinterfaceSg Pictures Public Templates
dd Music = :

A Pictures ﬁ a

B Videox Videos Examples

{) Trash

@? Network

[ computer

B Connectto Server
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eNB eNB

q

A $cd ~/openairinterface5g

A $ sourcenaienv

A $ cdcmake_targets

A $ sudo./build_oai-I --eNB -x --installsystemfiles -w USRP

a0

F437enb@f437enb: ~/openairinterface5g/cmake_targets

f437enb@f437enb:~$ cd ~/openairinterfacesg

f437enb@f437enb:~/openairinterface5gS$ source oaienv

f437enb@f437enb:~/ irinterf $ cd cmake targets

f437enb@f437enb:~/openairinterfacesg/cmake_targets$ sudo ./build_oai -I --eNB -x

--install-system-files -w USRP

[sudo] password for f437enb:

Will install external packages

Will « ile eNB

Will generate the software oscilloscope features

Will copy OpenAirInterface files in Linux directories
re to: ODAI_USRP

protocol has been selected (TP set to None)
=t to OAI_USRP
ags for Deadline scheduler: False
ags for CPU Affinity: False
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eNB -

B Y 3 EPC
o P Edit Connections

Ubuntu Desktop r/) 4 B 3 o) 1717 &%

WAN

Disconnect

DIRECT-7c-HP M281 LaserJet
Eduroam
F437

& F457-5GHz-guest

-a nkfust-secure

More networks

Connect to Hidden Wi-Fi Network...
Create New Wi-Fi Network...

VPN Connections

+ Enable Networking
+ Enable Wi-Fi




eNB ( B -2

Add B

' Network Connections

Name Last Used ~ Add

Edil

Deleke

Close

73



eNB B -3

Choose a Connection Type

Select the type of connection you wish to create.

If you are creating a VPN, and the VPN connection you wish to
create does not appear in the list, you may not have the correct VPN
plugin installed.

Ethernet

Cancel Create...
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eNB B -4

Ethernet> device K

Connection name: | LAN

General Ethernet | 802.1x Security DCB IPv4Settings IPv6 Settings

Device: eno1 (1C:69:7A:63:F2:6F) A

Cloned MAC address:

MTU: automatid — + | bytes
Default [ ) Phy (") Unicast [ | Multicast
Wake on LAN: - - - )
lgnore | Broadcast [ | Arp Magic

Wake on LAN password:

Cancel Save
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eNB B -5

IPv4 Settings-> Method Manual
Addresses B IP)

. Editing LAN

Connection name: | LAN

General Ethernet 802.1xSecurity DCB IPv4Settings | IPv6 Settings

Method: | Manual -
Addresses
Address Netmask Gateway Add
192.168.1.202 24 192.168.1.254
Delete
DNS servers:

Search domains: |
DHCP client ID
| Require IPv4 addressing For this connection to complete

Routes...

Cancel Save
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eNE (BB  -1)

A $ sudogedit~/openairinterface5g/targets/PROJECTS/GENERIC
LTE-EPC/CONF/enb.band7.tm1.usrpb210.conf

A 1 B tracking_area_code mobile_country code mobile_network code

enb.band7.tm1.usrpb210.conf

Open v [+l

eNBs =

(
{

[1717171 /] Identification parameters:

eNB_ID = 0Oxedd;
cell type = "CELL MACRO_ENB";
eNB_name = "eNB Eurecom LTEBox";

Ll Tcacking area code  0x0000 and @xfffe are reserved values

tracking area code = "1";
mobile country _code = "208";
mobile network code = "93";

[0 Physical parameters:
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eNB (BB -2)

Ay B mme ip_address

A Y B NETWORK_INTERFACES

enb.band7.tm1.usrpb210.conF

"192.168.1.203":| EPC IP

Open ~
mme ip address = ( {|ipv4
ipvb
active
preference

NMETWORK_INTERFACES :

{
ENB_INTERFACE_NAME_FOR_S1_MME
ENB_IPV4 ADDRESS FOR_S1_MME
ENB_INTERFACE NAME_FOR_S1U
ENB_IPV4 ADDRESS FOR_S1U
ENB_PORT FOR_S1U

};
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"192:168:30::17";
n FES n ;
n .i-pulq. n ;

eNB IP

"Enﬂl" :
"192.168.1.202/24";
"Er‘ln‘l" :

"192.168.1.202/24";
2152, # Spec 2152




eNB eNB)

q

$ cd ~/openairinterfacebg
$ sourcenaienv
$ sudo./cmake_targetbuild_oai-w USRP-x -c --eNB

F.

f437enb@Ff437enb: ~fopenairinterface5g

f437enb@f437enb:~$ cd ~/fopenairinterfaces5g

f437enb@f437enb: ~ﬁnpenairinterfa{e595 source oaienv

f437enb@f437enb:~/c airinterface5g$ sudo ./cmake targets/build oai -w USRP -Xx
-C --eNB

Setting hardware to: OAI_USRP

Will qenerﬂte the software oscilloscope features

ort protocol has been selected (TP set to None)
| set to OAI_USRP
s for Deadline scheduler: False
for CPU Affinity: False
Setting the O0AI PATHS

FreeDiameter prefix not found, install freeDiameter 1if
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OAl p( EPC n)

q

A cd ~bpenaircryscripts
A ./run_hss

o

cM A Yuoy 9
A cd ~bpenaircryscripts
A ./run_mme

C9 A Yuoy 9
A cd ~bpenaircryscripts
A .run_spgw
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OAl P( eNB n)

3 eNBA oY’ q
A $ cd ~/openairinterface5Sghake targetite build_oalbuild

A $ sudo-E .Mte-softmodem-O ~/openairinterface5g/targets/PROJEC
TS/GENERICGLTE-EPC/CONF/enb.band7.tml.usrpb210.canf
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OAl P(HSS y a

EPQ AHSS V 0

f437epc@f437epc: ~fopenair-cn/scripts

)

#9/21/20,16:15:58.445637 NOTI AVP: 'Product-Name'(269) 1=20 f=-- val="f
reeDiameter™

89/21/20,16:15:58.445639 NOTI AVP: 'Firmware-Revision'(267) 1=12 f=-- v
al=10200 (0x27d8)

89/21/260,16:15:58.445641 NOTI AVP: 'Inband-Security-Id'(295%) 1=12 f=-M

val="NO_INBAND_SECURITY' (© (06x0))

©9,/21/20,16:15:58.445644 NOTI AVP: 'Vendor-Specific-Application-Id'(260
) 1=32 f=-M val=(grouped)

09/21/20,16:15:58.445647 NOTI AVP: 'Auth-Application-Id'(258) 1=12 f
=-M val=16777251 (0x1000023)

®9,/21/20,16:15:58.445651 NOTI AVP: 'Vendor-Id'(266) 1=12 f=-M val=10
415 (o0x28af)

09/21/20,16:15:58.445654 NOTI AVP: 'Supported-Vendor-Id'(265) 1=12 f=-M
val=10415 (0x28af)

89/21/20,16:15:58.445669 DBG SENT to 'f437epc.openair4G.eur': 'Capabilities-
Exchange-Answer'®/257 f:---- src:'(nil)' len:216 {C:268/1:12,C:264f1:25,C:296/1:
21,C:278/1:12,C:257f/1:14,C:257/1:14,C:266/1:12,C:269/1:20,C:267/1:12,C:260/1:32,
C:265/1:12}

09/21/20,16:15:58.445693 NOTI No TLS protection negotiated with peer 'f437epc
.openairdG.eur’.

09/21/20,16:15:58.445713 NOTI  'STATE_CLOSED' -> 'STATE_OPEN' 'f437epc.openair
4G.eur'
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000302 00O78:135820 7FBSOAE7FC780 TRACE S1AP -cn/src/slap/slap_mme_handlers.c:8493 Leaving slap_generate_s1 setup response(

) (rc=0)

000303 00O78:135827 7FBSOE7FC7A0 TRACE S1AP -cn/src/slap/siap_mme_handlers.c:0397 Leaving s1ap_mme_handle_s1_setup_request()
(rc=0)

000304 00078:135879 7FBS5OFFFF780 DEBUG SCTP rc/sctp/sctp_primitives_server.c:0277 [406][1] Sending buffer @x7f84f80011e® of 2

7 bytes on stream @ with ppid 18

000305 00O78:135968 7FBSOFFFF780 DEBUG SCTP rc/sctp/sctp_primitives server.c:0288 Successfully sent 27 bytes on stream ©

000306 0008 28766 7F850DFFB700 MME-AP src/mme_app/mme_app_statistics.c:0033

ATISTICS ==

f437epc@Ff437epc: ~fopenair-cn/scripts

000307 0008A:428782 7FB5ADFFB708 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0034 Current Status| Added s
ince last display| Removed since last display |
000308 00080:428787 7FB50DFFB700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0036 Connected eNBs | 1
1 | 3]
000309 00080:428792 7FB50DFFB700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0038 Attached UEs | )
0 | (] |
0003160 00080:428797 7FB50DFFB708 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0040 Connected UEs |
0 | 4}
000311 00080:428801 7FB50DFFB700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0042 Default Bearers|
0 | 0
000312 0008M:428805 7FB5ADFFB708 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0044 51-U Bearers |
3] | 3] |

000313 00080:428809 7FBS5ODFFB700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0045
ATISTICS =
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P(SPGW V @

EPCQ ASPGW V 0

f437epc@f437epc: ~/openair-cn/scripkts

00001:341673
Initializing
00001:341679
Initializing
00001:341685
Initializing
00001:342760
Creating new
00001:342823

TFC7YED9D2700 DEBUG 511 epc/openair-cnfsrcfs11/s11 sgw.
511 interface: DONE

7FCTED9D2780 DEBUG SPGW-A pc/openair-cn/src/sgw/sgw_task.
SPGW-APP task interface

7FCTED9D2760 DEBUG GTPvl- air-cn/src/gtpvi-u/fgtpviu_task.
GTPV1U interface

7FCTE9AAS700 DEBUG UDP /src/udp/udp _primitives server.
listen socket on address 127.0.11.2 and port 2123
7FC7E9AAS700 DEBUG UDP /src/udp/udp primitives server.

Inserting new descriptor for task 6, sd 31

00001:342852

7FCTE9AAS700 DEBUG UDP /src/udp/udp _primitives server.

Received 1 events

ERROR: Module gtp is not currently loaded

00001:358275

7FCTED9D27@0 NOTIC GTPvl- -cn/fsrc/gtpvi-u/gtp _mod kernel.

Using the GTP kernel mode (genl ID is 29)

00001:373910

7FC7ED9D2760 DEBUG GTPv1- -cn/src/gtpvi-u/gtp mod kernel.

Setting route to reach UE net 172.16.08.8 via gtp®

00001:374472

7FCTED9D2780 NOTIC GTPvl- -cn/src/gtpvi-u/gtp mod kernel.

GTP kernel configured

00001:376692
Initializing
Ooe01:420702
Initializing

7FCTED9D2760 DEBUG GTPvl- air-cn/src/gtpvi-u/fgtpviu_task.
GTPV1U interface: DONE
7FCTED9D2700 DEBUG SPGW-A pc/openair-cn/src/sgw/sgw_task.
SPGW-APP task interface: DONE
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OAl P (eNB y @

eNBp y a

™ = @ F437enb@F437enb: ~/openairinterface5g/cmake_targets/lte_build_oai/build

[PHY][I] Actual TX antenna: TX/RX...

[PHY][I]Device timestamp: 0.808209...

[RRH] has loaded USRP B200 device.

setup eNB buffers: frame parms = 0x7f4da2435788

[PHY][I]Initializing eNB ©@ CC_1id ©® (eNodeB 3GPP,synch_to ext device),
[HW][I][SCHED][eNB] eNB_thread single started on CPU 4 TID 2364, sched policy =

SCHED FIFO , priority = 99, CPU Affinity= CPU ©® CPU 1 CPU 2 CPU 3 CPU 4 CPU 5 CP

U6 CPU 7

waiting for sync (eNB_thread_single)

Creating te_thread

[PHY][I]thread te created id=2367[HW][I][SCHED][eNB] eNB_thread prach started on
CPU 1 TID 2368, sched policy = SCHED FIFO , priority = 99, CPU Affinity= CPU_©
CPU_1 CPU_2 CPU_3 CPU_4 CPU_5 CPU_6 CPU_T

[HW][I][SCHED][eNB] eNB thread synch started on CPU 4 TID 2369, sched policy = S
CHED_FIFO , priority = 99, CPU Affinity= CPU_® CPU_1 CPU_2 CPU_3 CPU_4 CPU_5 CPU

6 CPU_7

waiting for sync (eNB_thread synch)

Setting eNB buffer to all-RX

sending sync to all threads

TYPE <CTRL-C> TO TERMINATE

Entering ITTI signals handler

got sync (eNB_thread single)

imt sync (eNB_thread synch)
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UE b (MME

UE bdf LYEPQ AMME ¥

f437epc@Ff437epc: ~fopenair-cn/scripts

00037:891316

00037:891326
00037:891331
00037:891342
00037:891353

p() (rc=0)
001267 00O37:891357
001268 00040:463438

STATISTICS

7FFOE48D8700

7FFOE48D8700
7FFOE48D8700
7FFOE48D8700
7FFOE48D8700

7FFOE48D8700
TFFOCF7FET00

DEBUG 511
DEBUG
DEBUG
DEBUG
TRACE

GTPv2-
511

GTPv2-
GTPv2-

GTPv2-
MME-AP

penair-cn/src/s11/s11_mme_ task.

v2c-0.11/src/NwGtpv2cMsgParser.
ir-cnfsrc/s11/s11 ie formatter.
Jnwgtpv2c-0.11/src/NwGtpv2cMsg.
2-c/nwgtpv2c-0.11/src/NwGtpv2c.

-cfnwgtpv2c-0.11/src/NwGtpv2c.
rc/mme_app/mme_app_statistics.

001269 00040:463448 7FFOCFYFE700 DEBUG MME-AP src/mme_app/mme_app_statistics.

d since last display|

001270 00040:463451

0

001271 00040:463455

1

001272 00040:463458

1

001273 00040:463461

1

001274 00040:463464

1

001275 00040:463467

STATISTICS =

7FFOCF7FE700

I
7FFOCF7FET00

I
7FFOCF7FE700

I
7FFOCF7FE700

I
7FFOCF7FET00
I

7FFOCF7FE700

DEBUG MME-AP

DEBUGGMME—RP

DEBUGGMME—ﬁP

DEBUGGMME—ﬁP

DEBUGOMME—ﬁP
0

DEBUG MME-AP

Removed since last display |

src/mme_app/mme_app_statistics.
src/mme_app/mme_app_statistics.
src/mme_app/mme_app_statistics.
src/mme_app/mme_app_statistics.

src/mme_app/mme_app_statistics.

src/mme_app/mme_app_statistics.
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c:0072
c:0203
c:0441
c:0146
c:0778
c:1187
c:0033
c:0034
c:0036
c:0038
c:0040
c:0042

c:0044

c:0045

QIs

Received triggered response indicati
Received IE 2 of length 2!
- Cause 16
Purging message 7ff0c8008900!
Leaving nwGtpv2cSendTriggeredRspIndToUl

Leaving nwGtpv2cProcessUdpReq() (rc

Connected eNBs | 1
Attached UEs | 1
Connected UEs |
Default Bearers|

S1-U Bearers |




UE b((eNB y a

(14

UE bDFf LYeNBg V &

.

f437enb@F437enb: ~fopenairinterface5g/cmake_targets/lte_build_oai/build

[RLC][I][FRAME 86000][eNB][MOD BO][RNTI 2eaf][SRB AM 02][CONFIGURE] max_retx_threshold 32 po
11 _pdu 8 poll_byte 16960 t poll retransmit 15 t _reordering 35 t_status_prohibit 10
[RLC][I][FRAME ©eee0][eNB][MOD ®@@][RNTI 2eaf] [DRB 1] rrc_rlc_add rlc DRB

[RRC][I][eNB ©] Frame © CC ® : SRBZ2 is now active

[RRC][I][eNB @] Frame O : Logical Channel UL-DCCH, Received RRCConnectionReconfigurationCom
plete from UE rnti 2eaf, reconfiguring DRB 1/LCID 3

[RRC][I][eNB @] Frame @ : Logical Channel UL-DCCH, Received RRCConnectionReconfigurationCom
plete from UE ®, reconfiguring DRB 1/LCID 3

[MAC][I][rrc_mac_config_req] [CONFIG][eNB 0/0] Configuring MAC/PHY for UE 0 (2eaf)
[PHY][I]phy_config _dedicated eNB: physicalConfigDedicated=8x7fab4c0e3296
[PHY][I]Transmission Mode (phy config dedicated eNB) 1

[S1AP][I][s1ap_eNB_initial_ctxt_resp] initial_ctxt_resp_p: e_rab ID 5, enb_addr 192.168.1.20
2, SIZE 4

[SCTP][I][sctp_send data] Successfully sent 40 bytes on stream 1 for assoc_id 2

[PHY][I][eNB 0] Sent physicalConfigDedicated=0x7fab4c003290 for UE @

[RRC][I][FRAME ©0000][eNB][MOD ©8][RNTI 2eaf] Received on DCCH 2 RRC_DCCH_DATA_IND
[MAC][I][schedule ue spec] [eNB @], Frame 385, DCCH1->DLSCH, CC_id @, Requesting 185 bytes f
rom RLC (RRC message)

[SCTP][I][sctp_send_data] Successfully sent 61 bytes on stream 1 for assoc_id 2
[SCTP][I][sctp_eNB_flush_sockets] Found data for descriptor 43
[SCTP][I][sctp_eNB_read from_socket] Received notification for sd 43, type 32777
[PHY][IJUE @ : rnti 2eaf

[MAC][I][eNB_dlsch ulsch _scheduler] UE rnti 2eaf : in synch, PHR 48 dB CQI 15
[RRC][I]JUE rnti 2eaf faillure timer 6/20000

[PHY][IJUE @ : rnti 2eaf

[MAC][I][eNB_dlsch ulsch_scheduler] UE rnti 2eaf : in synch, PHR 46 dB CQI 15
iRRC][I]UE rnti 2eaf failure timer 0/20000
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UE  (MME

UE D

001533 00078:864333
@]

001534 00078:864338
)
001535 00078:864341

f LY EPQ A MME ¥

f437epc@Ff437epc: ~fopenair-cn/scripts

7F8BOT7FE700 TRACE MME-AP cn/src/mme_app/mme_app_context.c:0662
TF8BOTTFE700 TRACE MME-AP cn/src/mme_app/mme_app_context.c:0667

TF8BOTTFE700 DEBUG MME-AP cn/src/mme_app/mme_app_context.c:0988

or mme_ue slap id 0x00000001
001536 DOO78:864345 7F8BO77FE700 TRACE MME-AP cn/src/mme_app/mme_app_context.c:0677

001537 DOOT8:864352
001538 00078:864356
lease _complete()
901539 00080:371885
TATISTICS ==

001540 00080:371904

since last display|
00080:371909
(i)
00OBO:371914
5]
00080:371918
0
00080:371923
0
0O080:371927
0

00080:371931

TF8BO7TFE700 TRACE MME-AP cn/src/mme_app/mme_app_context.c:8721
7F8BOTTFETO0 TRACE MME-AP cn/src/mme_app/mme_app_context.c:1003

7F8BOTTFETO0 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0033

TF8BOTTFE700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0034

Removed since last display |

TF8BOTTFE700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0036
0

TF8BOTTFE700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0038
1

7F8BOTTFETO0 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0040
1 |

|

7F8BOTTFETO0 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0042
| 1

7F8BOT7FETO0 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0044
| 1 |

TF8BOTTFE700 DEBUG MME-AP src/mme_app/mme_app_statistics.c:0045
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Entering mme_notify ue context released
Leaving mme_notify_ue_context_released(

Deleting UE context associated in MME f
Entering mme_remove ue context()

Leaving mme_remove ue context()
Leaving mme_app_handle slap ue context re

Connected eNBs | 1
Attached UEs | ]
Connected UEs |
Default Bearers|

S1-U Bearers |




UE

UE (eNB y @&

DF LYeNBp y a

@ S E f437enb@Ffa37enb: ~fopenairinterface5g/cmake_targets/lte_build_oai/build

UE 1 (mcs 108, first rb 1, nb_rb 6, rb_table index 5, TBS 129, harg_pid @)
[MAC][I][schedule ulsch rnti] [eNB @][PUSCH 8/8d79] CC_id © Frame 397 subframeP 2 Scheduled
UE 1 (mcs 108, first rb 1, nb_rb 6, rb_table index 5, TBS 129, harqg_pid @)
[MAC][I][schedule ulsch _rnti] [eNB @][PUSCH 8/8d79] CC_id © Frame 480 subframeP 4 Scheduled
UE 1 (mcs 18, first rb 1, nb_rb 6, rb_table index 5, TBS 129, harqg_pid @)
[MAC][I][SR_indication] [eNB ®][SR 8d79] Frame 481 subframeP 5 Signaling SR for UE 1 on CC_ i
d o

[MAC][I][schedule ulsch _rnti] [eNB @][PUSCH 7/8d79] CC_id © Frame 481 subframeP 9 Scheduled
UE 1 (mcs 1@, first rb 1, nb rb 6, rb_table index 5, TBS 129, harg pid 7)
[MAC][I][SR_indication] [eNB ©][SR 8d79] Frame 482 subframeP 5 Signaling SR for UE 1 on CC i
d e

[MAC][I][schedule ulsch rnti] [eNB 8][PUSCH 1/8d79] CC_id © Frame 482 subframeP 9 Scheduled
UE 1 (mcs 18, first rb 1, nb_rb 6, rb_table index 5, TBS 129, harqg_pid 1)

[PHY][W][eNB B, CC @] frame 403, subframe 6, UE 1: ULSCH consecutive error count reached 28,
triggering UL Failure

[MAC][I][UL failure_indication] [eNB @][UE 1/8d79] Frame 403 subframeP 6 Signaling UL Failur
e for UE 1 on CC_id ® (timer 0)

[MAC][I][eNB_dlsch ulsch scheduler] UE 1 rnti 8d79: UL Failure after repeated PDCCH orders:
Triggering RRC

[RRC][W]Frame 423, Subframe 5: UL failure: UE 8d79 unknown

MAC: remove UE 1 rnti 8d79

[MAC][I][rrc_mac_remove ue] Removing UE 1 from Primary CC_id @ (rnti 8d79)

iPHV][I]rx_rf: rfdevice timing drift of -1 samples (ts off 31235683)
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3 A

CPU : 153470 RAM : 8 GB

w UEM o D Cloud

Web HDD : 500 GB ly Server Edge Servek W
Server
Ethernet Network PCIE Card 1 WAN (for Internet)
CPU : i#9750H
UE RAM : 8 GB 1y vnUE D vy
SSD : 256 GB
RJ45 RJ45 A CAT 5e 1 Web Server*l
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OSHhWindows 10 1909

Web
Server WampServer 3.2.0
WordPress 54.2
UE OShWindows 10 1909
VLC 2.2.4
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Cloud

Network \

Router

RequesViedo

Router

Reply videos Cloud Server

Video WAN IP 163.18.104.142

Edge Server (on EPC) \

“EN
At
S

Switch

-

WAN IP  163.18.104.12¢

iEdge Server EPC
L

5%
P 192.168.1.100 eNB WAN IP : 163.18.104.132
LAN [P 192.168.1.203 LAN IP : 192.168.1.203 j
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Wamp Servert

At  wampserver
A & dhttps://lwww.wampserver.com/en/

DOWNLOADS

WampServer is available for free (under GPML license) in two distinct versions : 32 and 64 bits. Wampserver 2.5 is
‘ ‘ not compatible with Windows XP, neither with SP3, nor Windows Server 2003. Older WampServer versions are
available on SourceForge.

WAMPSERVER

i WAMPSERVER 64 BITS (X64) 3.2.0 i  WAMPSERVER 32 BITS (X86) 3.2.0

— Wampserver 3.2.0 64 bit x64 — Apache 2.4.41 - PHP 5.6.40,7.3.12, 740 - — Wampserver 3.2.0 32 bit x86 — Apache 2.4.41 —PHP 5.6.40, 7.3.12, 740 -
MariaDB 10.4.10]10.3.20 — PhpMyAdmin 4.9.2 — Adminer 4.7.5 — PhpSysinfo MariaDB 10.4.10]10.3.20 — PhpMyAdmin 4.9.2 — Adminer 4.7.5 — PhpSysinfo

3.3.1. En option : PHP 7.0.33/7.1.33/7.2.25 — MySQL 5.7.28|8.0.18 3.3.1. En option : PHP 7.0.33/7.1.33/7.2.25 — MySQL 5.7 .28
changelog

changelog



https://www.wampserver.com/en/

Microsoft Visual C++

A Microsoft Visual C++201% 2013 2015

A WampServe! = D f

Microsoft Visual C++ 2012 Redistributable (x64) -...
Microsoft Visual C++ 2013 Redistributable (x64) -...

Microsoft Visual C++ 2015 Redistributable (x64) -...
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@ localhost

phpMyAdmin

d localhost

phpmyadmin

Apache 2.4 - MySQL5 &8 - MariaDB 10 - PHP5 &7

@ Wampserver

Version 3.2.3- 1
Server Configuration
Apache Version: 2.4.46 - Documentation
Server Software: Apache/2.4.46 (Win64) PHP/7.3.21 - Port defined for Apache: 80
PHP Version: 7.3.21 - Documentation
Loaded Extensions: ® apacheZhandler ® bcmath & hz2 ® calendar & com_dotnet

® Core ® ctype ® curl ® date » dom
® exif ® fileinfo ® filter * gd * gettext
® gmp ® hash ® jconv * imap * intl
® json ® |dap ® Jibxml * mbstring *  mysgli
®  mysqgind & openssl & pore ® PDO ® pdo_mysql
® pdo_sqlite ® Phar ® readline » Reflection ®  session
®  SimplexmML & soap & sockets ® SPL & sglite3
® standard ® tokenizer ®  widx » xdebug » xml
® xmireader ® xmirpc ®  xmlwriter * xs| * Zend OPcache
® zip ® zlib

MySQL Version: 5.7.31 - Port defined for MySQL: 3306 - default DBMS - Documentation MySQL
MariaDB Version: 10.4.13 - Port defined for MariaDB: 3307 - Documentation MariaDB - MySQL - MariaDB

Tools

& phpinfo()

j’\’ phpmyadmin

jb Add a Virtual Host

Your Projects Your Aliases

No projects yet.
2. phpmyadmin

To create a new one, just create 3
% phpsysinio

directory in www'.

Your VirtualHost
= localhost

Wampserver Forum
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B B phpMyAdmin
A vV
A

@ localhost/phpmyadmin/server_privileges.php?viewing_mode=server

1 y. Admin W CIEEEE MySQl 3306
@05 e 0 =RE | L] saL | G #E |= cHEsER B B @ EA L 2 U mE| o) B2u E 55
TfEEEEE -
O Es
| EERE-E
: EREEE  ITHEE TE SEHEE g AFTEE(Grant) B
- [ mysqlsession |gcalhost £ SUPER = & EEER 5 EH
[0 mysglsys  localhost £  usasE = & HEER 5 EY
an_schema [ root localhost £ ALL PRIVILEGES 2 & HEER|E EX
nce_schema t O =zg ZSEFE5. gE®
g
& FRERAEER

| & mpraneREES |

(RECHESREER  #2lEERsE )

[ AEEEREEEnERE -
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B B phpMyAdmin (2)

A BB
Au d9sA
A Wv i drootf437

i C7 == MySQL:3306

[ =pE | L) saL | G, % = gREKs 2 Ex | @ EA | L oEE | |

EH  EHE |ENZE| EASEH

AREETEIR ¢ EFHERSE

A\ GEE  EEESEES SN AERENER -

A |""-m | Strength: —= =
EHEA | e |

EE#E(Hashing)5% : | B4 MySQLBE v

E=TE ) |
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7 1

C7EEE MySQL-3306
O =8E | L saL | G #®e | =2 pEEEx | B Ex | 2 EA | P s U g ) 2

EHERSE B

EREEE THEHE =8 ZHER o

[] mysqlsession [gcalhost £ SUPER
[ mysgl.sys localhost £ USAGE
[ root localhost &  ALL PRIVILEGES

+ D22 ESfFEs5: gEw

TTE | (&

SET I (Grant) EE

=
&=

=
=

& BEER 5 EL
& SEER 5 EY
& SEER B ES

FiE

& FEERERR
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