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Classical Network Appliance Independent

Software Vendors
A p p roa c h Virtual Virtual Virtual Virtual

mhuu Apphnm Applhmo A»lhrm
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Ser Virtwal B Vmual 05 Vmual )‘T
A»‘hm mlum Appliance
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Message Session Border WAN Orchestrgted,
Controller Acceleration automatic &

Router . remote install.
Firewall Carrier Tester/QoE

Grade NAT stk Standard High Volume Servers
' @ @ Standard Hig! Volume Storage
SGSN/GGSN  PERouter ~ BRAS AL Ex kLT

Radio Access
Network Nodes

PE router: Provider edge router
; : DPI: Deep packet inspection
* Fragmented non-commodity hardware. Standafd High Volume BRAS: broadband remote access server

* Physical install per appliance per site.

. Ethernet Switches
* Hardware development large barrier to entry for new : ; ’
vendors, constraining innovation & competition. Network Virtualisation

ZORHE [ :ETSI NFV [ £ #2(NFV_White_Paper) Approach




A BiE

NFV or Network Functions Virtualization:

o Decoupling of network functions from underlying physical network infrastructure

o Move of traditional network functions usually deployed in proprietary hardware to
software running in virtual machines (VM) on general-purpose hardware and cloud
infrastructure

Legacy hardware-centric network infrastructure Virtualized Network Functions (VNFs)

- ﬁ
~ - r' — 1 r 1 — _] - @Z
] 2 Virtual Virtual Virtual Virtual
Message CDN Session border WAN appliance appllance appliance apphance |
router controller acceleration |

Network Functions Virtualisation Infrastructure|NFVI)

(, — ,j ﬁ ” 7
DM Firewall Carrier I‘J'dd!' Tester/Qok [>
NA

monitor

NFV MANAGEMENT AND
ORCHESTRATION (MANO)

ﬁ f N (—'j - . PE router: Provider edge router
SGSN/GGSN PE router BRAS nsz?\:::,,:(l:(:;:‘ Commodity Commodity Commodity DPI: Deep packet inspection
Servers Storage Networking BRAS: broadband remote access server

https://www.juniper.net/assets/us/en/local/pdf/nxtwork/alliance-perspective-challenges-and-best-practices-for-deploying-nfv-
sdn-redhat.pdf



A So, why we need/want NFV(/SDN)?
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A Cloud vs. NFV

CLOUD COMPUTING

(A2 L 2 L AR R 3§ J ......O....O
Virtual Virtual
Machine Machine

1 —

CLOUD COMPUTING VIEW

CPU
Core Core  Core | Core ” s VirtualHW 3

P00 00 00000

PSS TLITSSSINES

. : LA AAL LA L A LA AAL L L L AL

Core Core Core | Core

Hypervisor vSwitch
Hardware

NETWORK VIRTUALISATION VIEW Upstream Traffic Downstream Traffic

NFV

FASA A2 AL RS AR AT A AL LR L
Virtual Virtual
Machine Machine g
2

Core Core Core | Core

Core Core Core | Core

AL A L AR 2 3 1 1)
(AL L L A A L L L2

. ® >
¢ Virtual HW $ & Virtual HW $
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¢
.
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Hardware

R -http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-Full-IM15-Final-Screen-v150412.pdf



http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-Full-IM15-Final-Screen-v150412.pdf

A Cloud vs. NFV

CLOUD COMPUTING NFV
f 1. PERFORMANCE BOUND TO
\1. PERFORMANCE BOUND TO CPU /O & MEMORY ACCESS J
2. AGGREGATED VIEW OF 2. NUMA VIEW '
~ RESOURCES (CPU, memory, etc.) Internal architecture is relevant for guests
3. ENDPOINTS 3. MIDDLEPOINTS
\ Applications need the OS Data-plane network functions bypass the OS )
4. NODE-CENTRIC 4. NETWORK-CENTRIC
\Shapeless interconnection The network has a shape )
5. MANY AND SMALL VMs 5. FEW AND LARGE VMs

Z R 3 :http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-Full-IM15-Final-Screen-v150412.pdf



http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-Full-IM15-Final-Screen-v150412.pdf

R EEERESERIAE (SDN) RIRIHE

ngna;z{c}ﬁve Creates'network
culy o Sotware | 2oaraclons o
innovative Open Beied . |
applications Innovation Netaorks Innovation.

by third

parties.

Network
Functions
Virtualisation

Reduces CAPEX, OPEX,
Space & Power
Consumption.

https://portal.etsi.org/NFV/NFV_White_Paper.pdf



I\ SDONEINFVIB(LIZ R

- (FREFEEFCEEETREYE, MARESNKREERRIIM
o AT [l —AFEEL MR
 OJLAIR, BARRE—Ee (A
» NFVFISDNEfE& Bl — L B BRI (2 A
* A ZRIE B s TR 7o I ERES




I\ SONEINFVIEBLZE

SDN

NFV

W =

EREBHEMNAFEH A
MBENH > RERINYH
PERAT A RARETER TR
BIIERIRE S o

$E AR ab 4 4 b g dk ok e BB
72 78 48 B T &Y B I8 A2 - 38 3R
AT LA AEAR BT R AR AR AT
W RIS o

B &

£ P bk ] & T £ K&
Ry B0 o T RS
LEEEEMB RN -

WA RETIRE R ERN
#% > milx@m THRE K
TRREMEREE > M

RFF A SR AR Ao 2R AR Ty o
18 30 B9 3k 5 2 R -

AR AR B 2R B AR R A B9 o fiE T
& o B PRIR B RRFE AR o

SR BB R AR E N EIEZRNetwork Functions Virtualization#i#4




l Enablers for Network Functions Virtualisation

» Cloud Computlng

- FIRSTIRERERH AT FE RS BIB E R S IR P TR E R, UM (ERERE
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A Requirements
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A NFV Concepts

* Network Service (NS):

o NFVOZJH*'HHIEE’JNS descriptorf@A
- NEERET{E=ZEVNFE. VNFFIPNF(Physical Network Function)

* VNF Forwarding Graph (VNFFG):
- ANFVO#RHE EI’JVNFFG descriptorigR
- BIREHEVNFFG, VNFFINF

* VNF:

- HVNFEESEEHLAYVNF descriptorimiA

- HESERGTZIVMAIVNFES, TFEERAEREPEEIT(Virtual Deployment
Unit)




A NFV Framework
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G2 ZiEFIE LT/FRY HaE R RUEE A AR 2818
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!lﬂ M= ... NFV Management and Orchestration
Os-Ma i .
. | i NFV E
: OSS/BSS ' | Orchestrator :
| |
: — i E
' Or-Vnfm E
E EM 1 EM 2 EM 3 E Ve-Vnfm i Service, VNF and E
E : : : = ' : VNF Infm;tmcturc E
___ E T T T i | i Manager(s) Description i
P VNF 1 VNF 2 VNF 3 | ; =5 g
=""""''"""I'""''"""""""'" Vn-Nf“““"“""'i““""""'J ' -+ Vi-Vnfm E
NEVI i '
Virtual Virtual Virtual : i
Computing Storage Network . :
. . Nf-Vi | Virtualised Or-Vi E
Virtualisation Layer | —{ Infrastructure I :
VI-Ha I ! Manager(s)
. Hardware resources : 5
feeedhs] | Computing Storage Network : |
Hardware Hardware Hardware 58

PN IN .
’E‘*‘I-HEE o &—=& Execution reference points 4 Other reference points ?— Main NFV reference points
https://ictjournal.itri.org.tw/Content/Messagess/contents.aspx3&MmmiD=654304432122064271&MSID=654535310515120532



https://ictjournal.itri.org.tw/Content/Messagess/contents.aspx?&MmmID=654304432122064271&MSID=654535310515120532

A NFV Layers

E2E Network Service

Network Service

i VNF ______ VNF i
Y VNE | |[VNE | UNE I
_____ Logical Links :________________________JI

NFV Infrastructure

Virtual Virtual Virtual
Virtual Resources
Compute Storage Network
Virtualization Layer
Compute Storage Network

E R H :http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-
Full-IM15-Final-Screen-v150412.pdf



http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-Full-IM15-Final-Screen-v150412.pdf

A Network Forwarding Graph

« An end-to-end service may include nested forwarding graphs

. Seryice Chaining, £ VIL,\,.HEQEJ inEimAIARFSEEZEVNFEE 7S,
IS {[EE “‘E_JLXEé REERE. 4HATIAL.
______________________________ |
: oI T EIIIIT ;
! VNF 2A ~{ VNF 2C : | !
End | ! i"{;l"'IF"""‘____: -------- ol herne oo eennaes L VNF.3 4= - - End
Point RGN . : e Nl ! _3-: Pont
: [ VNF2B ' |
L mm———mTooTooo-s :
Virtualization Layer
Hardware

ZERLH H :http://www.dca.fee.unicamp.br/~chesteve/ppt/NEV-
Full-IM15-Final-Screen-v150412.pdf



http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-Full-IM15-Final-Screen-v150412.pdf

N FVJ_’:Lj(IjJ F'F'iga
1. MR ThRE(Virtualized Network Function, VNF)
2 AR INee etV B8 (NFV Infrastructure, NFVI)

3 {BIRTHAE RV ETRERFAAZE(NFV Management and Orchestration,
NFV MANO)

4. E1EIEZ 4 (Operation Support System, OSS) R {EZESIBR S
(Business Support Systems, BSS)

5.0RFS. BV 4giSIhEE -.-F*Ei_nﬂ** (SerV|ce VNF and Infrastructure
Description)

ISR

\ | | | | | - :%ME’RE :. .

| e L || g | o https://ictjournal.itri.org.tw/Content/Messagess/contents.

_____________ |""21;c iy aspx?&MmmID=654304432122064271&MSID=654535310
| = ‘r 515120532
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B EEMLEIRINEE(VNF)

Network Function

ool opDUooo

Switches, e.g., Open vSwitch

Routers, e.g., Click

Home Location Register (HLR),

Serving GPRS Support Node (SGSN),
Gateway GPRS Support Node (GGSN),
Combined GPRS Support Node (CGSN),
Radio Network Controller (RNC),

Serving Gateway (SGW),

Packet Data Network Gateway (PGW),
Residential Gateway (RGW),

Broadband Remote Access Server (BRAS),
Carrier Grade Network Address Translator (CGNAT),
Deep Packet Inspection (DPI),

Provider Edge (PE) Router,

Mobility Management Entity (MME),
Element Management System (EMS)



B EEMLEIRINEE(VNF)

- WIhEE E AR EA RN E R R I e AR THE B X4 (Element
Management System EMS)4E 5%, HU%M: SRV TR EBIRERAFE
BHOERSR, SAREREEEFTEGRIIIeE, HIIE=REIFZHFETE(3GPP

S FREIE 1‘§(LTE)EPCEJEI’J1TE3 ETHERE(Mobility I\/Ianagement Entity,

MME). BR73REI1E28 (Serving Gateway SGW) . H8 &K 48K E‘g%
(Packet Data Network Gateway, PGW)ZIgE,

)

._I

- —{EVNFRI B EE—E S ERYER s (Virtual Machines, VM) L,
EMS ,EVNFE’Jt EEETH, E%E# VNFéz =V tEED)) =E|'JE|\/|S;T,\E
TRl REE—F EI\/ISﬂ_j,_J cEIFEIEZ(EAVNF, EMSEEVNFRIES1E
VERVCESAEREIEE, B /aE e S s e,




B AIRINEEERMCERERR (NFVI)
%, TEEEEREZIR(Virtualised

* NFVIZNFVREIBFHREARAPNERZ
Resources) & kﬁ == (Vlrtua |sat|on Layer) . & 88 & & (Hardware
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B _.i JEEATIE E,%E%Q)EI’JEEE‘?Z’%/E, ERERI TR E ‘;%Efif R R H,
E’%ET\EE TES, HERESRERMLE, @EJZZ%TE@ RERE K RV =R

El

- Sy,

° ﬁEEVN F&EMS%’;’&E&B"N FVIZJ: NFVIFE:R 2 EEE Kﬁmﬁs@%ﬁfﬁ
&

il

]]]Bj‘

I

S T
EES E—He J\T 1 FrEE RV E5E
VN FE’}] /52 E %EZT‘% A=, _L rE VNF JH =R
. NFV Management and Orchestration
Os-Ma |
A osmss —— |,
EM 1 EM 3 Ve-Vnfm
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D\ {EEEINEEE ML ERERB(NFVI)

* NFVITEZEERE VN FREHIEEESIERESE AR, R4 7 —(EFI FEEIT
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D\ {EEEINEEE ML ERERB(NFVI)

 NFVISz#527&ENFVRAIF0ERER,

Mobile Base Station ‘ N
glA '
=

A

Fixed
Access

NFVlIaaS

AL H :ETSI NFV H 52 & (NFV_White_Paper3)



D\ (ErEIhatEEsHL EEEIFERIZ(NFV MANO)

NFV MANOIJgERIEANFVi IR PiE TR SRR EERAE
—_Eﬂa}ﬁu..ﬁfﬁm}' (Orchestrator). VNF&EIE(VNF Manager),ﬁﬁﬁ{ﬁ*- e

22 =18 (Virtualised Infrastructure Manager) =1{@&gf%

Gl I

o -
+

- SEEREREEERIFERE, NFV MANO#SIH, MEitiEarms
BB K, BF&E S HEVNFRY A &8 Hf (Lifecy cle) {5140 8 Bl 11
(Instantlatlon) AR (Scaling). &, 23, ,Z&t

- NFV I\/IANOﬁ,%fﬁﬂﬂﬂﬂﬁiaﬁ’]/\lﬂﬁgfﬂ(PoI|c Management). 3¥BEEEHI
EHRRRf SR e EREE X, BRI IHRE I)?EI’J@EE WJ!Z[I?%f AL

&R, B ﬂ- g% R =R (Energy Efficiency) . & & £F 12 (Resource
Reclamatlon)




D\ (EEsINsEE M S TERRERIE(NFV MANO)

- NFVO, B52HEERkSS, W/ ERERANREImHFIEE LR E
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VNFRIHEFS /4870, VNF%WJE’JﬁQﬂ: S EHEINFVO R fOsE (4R 508,
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[EFIZE R ETE,

- VIM, TEESSERQRBEEER, ERUCERINEE, BESESH,
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A NFV Reference Points

» |dentifying the communication that must occur between the
functional blocks to exchange information .

» |dentifying and defining these is important to ensure that
the flow of information is consistent across the vendor
Implementation for functional blocks

NFV Management and Orchestration

Os-Ma i
OSS/BSS — mﬂ:f::;
EM 1 EM 2 EM 3
_:- VMNF 1 (MF 2 VINF 3
Ty wwn .l---u-n v-i\ufn N e - -Z--r swmnsd i ll"l- _V I'm
NFVI !
firtua Virtual Virtual SRy .
: ('1:11::1:11]: Sl:.:r::‘l._:u Nu:l::;rk E* ‘I’HX E .
L Virtualisation Layer | I‘*r ualised Or:Vi https://ictjournal.itri.org.tw/Content/Messagess/
: ) ) 1 ure I !
: — | Man = - contents.aspx?&MmmID=654304432122064271
""" e | el | I &MSID=654535310515120532
— ccution reference points | po —t  Main NFV reference po



https://ictjournal.itri.org.tw/Content/Messagess/contents.aspx?&MmmID=654304432122064271&MSID=654535310515120532

A NFV Reference Points

 (Os-Ma-nfvo(Os-Ma): To define the communication between OSS/BSS
and NFVO. This is the only reference point between OSS/BSS and the
management block of NFV (MANO).

 Ve-Vnfm-vnf: To define the communication between VNFM and VNF. It
is used by VNFM for VNF lifecycle management and to exchange
configuration and state information with the VNF.

* Ve-Vnfm-em: To define separately for communication between the
VNFM and EM functional blocks. It supports VNF lifecycle management,
fault and configuration management, and other functions, and it is only
used if the EM is aware of virtualization.



A NFV Reference Points

Nf-Vi:To define the information exchange between VIM and the functional
blocks in NFVI. VIM uses it to allocate, manage, and control the NFVI
resources.

Or-Vnfm: Communication between NFVO and VNFM happens through this
reference point, such as VNF instantiation and other VNF lifecycle-related
information flow.

Or-Vi: The NFV orchestrator (NFVO) is defined to have a direct way of
communicating with VIM to influence the management of the infrastructure
resources, such as resource reservation for VMs or VNF software addition.
Vi-Vnfm: To define the standards for information exchange between VIM and
VNFM, such as resource update request for VM running a VNF.

Vn-Nf: This is the only reference point that doesn’t have a management
functional block as one of its boundaries. This reference point is meant to
communicate performance and portability needs of the VNF to the
infrastructure block.



l Impact on Operations Support Systems (OSS)
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l Impact on Operations Support Systems (OSS)
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A NFV Software Architecture
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A SDN in NFV architecture
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A SDN in NFV architecture
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A SDN in NFV architecture

Realtime Traffic

Controller EEsEREN

Virtualisation Layer

Hardware Ressources

Computing Storage Network OpenFlow
Hardware Hardware Hardware S0

Orchestrator

VNF
Managers

Vi-Manager

onng
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A SDN in NFV architecture

1- SDN controller as a VIM, Virtualized Infrastructure Manager
2- SDN controller as a VNF
3- SDN controller in the NFVI
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A SDN in NFV architecture

SDN Application

Application Control

Interface
Orchestration Controller-Controller
Interface Interface
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SDN Resource
(Network Resource)
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A SDN in NFV architecture

« SDN enabled Virtual EPC — ETSI NFV POC#34 (source: ETSI NFV)
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l NFV Reliability and Availability
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l NFV Reliability and Availability
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l NFV Reliability and Availability

. STEIARIMPEBAISTE

R

® /
M
5]

A

ma—tE

Eo =

TEEXEHYEE

SHAEITZEARENFV MAN OﬁEM—*rEI’J

Bt S 7’3‘ A, RS R B
PR B N LE B AU AR

S FiEE

7’5 =R LAS

(E

B, LERBSHIAERIEEES:

RREER (REER) |, Ead SRRk



A NFV Performance and Portability
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A NFV Performance and Portability

80 Gbps per COTS blade

VM " @vPoP
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A NFV Security
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Topology Validation & Enforcement

Availability of Management Support Infrastructure

Secured Boot

Secure Crash
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A Use Case
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A Use Case
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A Use Case
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A Use Case

e QOverview of NFV Use Cases
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A Use Case

« Switching elements: BNG, CG-NAT, routers.

* Mobile network nodes: HLR/HSS, MME, SGSN, GGSN/PDN-GW.

* Home networks: Functions contained in home routers and set top boxes to create
virtualised home environments.

 Tunnelling gateway elements: IPSec/SSL VPN gateways.

* Traffic analysis: DPI, QoE measurement.

* Service Assurance: SLA monitoring, Test and Diagnostics.

* NGN signalling: Session Border Controller (SBC), IMS.

» Converged and network-wide functions: AAA servers, policy control and charging
platforms.

* Application-level optimisation: CDNs, Cache Servers, Load Balancers,
Application Accelerators.

. Secturitty functions: Firewalls, virus scanners, Intrusion detection systems, spam
protection.



A Use Case

 Cloud:
1. NFV infrastructure as a service (NFVIaaS) like laaS
2. Virtual Network Functions (VNFs) as a service (VNFaaS) like SaaS
3. VNF forwarding graphs (Service Chains)
4. Virtual Network Platform as a Service (VNPaaS) like PaaS

 XaaS for Network Services (FE[E)




A Use Case
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A NFV Infrastructure as a Service (NFVlaaS)
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A NFV Infrastructure as a Service (NFVlaaS)
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A NFVliaaS: Multi-domain Example
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l Virtual Network Functions as a Service (VNFaaS)
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l Virtual Network Functions as a Service (VNFaaS)
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A Virtual Network Platform as a Service (VNPaaS)
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A Virtual Network Platform as a Service (VNPaaS)
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A Use Case

Cloud:

1. NFV infrastructure as a service (NFVIaaS) like l1aaS

2. Virtual Network Functions (VNFs) as a service (VNFaaS) like SaaS
3. VNF forwarding graphs (Service Chains)

4. Virtual Network Platform as a Service (VNPaaS) like PaaS

« Mobile:
5.Virtualization of the Mobile Core Network and IMS(IP Multimedia Subsystem)
6.Virtualization of Mobile Base Station

e Data Center:
7.Virtualization of CDNs

« Access/Residential:

8.Virtualization of the Home environment
9.Fixed Access NFV



A Mobile Core Network and IMS
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A v-EPC and use cases for v-IMS
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A Virtualization of Mobile Base Station
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A Virtualization of Mobile Base Station

Base Station Virtualization & Cloud RAN Architecture ;

Existing Deployed Topology Cloud RAN Topology

Network Datacenter
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A Virtualization of CDNs
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A Virtualization of CDNs

vLUNI

vCDN1 '

Network L

vCDN1 vCDN2
vCON2 vCDN1 vCDN2

| End users l

Principle of different vCDN cache nodes deployment in Virtualised environment
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l Home Environment
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 Residential Gateway (RGW) for Internet

« VOIP services(Voice over Internet Protocol)

» Setup Box (STB) for Media services normally supporting local storage for
PVR(personal video recorder) services
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A Home Environment

--Simplifying Operation and Service Deployment

Home environment Network environment

CPE

Operation and service
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l Home Environment

--Virtual Residential Gateway
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A Fixed Access NFV
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A Access Networks Virtualization

P _« Target Network functions
- | for virtualization may
include control functions

from:
OLT DSLAM ONU ONT
MDU DPU
FTTH
FTTdp
MDU/DSLAM / ETH Switch Node
FrTB/c [ | 5= e se——— . VR : ~
1Ty T & REHHX H :http://www.dca.fee.unicamp.br/~chesteve/ppt/NFV-
ETTX E Q el | Full-IM15-Final-Screen-v150412.pdf

Access Network Functions Virtualization will be
initially applied to hybrid fiber-DSL nodes such as FTTcab and FTTdp
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A NFV For 5G
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End-to-end Service Management, Edge Computing, Cloudification of
the Radio Access Network(RAN), Multi-site/domain Services, NFV
License Management, Security, Reliability, and Scalability



A Network Slicing
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A Network Slicing
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A Network Slicing
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A Cloud-native Network Functions
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A Cloud-native Network Functions
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A Cloud-native Network Functions
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A End-to-end Service Management
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A End-to-end Service Management
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A Edge Computing

- XFFEE

AN

R\,

EQF ORI

Ea(H EELL%XEﬁHﬁ%QESGB'Zﬂ‘IE’JIi

: Ex SURHYAE IS T REIERS

Mt LIETT.

c ERIEES

5GHYF?

2 EEEHRAEE

=

JE

5,
Ll
BE3E

A N4 HEDDBERTERS

M=

EiNFV R,

SIESGCHREREIEREE

J&: gﬁ#‘ﬁ . JE A 11 -%_‘

S EEUNFVI,

-|:|-/\

mE:J‘ JJZ|3

BiER




A RAN Cloudification
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A RAN Cloudification
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A Multi-site/domain Services
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A NFV License Management
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A Security
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B Reliability
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A Scalability
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