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EPC<>5GC Correspondence

EPC <> 5GC Correspondence

EPC 5GC

MME - AMF + SMF + AUSF
SGW - UPF
PGW o UPF
PCRF - PCF
HSS - UDM
EPC 5GC
EPC-NAS - N1
$1-MME o N2
51-U - N3
511 - N4
RX - NS
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LTE/SG

LTE (Option 1)

Control Plane Protocol Stack

NAS NAS
Relay
RRC RRC S1-AP S1-AP
PDCP PDCP SCTP SCTP
RLC RLC IP P
MAC MAC L2 L2
L1 L1 L1 L1
S1-MME
5G (Option 2)
Session Management
NAS-SM ' g NAS-SM
Mobility Management Relay
Relay
NG-AP NG-AP
5G-AN 5G-AN SCTP SCTP N11 N11
Protocol Protocol P IP
Layer Layer
L2 L2
L1 : L1 ‘
UE 5G-AN N2 AMF N1l SMF
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UE to AMF (S1AP)

S1-AP

SCTP

S1-AP

SCTP

L2

L1

L2

eNodeB

S1-MME

L1

MME
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UE to AMF (NGAP)

NG-AP

SCTP

NG-AP

SCTP

L2

L1

L2

RAN

N2

L1

AMF
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AMF to SMF(N11)

GTP-C GTP-C
UDP UDP
IP IP
L2 L2
L1 L1

AMF N11 SMF



SMF to UPF (N4)

PFCP ; PFCP
UDP i UDP
P | P
L2 i L2
L1 3 L1
CP function L UP function
Sx and N4 reference point
GTRU : GTP-U
UDP | UDP
P 3 1=
L2 § L2
L1 | L1
CP function ‘. UP function

Sx and N4 reference point

Control Plane

User Plane
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LTE/5G User Plane Protocol Stack for 3SGPP Access

LTE (Option 1)

Application
P P
PDCP Relay Relay R
‘ PDCP | GTP-U GTP-U | GTP-U ‘
RLC RLC | UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
LTE-Uu S1-U S5/S8 SGi
UE eNodeB Serving GW PDN GW
5G (Option 2)
Application
PDU Layer PDU Layer
Relay r ~< : B _Raa; - _/_/_/7:
GTP-U GTP-U ~ ~ GTP-U GTP-U
5G-AN 5G-AN T |
Protocol Protocol UDP/IP UDP/IP UDP/IP UDP/IP
Layers Layers e J
2 R, 2 12 12
F-————+F+---——- .
L1 i L1 L1 L1
UE 5G-AN UPF UPF
(PDU Session Anchor)

15
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Protocol Stack

Control Plane User Plane
- gNB AMF ETTTTYTSLT T
NAS <« > NAS v . X —
RRC < > RRC
PDCP < i > PDCP
PDCP < > PDCP i
} | RLC < > RLC
RLC  « >  RLC |
MAC s MAC MAC < > MAC
PRy i »  PHY PHY |« s, PHY

SDAP (Service Data Adaptation Protocol) layer
 Mapping between a QoS flow and a data radio bearer
* Marking QoS flow ID (QFI) and reflective QoS (RQoS)
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Srrkieied OS : Ubuntu 18.04 Ex# HSS - AMF -~

Ubuntu : SMF ~ PCRF4r
4.15.0-43-generic UPE# &

Free5GC ‘@” gg https://bitbucket.org/nctu_5g/free5gc.git

EER I Tt
Gcce
GO

MongoDB
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— 7y Y

WNC OSQ4G-01E2 (4G LTE Small Cell

D-Link DWR-1012 (4G LTE Small Cell)

GemTek WLTGFC-101 (4G LTE Small
Cell)

3GPP Rel-13 compliance kx#eNB# s

3GPP Rel-12 compliance

3GPP Rel-9 compliance
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S

#% 4 Kernelszx z_

o FritKernelsx &
* uname -a

freeS5gc@ubuntu: ~

File Edit View Search Terminal Help
free5gc@ubuntu:~5 uname -a

Linux ubuntu 4.15.0-43-generic| #46-Ubuntu SMP Thu Dec 6 14:45:28 UTC 2018 x86_ 64
X86 64 xB6 64 GNU/Linux
free5gc@ubuntu:~%$

20



KVM Environment Setup

* VM NIC Cards :

- NIC for connecting to the Internet :
 Network source: Virtual network - NAT
e |Interface name in VM: ens33

- NIC for connecting to eNB :
* Network source: Host device <Host Interface Name>
e |nterface name in VM: ens38

21



0. Add Another Bridge NIC( First )

# Add another network adapter with bridge mode to connect to your eNodeB

freeSgc - ViMware Workstation 13 Player (Mon-commercial use only) - O X

Player> | |1 ~ & B O, ©

File

Power

Remaovable Devices
Send Ctrl+Alt+Del
Manage

i edec

0

Full Screen

Unity

O

Help

Exit

? Sat 03:14

File Edit v
ST ¢ free5gc@ubunt
i’ ek b e s _ e5gc$ . /free5gc-amfd free5gc@ubuntu:~/fre
Ctil+Alt+Enter | L9 Message Log eme 1.0.0 - Jul 17 2019 00:12:06 free5GC daemon v1.0.0 - Jul 17

[ Wirtual Machine Settings...  Ctrl+D

e 65] : ' fhome/free5gc/free5gc/install/v PID[87532] : '/fhome/free5gc/f
> ar/run/free5gc-amfd/pid’ 1/var/run/freesgc-smfd/pid"’

ee5gc/free5gc/finst File Logging : '/home/free5gc/free5gc/install File Logging : '/fhome/free5gc
/pid’ fvar/log/free5gc/free5gc.log’ all/var/log/free5gc/free5gc. log

» Go Player -> Manage -> Virtual Machine Setting

22



Add Another Bridge NIC(cont.)

* Select Add to choose Hardware Type
e Select Network Adapter

Hardware Options
Device Summary Device status
E=IMemary 468 [ Connected
4 Connect at power on
[=\Hard Disk (5C51) 2ce
() cofovp (saTa) | Add Hardware Wizard
2 Network Adapter etwork
S Netwark Adapter Hardware Type . bte
USE Contraller What type of hardware do you want to install? I
c]t Sound Card Configure Adapters
Printer Hardware types: Explanation
d pl
Clpisplay [\Hard Disk Add & network adapter. host
(%) CD/OVD Drive
Fluppy Drive
Network Adapter
USB Contraller
c}o Sound Card
[l Parallel Port
Serial Part &
= Printer te. Advanced...
Generic SCSI Device
Cancel
Add...
Cancel Help

23



Add Another Bridge NIC(cont..)

« Network connection : Bridged
« Configure Adapters
« OK

Virtual Machine Settings X

Hardware Options

Device Summary Device status
EIMemory acE [ Connected
Processors 4 Connect at power on
=\ Hard Disk (5CSI) 32GB
(%) CDJDVD (SATA) Using file C:\Program Files {x... Network connection
S Network Adapter MNAT (®) Bridged: Connected directly to the physical netwark

Network Adapter 2 Bridged (Automatic) [[JReplicate physical network connection state

USE Controller Present
c} Sound Card Auto detect Configur e Adeplers
(1 Printer Present (OINAT: Used to share the host's IP address
[Cpisplay Auto detect

(C)Host-only: A private network shared with the host
(O Custom: Spedific virtual network

VMnetd
O LAM segment:

LAN Segments... | | Advanced...

Add... Remove

Cancel Help



1. MongoDB MongoDB Setup ( First)

# Install MongoDB 3.6.3, MongoDB 1.11.4.
 sudo apt-get update
 sudo apt-get -y install mongodb wget git

 sudo systemctl start mongodb
- (if '/usr/bin/mongod' is not running)

free5gc@ubuntu: ~

File Edit View Search Terminal Help
free5gc@ubuntu:~$ sudo apt-get update
://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
://us.archive.ubuntu.com/ubuntu bicnic InRelease
://ppa.launchpad.net/wireshark-dev/stable/ubuntu bionic InRelease
://us.archive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
://security.ubuntu.com/ubuntu bionic-security/main amd64 Packages [451 kB]
://us.archive.ubuntu.com/ubuntu bionic-backports InRelease [74.6 kB]
://us.archive.ubuntu.com/ubuntu bionic-updates/main 1386 Packages [559 kB]
://security.ubuntu.com/ubuntu bionic-security/main 1386 Packages [348 kB]
://us.archive.ubuntu.com/ubuntu bionic-updates/main amd64 Packages [682 kB]
://security.ubuntu.com/ubuntu bionic-security/main amdé4 DEP-11 Metadata [24.2 kB]
://security.ubuntu.com/ubuntu bionic-security/main DEP-11 48x48 Icons [18.4 kB]
://security.ubuntu.com/ubuntu bilonic-security/main DEP-11 64x64 Icons [31.7 kB]
://security.ubuntu.com/ubuntu bionic-security/universe amd64 Packages [572 kB]
://us.archive.ubuntu.com/ubuntu bionic-updates/main amd64 DEP-11 Metadata [283 kB]
://us.archive.ubuntu.com/ubuntu bionic-updates/main DEP-11 48x48 Icons [66.7 kB]
://security.ubuntu.com/ubuntu bionic-security/universe 1386 Packages [565 kB]
://us.archive.ubuntu.com/ubuntu bionic-updates/main DEP-11 64x64 Icons [138 kB]
://us.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 Packages [972 kB]
://security.ubuntu.com/ubuntu bilonic-security/universe amd64 DEP-11 Metadata [41.3 kB]
://security.ubuntu.com/ubuntu bionic-security/universe DEP-11 48x48 Icons [16.4 kB]
://security.ubuntu.com/ubuntu bionic-security/universe DEP-11 64x64 Icons [111 kB]
://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 DEP-11 Metadata [2,464 B]
.archive.ubuntu.comjubuntu bionic-updates/universe i386 Packages [955 kB]
.archive.ubuntu.com/ubuntu bionic-updates/universe Translation-en [294 kB]
.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 DEP-11 Metadata [249 kB]
.archive.ubuntu.com/ubuntu bionic-updates/universe DEP-11 48x48 Icons [195 kB]
.archive.ubuntu.com/ubuntu bionic-updates/universe DEP-11 64x64 Icons [419 kB]
.archive.ubuntu.com/ubuntu bicnic-updates/multiverse amd64 DEP-11 Metadata [2,468 B]
.archive.ubuntu.com/ubuntu bionic-backports/universe amd64 DEP-11 Metadata [7,224 B]
in 14s (513 kB/s)
lists... Do
sudo apt-get -y install mongodb wget git
lists... Done

Reading state information... Done

git is already the newest version (1:2.17.1-1ubuntu@.4).

wget is already the newest version (1.19.4-1lubuntu2.2).

mongodb is already the newest version ( 6.3-6ubuntul.1).

The following packages were automatically installed and are no longer required:
amdé4-microcode intel-microcode iucode-tool libmeongoc-1.0-0 libsnappy-dev
thermald

Use 'sudo apt autoremove' to remove them.

© upgraded, @ newly installed, @ to remove and 51 not upgraded.

free5gc@ubuntu:~5 sudo systemctl start mongodb




Check Golang Version

# Check if golang is installed

e JO version .

File Edit View Search Terminal Help
ee5gc@ubuntu:~$ go version
o version gol.10.4 linux/amd64
ntu:~$§

ee5gc@ubuntu:~5
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Golang% #

# If not, run commands below

* wget -q
https://storage.googleapis.com/golang/getgo/installer_linux
« chmod +x installer_linux
« ./installer_linux .
. File Edit View Search Terminal Hel
o Source ~/.baSh prOflle freeSgc@lﬂbunturS wget -q httpsp:,n’,fstorage.googleapi_s.com}golan
- g/getgo/installer_linux
freeS5gc@ubuntu:~$ chmod +x installer_Llinux

rrT] -f ir]f;tfilleer;_Jir]lj)( free5gc@ubuntu:~$ ./installer_linux

Welcome to the Go installer!

Downloading Go version gol.12.7 to /home/freeSgc/.go
This may take a bit of time...

Downloaded!

Setting up GOPATH

GOPATH has been set up!

One more thing! Run "source /[home/free5gc/.bash_profile” to pe
rsist the

new environment variables to your current session, or open a
new shell prompt.

freeS5gc@ubuntu:~$ source ~f.bash_profile

freeS5gc@ubuntu:~$ rm -f installer_linux

free5gc@ubuntu:~$ I

27



Golangx #(cont.)

 go get -u -v "github.com/gorilla/mux’
* go get -u -v "golang.org/x/net/http2"
* go get -u -v "golang.org/x/sys/unix"

freeS5gc@ubuntu: ~

File Edit View Search Terminal Help

free5gc@ubuntu:~$ wget -q https://storage.googleapis.comfgolan
g/getgo/installer_linux

free5gc@ubuntu:~$ chmod +x installer_linux
freeS5gc@ubuntu:~S$ . /finstaller_linux

Welcome to the Go installer!

Downloading Go version gol.12.7 to fhome/freeSgc/.go
This may take a bit of time...

Downloaded!

Setting up GOPATH

GOPATH has been set up!

One more thing! Run “source /fhome/free5gc/.bash_profile’ to pe

rsist the

new environment variables to your current session, or open a

new shell prompt.

free5gc@ubuntu:~$ source ~f.bash_profile

free5gc@ubuntu:~$ rm -f installer_linux

free5gc@ubuntu:~$ go get -u -v "github.comfgorilla/mux"

github.com/gorilla/mux (download)

free5gc@ubuntu:~5 go get -u -v "golang.org/x/net/http2"

Fetching https://golang.org/x/net/http2?go-get=1

Parsing meta tags from https://golang.org/x/net/http27go-get=1
(status code 280)




TUN Device

#Write the configuration file for the TUN device.

« sudo sh -c "cat << EOF > /etc/systemd/network/99-free5gc.netdev
[NetDev]

Name=uptun

« Kind=tun

« EOF"

 sudo systemctl enable systemd-networkd
« sudo systemctl restart systemd-networkd

free5gc@ubuntu: ~

File Edit View Search Terminal Help
freeS5gc@ubuntu:~$ sudo sh -c "cat << EOF > Jetc/systemd/network/99-free5gc.netdev
[NetDev]
Name=uptun
Kind=tun
EOF"
[sudo] password for freebgc:
freeS5gc@ubuntu:~5 sudo systemctl enable systemd-networkd
free5gc@ubuntu:~S$ sudo systemctl restart systemd-networkd
free5gc@ubuntu:~$ I
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|IPv6 Disabled for TUN Device

#If IPv6 is disabled for TUN device, please
remove Address=cafe::1/64 from below

sudo sh -c "cat << EOF > /etc/systemd/network/99-free5gc.network
[Match]

Name=uptun

[Network]

Address=45.45.0.1/16

Address=cafe:.1/64

EOF*

sudo systemctl enable systemd-networkd
sudo systemctl restart systemd-networkd

free5gc@ubuntu: ~

File Edit View Search Terminal Help

free5gc@ubuntu:~$ sudo sh -c "cat << EOF > Jetc/systemd/network/99-freeSgc.network
[Match]
Name=uptun

[Network]
Address=45.45.0.1/16
Address=cafe::1/64
SUFORS
[sudo] password for freeSgc:
free5gc@ubuntu:~$ sudo systemctl enable systemd-networkd
free5gc@ubuntu:~S sudo systemctl restart systemd-networkd
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Check If Uptun is Up

 sudo apt-get install net-tools

free5gc@ubuntu: ~

File Edit View Search Terminal Help

free5gc@ubuntu:~$ sudo apt-get install net-tools

[sudo] password for freeb5gc:

Reading package lists... Done

Building dependency tree

Reading state information... Done

net-tools is already the newest version (1.60+git20161116.968da8a@-1ubuntul).

The following packages were automatically installed and are no longer required:
amd64-microcode intel-microcode iucode-tool libmongoc-1.0-0 libsnappy-dev
thermald

Use 'sudo apt autoremove' to remove them.

® upgraded, ® newly installed, ® to remove and 51 not upgraded.

free5gc@ubuntu:~%
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Install the Depedencies for Building the Source

e sudo apt-get -y install autoconf libtool gcc pkg-
config git flex bison libsctp-dev libgnutls28-dev
libgcrypt-dev libssl-dev libidnll-dev
libmongoc-dev libbson-dev libyaml-dev

freeSgc@ubuntu: ~ M

File Edit View Search Terminal Help

freeSgc@ubuntu:~$ sudo apt-get -y install autoconf libtool gcc pkg-config git f1l
ex bison libsctp-dev libgnutls28-dev libgcrypt-dev libssl-dev libidnll-dev libmo
ngoc-dev libbson-dev libyaml-dev

32



2. Freebgc Git Clone and Compille

git clone https://bitbucket.org/nctu_5g/free5gc.git
cd freebgc

autoreconf -iv

Jconfigure --prefix="pwd /install

make -] nproc

make install

freeSgc@ubuntu: ~/free5gc

File Edit View Search Terminal Help
:~$ git clone https://bitbucket.org/nctu_Sg/freeSgc.git

:~$ cd free5gc
freeS5gc@ubuntu:~/free5gcS autoreconf -1iv
free5gc@ubuntu:~ $ ./configure --prefix="pwd /install
free5gc@ubuntu:~/ gc$S make -j ‘nproc’
free5gc@ubuntu:~/free5gc$ make install
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H \‘—'0\.} ;H:

« .[test/testngc -f
Install/etc/free5gc/test/free5gc.testngc.conf

free5gc@ubuntu: ~/free5gc
File Edit View Search Terminal Help
free5gc@ubuntu:~/free5gcs ./testftestngc -f install/etc/free5gc/test/free5gc.tes
tngc.conf
File Logging : '/home/free5gc/free5gc/install/var/log/free5gc/free5gc.log’
MongoDB URI : 'mongodb://localhost/free5gc’
Configuration : 'install/etc/free5gc/test/free5gc.testngc.conf’
slap_message_test : SUCCESS
nas_message_test : SUCCESS
gtp _message test : SUCCESS
security test : SUCCESS
SUCCESS
: SUCCESS
: SUCCESS

All tests passed.
Freeing memory.
freeSgc@uhuntu:—ffreeﬁan
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Check the Environment of NIC

#NIC for connecting to the Internet :
- ens33

#NIC for connecting to eNB :
- Ens38

* ifconfig

free5gc@ubuntu: ~
File Edit View Search Terminal Help
free5gc@ubuntu:~5 ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.72. netmask 255.255.255.08 broadcast 192.168.72.255
inet6 feBO::5e61:564c:2715:7577 prefixlen 64 scopeid @x20<link>
ether 80:0c:29:95:93:f7 txqueuelen 1000 (Ethernet)

RX packets 138321 bytes 28477083 (28.4 MB)

RX errors @ dropped @ overruns @ frame 0

TX packets 73615 bytes 11944247 (11.9 MB)

TX errors ® dropped © overruns © carrier ® collisions 0
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3. Configing the Core Network and Adding User Information

sudo ifconfig ens38 192.188.2.2

cd frees5gc/webul/

* sudo apt install npm

npm install RSB =R

File Edit View Search Terminal Help
free5gc@ubuntu:~/free5gc/webuiS npm run dev

npm ru n dev > nextepc@®.3.9 dev /home/free5gc/free5gc/webui

> node server/index. js

> Using external babel configuration
= Location: "/fhomeffree5gc/free5gc/webui/.babelrc”

accounts.count({}, {})

> Ready on http://localhost:36000
subscribers.ensureIndex({ imsi: 1 }, { unique: true, background: true })
accounts.ensureIndex({ username: 1 }, { unique: true, background: true })




Successfully

#Successfully visit http://localhost:3000

File

accounts

1)

accounts

1)

accounts

1)

accounts

1)

accounts

1)

accounts

1)

accounts

1)

accounts

1)

accounts

Edit View Search Terminal Help

.findOne({
.findOne({
.findOne({
.findOne({
.findOne({
.findOne({
.findOne({

.findone({

.findOne({

free5gc@ubuntu: ~ffreeSgcfwebui

username:
username:
username:
username:
username:
username:
username:
username:

username:

fields:

fields:

fields:

fields:

fields:

fields:

fields:

fields:

fields:
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http://localhost:3000/

Add User Information
Visit http://localhost:3000

- Username : admin
- Password : 1423

Add a subscriber with IMSI, K, OPc

B USIM information (in this example)

- IMSI 208930000000003
- K 8baf473f2f8fd09487cccbd7097c6862
- OPc 8e27b6af0e692e750f32667a3b14605d

= free5GC 2

S ave Edit Subscriber

Subscriber Configuration

IIIII
DDDDDDDDDDDDDDD

uuuuuuuu
sssssssssssssssssssssssssssssssss

APN Configurations

Access Point Name (APN)*

CCCCCC
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http://localhost:3000/

* 4
%

(J? + R ’g\&ﬁ¢f~ =

;@ npminstall#_F % 2% /7 > npmZ% 2
\:1 j:'r “L o

%)
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4. Rebuild Project

(Ctrl-C kill free5gc-ngcd)

make maintainer-clean

rm -rf ./install

git pull

autoreconf -iv

Jconfigure --prefix="pwd /install
make -] nproc

make install

/freebgc-ngcd
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S O T SO B

5.4 # ¥ 2% % OAleNB#; i

% #Ubuntu 14.04 Linux 3.19 Low-latency Kernel
P17 303 3 T L OAI eNBix #
&k TeNBerge -+

eNB#c#8 % =
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A.

B.

% #Ubuntu 14.04
(ubuntu-14.04.4-desktop-amd64)

EPFERT

B R~ T g A M AT 2 R R R
- sudo apt-get update
- sudo apt-get upgrade
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TR LIRS R E *{rKernel

reNBt FrEc— BaTenSE 348 > T F fig »
* sudo apt-get install linux-image-3.19.0-61-lowlatency
linux-headers-3.19.0-61-lowlatency
e sudo apt-get install cpufrequtils
* sudo apt-get install i7z
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* sudo gedit /etc/detault/grub

"GRUB_HIDDEN_TIMEOUT=0" #x =«
"#GRUB_HIDDEN_TIMEOUT=60"

7R 15 o
GRUB_CMDLINE_LINUX_DEFAULT =""

P oo
GRUB_CMDLINE_LINUX_DEFAULT="quiet

intel_pstate=distable processor.max_cstate=1
intel idle.max_cstate=0 idle=poll"
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e R 8iE B ok 2(2)

R gggﬁﬁﬁ;r] B VEEY ;;% I

* sudo gedit /etc/default/cpufrequtils

KO T g (R 4
GOVERNOR="performance"
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L ATH] A a7k T

R g%ﬁﬁﬁ;r] AT TE 3!% I
* sudo update-grub?2
e sudo update-rc.d ondemand disable

7R {8 ¥ thﬁﬁﬂ)\ ”"‘.#ﬁ TR

e sudo reboot
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T gty @ F g

e — B ATIE S > T2 g

sudo apt-get install subversion git

git config --global user.name ﬁ] » R L L

git config --global user.email ﬁ.j »RERF B R
sudo su

echo -n | openssl s_client -showcerts -connect gitlab.eurecom.fr:443
2>/dev/null | sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' >>
/etc/ssl/certs/ca-certificates.crt

exit

#-L5 L Gitlabzz

ek iz- Peodp A RGFIm BB EA g3 ER LA
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T R
% #0Al eNB## #7 2 g 12

EETIR
* git clone
https://gitlab.eurecom.fr/oai/openairinterface5g.git

BB A T 4 £ kT U5 % OAl eNBk

* cd ~/openairinterface5g
* source oaienv
* cd cmake targets

o ./build_oai -l --eNB -x --install-system-files -w USRP --
install-optional-packages
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» gedit ~/openairinterface5g/targets/PROJECTS/GENERIC-LTE-
EPC/CONF/enb.band39.tm1.usrpb210.conf
£

e gedit ~/openairinterface5g/targets/PROJECTS/GENERIC-LTE-
EPC/CONF/enb.band7.tm1.usrpb210.conf

» 7.“~/openairinterface5g/targets/PROJECTS/GENERIC-
LTE EPC/CONF/” B ér:r'r T 1% ﬁéeNBm A B
eNBfgﬁjgﬁg«%ﬂ)\g ﬁb‘y{ Lﬁ’% 4 %Qm""—’ VD
PO BLAR & o :o4R % * Band 39 = Band 7
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enb.band7.tm1.usrpb210.conf (~/openairinterface5g/targets/PROJECTS/GENE

Bl Mo i e

| ] eNB_step_by step x | ] enb.band7.tm1.usrpb210.conf X

eNBs =
(
/////1/1]/ Identification parameters:
eNB_ID = 0xe00;
cell_type = "CELL_MACRO_ENB";
eNB_name = "eNB_Eurecom_LTEBox";
acking ares e and Oxfffe are reserved values
tracking_area_code = "1";
mobile_country_code = "208";
mobile_network_code = "93";
— _—

///1111//] Physical parameters:

component_carriers = (

{
frame_type = "FDD";

add ___ s ~

PlainText + TabWwidth:8 ~ Ln 152, Col 1 INS

» 3% _mobile_country code ~ mobile_network code -~ tracking area code:iz =
BI8A > R TFVEPCenF LR 2 SIM+ ¢ c9AMCC ~ MNC ~ TACiE = 3R 4 $H



% #ceNB&mE 2 (3)

2% T eNB#7:id £ e EPCIP =kt
ipva = "EPC $} p e+ cHIP”

ENB_INTERFACE_NAME_FOR_S1_MME = "eNBHy e+ % "
ENB_IPV4_ADDRESS_FOR_S1_MME = "eNB &+ IP"

ENB_INTERFACE_NAME_FOR_S1U = "eNB=ie + - F"
ENB_IPV4_ADDRESS_FOR_S1U = "eNB:i+ IP"
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143
141
147
143
144
145
148
147
148
149
158
151
152
153
154
155
158
157
154

3

o 2% T_eNB# 7t 2 c5GCIP i+ ht

friiifii ! MHE parapeters:

| mme ip address = { { ipv4 = "192.188.2.2"; |
Lpwh = 19d:1a8: 3010
active = "yes":
preference = “ipw4®;
L}
1

HETWORK_INMTERFARCES :
{

EME_INTERFACE_MAME_FOR_S1_MME
EME_IPV4_ADDRESS_FOR_51_MME

EMB_INTERFACE _MAME FOR_S1U
[MB_TPW4_ADDRESS FOR_S1U
EME PORT FOR 51U

“enpbsI1ifa" ;
192 . 188.2. 2537247 ;

= "enpbs31fa";
= "192.188.2 2537247 ;
2152, & Spec 2152

U (3)- 4 o]
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z #75m:%eNB

B8
* cd ~/openairinterface5g
* source oaienv
 ./cmake targets/build_oai-w USRP -x -c --eNB
* cd cmake targets/Ite build_oai/build

55



(% 2 K 4E

* ¥ & CPURY»x i 3K 2
- (B )
* sudo i7z (rx:nCPU#E &)

2 ] =
FE

-,
M=

 cpufreg-info (CPU Frequency Scalingj& Powersaveti;t % = Performancei;¢)

o FriuKernelsx &
— uname -a

(> enb@enb: ~

Cpu speed from cpuinfo 3591.00Mhz
cpuinfo might be wrong if cpufreq is enabled. To guess correctly try estimating
Linux's inbuilt cpu_khz code emulated now
True Frequency (without accounting Turbo) 3591 MHz
CPU Multiplier 36x || Bus clock frequency (BCLK) 99.75 MHz

Socket [0] - [physical cores=4, logical cores=8, max online cores ever=4]
TURBO ENABLED on 4 Cores, Hyper Threading ON
Max Frequency without considering Turbo 36906.75 MHz (99.75 x [37])
Max TURBO Multiplier (if Enabled) with 1/2/3/4 Cores is 40x/40x/39x/38x
Real Current Frequency 3790.40 MHz [99.75 x 38.00] (Max of below)
Core [core-id] :Actual Freq (Mult.) Co% Halt(cC1)%
Core 1 [0]: 3790.40 (38.00x) 100 ()
Core 2 [1]: 3790.40 (38.00x) 100 0
Core 3 [2]: 3790.40 (38.00x) 100 0
Core 4 [3]: 3790.40 (38.00x) 100 ()

3 % C6 %

C
0
0
0
0

Processor running without halting

Processor running with halts (States >CO are power saver)

Cores running with PLL turned off and core cache turned off

Everything in C3 + core state saved to last level cache
Above values in table are in percentage over the last 1 sec

enb@enb:~$ cpufreg-info
cpufrequtils 008: cpufreg-info (C) Dominik Brodowski 2004-2009
Report errors and bugs to cpufreg@vger.kernel.org, please.
analyzing CPU 0:
driver: intel_pstate
CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 800 MHz - 4.00 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 800 MHz and 4.00 GHz.
The governor! "performance" ‘may decide which speed to use
within this range.
current CPU frequency is 3.80 GHz.

enb@enb:~$ uname -a
Linux enb 3.19.0-61-lowlatency #69~14.04.1-Ubuntu SMP
enb@enb:~$ |




6.Free5GC Demo

Hixds 7 B Terminal » B3 {7

/nextepc-hssc
Jfreebgc-amfc
Jfree5gc-smfo
/nextepc-pcrfd
Jfree5gc-upfd
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cd freebgc
/nextepc-hssd

free5gc@ubuntu: ~/free5gc

File Edit View Search Terminal Help

C ./next-hssd
. /next-hssd No such file or directory

free5gc@ubuntu: . /nextepc-hssd

free5GC daemon v1.8. 0 - JUI 17 2019 00:12:06

PID[87364] : '/home/free5gc/free5gc/install/var/run/nextepc-hssd/pid’
File Logging : '/home/free5gc/free5gc/install/var/log/free5gc/free5gc.log’
MongoDB URI : 'mongodb://localhost/free5gc’
Configuration : '/fhome/free5gc/free5gc/install/etc/free5gc/freesgc.conf’
[@7/22 23:29:48.305] HSS try to initialize
[@7/22 23:29:48.369] HSS initialize...done

emon terminating... (main.c:160)
y to terminate
eeDiameter[6]: Initiating freeDiameter shutdown sequence (3)
HSS terminate...done
DB-Client try to terminate
DB-Client terminate...done
free5gc@ubuntu: € . /nextepc-hssd
free5GC daemon v1.8. 0 - Jul 17 2619 686:12:06

PID[87425] : '/[home/free5gc/freesgc/install/var/run/nextepc-hssd/pid’
File Logging : '/home/free5gc/free5gc/install/var/log/free5gc/free5gc.log’
MongoDB URI : 'mongodb://localhost/free5gc’
Configuration : '/fhome/free5gc/free5gc/install/etc/free5gc/freesgc.conf’
[@7/22 23:30:19.309] HSS try to initialize
[@7/22 23:30:19.356] HSS initialize...done

n start (main.c:157)
"amf.localdo
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# {7 amfd

 cd freebgc
e ./freebgc-amfd

free5gc@ubuntu: ~ffree5gc

File Edit View Search Terminal Help
cd freesgc

S ./freesgc-amfd
Jul 17 2019 00:12:06

free5gc@ubuntu:
free5gc@ubuntu

PID[87465]
File Logging
MongoDB URI
Configuration
[07/22 23:30:50
[87/22 23:30:52

[07/22 23:30:

fre
free5GC daemon v1.0.0

' [home/free5gc/free5gc/install/var/run/free5gc-amfd/pid’
' /home /free5gc/free5gc/install/var/log/free5gc/free5gc.log’
'mongodb: //localhost/free5gc’
' /home /free5gc/freesgc/install/etc/freesgc/freesgc.conf’
.126] AMF try to initialize
AMF initialize...done

.002]

2.002]

.008]

2.080]
65.001]

.900]
.429]
.082]
.165]
.941]
.151]
.873]

1.262]

.459]
.411]

1.532]

.785]
.969]
.528]

1.589]
8.005]

08:32:
LEHEH
09:04:
09:34:
09:34:
10:04:
10:05:

.316]
.526]
.193]
.002]
.100]
.318]
.824]

INFO: free5GC daemon
slap_server() [192.1

INFO:

AM4G overload_start
AMF4G overload_stop
AMAG overload_start
AMF4G overload_stop
AM4G overload start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AMA4G overload_start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AM4G overload_start
AMF4G overload_stop
AMAG overload_start
AMF4G overload stop

(main.c:157)
6412

.localdomain’
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core
(load_avg/n_core

soc#10): (f
threshold=6.88)
threshold=6.88)
threshold=0.88)
threshold=0.80)
threshold=0.860)
threshold=0.80)
threshold=6.80)
threshold=6.88)
threshold=0.880)

(load_avg/n_cores=0.74, threshold=0.80)
(load_avg/n_core .64, threshold=0.80)
(load_avg/n_cores=0.79, threshold=0.80)
(load_avg/n_cores=0.90, threshold=0.80)
(load_avg/n_core .77, threshold=0.80)
(load_avg/n_cores=0.99, threshold=0.80)
(load_avg/n_core .73, threshold=0.80)
(load_avg/n_cores=0.81, threshold=0.80)

(load_avg/n_cores=0.
(load_avg/n_core

threshold=0.80)
threshold=6.80)

(load_avg/n_cores=0.76, threshold=0.80)

(load_avg/n_core .14

(load_avg/n_core
(load_avg/n_core
(load_avg/n_core

threshold=68.88)
threshold=6.88)
threshold=0.88)

8, threshold=0.88)
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#, {7 smfd

cd freebgc
Jfreebgc-smfd

free5gc@ubuntu: ~/free5gc
File Edit View Search Terminal Help
reeS5gc@ubuntu:~$ cd free5gc
ree5gc@ubuntu:~/free5gc$ . ffree5gc-smfd
ree5GC daemon v1.0.0 - Jul 17 2019 00:12:06

PID[87539] : 'fhome/freesgc/free5gc/install/var/run/free5gc-smfd/pid’
File Legging : '/home/freeSgc/freesgc/install/var/log/free5gc/freesgc.log’
MongoDB URI : 'mongodb://localhost/freeSgc’
Configuration : '/home/free5gc/free5gc/install/etc/free5gc/freesgc.conf’
[B7/22 23:31:20.703] SMF try to initialize
[@7/22 23:31:21.080] pfcp_server() [127.0.0.2]:88805
[87/22 23:31:21.080] pfcp_connect() [192.188.2.2]:8805
[67/22 23:31:21.080] pfcp_xact_local create 1 not freed in pfcp_xact_pool[64] of PFCP
Transaction
[B7/22 23:31:21. SMF initialize...done

INFO: free5GC daemon s
- i ,

[07/22 23:31:57.911] INFO: CONNECTED TO 'pcrf.localdomain' (TCP,soc#9): (fd_lo
3)
[ ¢ E : DROPPED 'Answer rec with no cor vondi sent re st 60




 cd freebgc
e ./nextepc-pcrfd

free5gc@ubuntu: ~/free5gc
File Edit View Search Terminal Help
rees5gc@ubuntu:~S$ cd free5gc

ree5gc@ubuntu fr . [/nextepc-pcrfd
ree5GC daemon v1.0.0 - Jul 17 2019 00:12:06

PID[87607] : '/home/free5gc/free5gc/install/var/run/nextepc-pcrfd/pid’
File Logging : '/home/free5gc/free5gc/install/var/log/free5sgc/free5gc.log’
MongoDB URI : 'mongodb://localhost/freesgc’
Configuration : '/home/free5gc/free5gc/install/etc/free5gc/free5gc.conf’
[@7/22 23:31:57.884] PCRF try to initialize
[07/22 23:31:57.910] PCRF initialize...done

-State-I

localdomain' (TCP,soc#9): (fd_logger.c:93)




cd freebgc
freeb5gc-upfd

free5gc@ubuntu: ~/free5gc
File Edit View Search Terminal Help
5gc
.[/free5gc-upfd
Jul 17 2619 00:12:06

PID[87676] : '/home/freeS5gc/free5gc/install/var/run/free5gc-upfd/pid’
File Logging : '/home/free5gc/free5gc/install/var/log/free5gc/free5gc.log’
MongoDB URI : 'mongodb://localhost/freesgc’
Configuration : '/home/free5Sgc/free5gc/install/etc/free5gc/free5gc.conf’
[07f22 23:32:46.445] UPF try to initialize
[07f22 23:32:47.049] UPF initialize...done

07/22 23:32:47.050] INFO: free5GC daemon start (main.c:157)

62



¥, 7eNB

BV - o REDE P U THY - Bp s > ERTF
c7Band
e sudo -E ./lte-softmodem -O

$OPENAIR_DIR/targets/PROJECTS/GENERIC-LTE-
EPC/CONF/enb.band39.tm1.usrpb210.conf -d
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SIM Card 7 #

$t 5] e0SIM Card 34 22 * Freebgc§ = #r# - e1SIM Card F ok & & »
&7;}7; poe e 7\ #45SIM Cardiy 7 424

IMSI 208930000000003

K 8baf473f2f8fd09487cccbd7097¢c6862
OPc 8e27b6af0e692e750f32667a3b14605d
MCC: 208 (FR)

MNC: 93 (hnew MNO MNC)
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Annex A : Program SIM Card

e sudo apt-get update && sudo apt-get upgrade -y

free5gc@ubuntu: ~

File Edit View Search Terminal Help
free5gc@ubuntu:~$ sudo apt-get update && apt-get upgrade -yl
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Install Essential Packages

 sudo apt-get install pcscd pcsc-tools libccid
python-dev swig python-setuptools python-pip
libpcsclite-dev -y

free5gc@ubuntu: ~

File Edit View Search Terminal Help

free5gc@ubuntu:~5% sudo apt-get install pcscd pcsc-tools libccid python-dev swig
python-setuptools python-pip libpcsclite-dev -y

[sudo] password for freebgc:

Reading package lists... Done

Building dependency tree

Reading state information... Done

libpcsclite-dev is already the newest version (1.8.23-1).
python-dev is already the newest version (2.7.15~-rc1-1).
python-setuptools is already the newest version (39.0.1-2).
libccid is already the newest version (1.4.29-1).
pcsc-tools is already the newest version (1.5.2-2).

pcscd is already the newest version (1.8.23-1).

swig is already the newest version (3.0.12-1).

* pip install pycrypto

free5gc@ubuntu: ~

File Edit View Search Terminal Help

free5gc@ubuntu:~$ pip install pycrypto
Collecting pycrypto

Installing collected packages: pycrypto
Successfully installed pycrypto-2.6.1
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Install Pyscard

e Go web

* https://sourceforge.net/projects/pyscard/files/pyscard/
pyscard%201.9.5/pyscard-1.9.5.tar.gz/download

e Extract it to Home directory

Open New Terminal

 cd ~/Desktop/pyscard-1.9.5

* sudo python setup.py build_ext install

his Is what you need? Take your
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https://sourceforge.net/projects/pyscard/files/pyscard/pyscard%201.9.5/pyscard-1.9.5.tar.gz/download

Build Pysim

ecd™

e git clone git://git.osmocom.org/pysim.git

freeS5gc@ubuntu: ~

File Edit View Search Terminal Help

freeS5gc@ubuntu: S cd ~
free5gc@ubuntu:~$ git clone git:/f/git.osmocom.orgfpysim.git
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Run Pysim & Connect SIM Card Reader

free5gc@ubuntu: ~/pysim

File Edit View Search Terminal Help

freeS5gc@ubuntu:~/pysim$ sudo pcsc_scan
[sudo] password for freeSgc:

o Cd pySi m/ PC/SC device scanner

1.5.2 (c) 2001-2017, Ludovic Rousseau <ludovic.rousseau@free.fr=>

* sudo pcsc_scan

Thu Jul 25 84:42:45 20819
. = Reader 0:
Card state:
File Edit View Search Terminal Help ATR:

free5gc@ubuntu:~$ cd pysim

free5gc@ubuntu: ~/pysim

ATR: 3B 9F 95 80 1F C3 80 31 EO® 73 FE 21 13 57 86 81 02 86 98 44 18 A8
+ TS = 3B --= Direct Convention
+ T8 = 9F, ¥(1): 1801, K: 15 (historical bytes)

TA(1) = 95 -->

free5gc@ubuntu:~/pysim$ sudo pcsc_scan

[sudo] password for free5gc:

PC/SC device scanner

V 1.5.2 (c) 2001-2017, Ludovic Rousseau <ludovic.rousseau@free.fr>

BB --= Y(i+1) 16000,

1F --= Y(i+1) gee1,

3 -->

Historical bytes: 8@ 31 E® 73 FE 21 13 57 86 81 02 86 98 44 18
Category indicator byte: 88 (compact TLV data object)
Tag: 3, len: 1 (card service data byte)
Card service data byte: E®
Application selection: by full DF name
Application selection: by partial DF name
BER-TLV data objects available in EF.DIR
EF.DIR and EF.ATR access services: by GET RECORD(s) command
Card with MF
Tag: 7, len: 3 (card capabilities)
Selection methods: FE
DF selection by full DF name
DF selection by partial DF name
DF selection by path
DF selection by file identifier
Implicit DF selection
Short EF identifier supported




Run Pysim & Connect SIM Card Reader(cont.)

free5gc@ubuntu: ~/pysim
File Edit View Search Terminal Help
- DF selection by path
- DF selection by file identifier
Implicit DF selection
Short EF identifier supported
Record number supported
Data coding byte: 21
- Behaviour of write functions: proprietary
- Value 'FF' for the first byte of BER-TLV tag fields: invalid
- Data unit in quartets: 2
Command chaining, length fields and logical channels: 13
Logical channel number assignment: by the card
- Maximum number of logical channels: 4
Tag: 5, len: 7 (card issuer's data)
Card issuer data: 86 81 02 86 98 44 18
TCK = AB (correct checksum)

ossibly identified card (using /usr/share/pcsc/smartcard list.txt):
B 9F 95 B0 1F C3 80 31 EO 73 FE 21 13 57 86 81 02 86 98 44 18 AB

» Possibly identified card = = # 3 2~ 3 SIM+
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Burn Information to SIM Card

 Ctrl + C to exit the program
e ./pySim-read.py —p O
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Parameters of Pysim

* ./pySim-prog.py -p 0 -x 208 -y 93 -t sysmoUSIM-SJS1 -i
208930000000003 --op=8e27b6af0e692e750f32667a3b14605d -
k 8bafd73f2f8fd09487cccbd7097c6862 -s
8988211000000088313 -a 23605945

* Explanation :
- -x=MCC
- -y = MNC
- -t =tag
- -i=1IMSI
- --op =0P
- -k =Kl
- -s=1CCID
- -a=ADM1 26
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